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Introduction

he 70-246 exam deals with advanced topics that require candidates to have an excellent

working knowledge of both Windows Server 2012 R2 and the products in the System
Center 2012 R2 suite. Much of the exam comprises topics that even experienced systems
administrators may rarely encounter unless they work with Virtual Machine Manager, Orches-
trator, Service Manager, Data Protection Manager, and Operations Manager on a day-to-day
basis. To be successful in taking this exam, a candidate not only needs to know how each of
these products works when used by itself, but how the products in the System Center suite
work together when used to monitor and operate a private cloud.

Candidates for this exam are Information Technology (IT) Professionals who want to vali-
date their advanced Windows Server 2012 R2 operating system and System Center 2012 R2
management skills, configuration skills and knowledge. To pass this exam, candidates require
a strong understanding of how to configure data process automation, deploy resource moni-
toring, configure and maintain service management, as well as managing configuration and
protection for private cloud deployments. To pass, candidates require a thorough theoretical
understanding as well as meaningful practical experience implementing the technologies
involved.

This book covers every exam objective, but it does not cover every exam question. Only
the Microsoft exam team has access to the exam questions themselves and Microsoft regu-
larly adds new questions to the exam, making it impossible to cover specific questions. You
should consider this book a supplement to your relevant real-world experience and other
study materials. If you encounter a topic in this book that you do not feel completely com-
fortable with, use the links you'll find in text to find more information and take the time to
research and study the topic. Great information is available on MSDN, TechNet, and in blogs
and forums.

Microsoft certifications

Microsoft certifications distinguish you by proving your command of a broad set of skills and
experience with current Microsoft products and technologies. The exams and corresponding
certifications are developed to validate your mastery of critical competencies as you design
and develop, or implement and support, solutions with Microsoft products and technologies
both on-premises and in the cloud. Certification brings a variety of benefits to the individual
and to employers and organizations.

Xi
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MORE INFO ALL MICROSOFT CERTIFICATIONS

For information about Microsoft certifications, including a full list of available certifica-
tions, go to http://www.microsoft.com/learning/en/us/certification/cert-default.aspx.

Free ebooks from Microsoft Press

From technical overviews to in-depth information on special topics, the free ebooks from
Microsoft Press cover a wide range of topics. These ebooks are available in PDF, EPUB, and
Mobi for Kindle formats, ready for you to download at:

http://aka.ms/mspressfree

Check back often to see what is new!

Errata, updates, & book support

We've made every effort to ensure the accuracy of this book and its companion content. You
can access updates to this book—in the form of a list of submitted errata and their related
corrections—at:

http.//aka.ms/ER246

If you discover an error that is not already listed, please submit it to us at the same page.

If you need additional support, email Microsoft Press Book Support at mspinput@
microsoft.com.

Please note that product support for Microsoft software and hardware is not offered
through the previous addresses. For help with Microsoft software or hardware, go to
http://support.microsoft.com.

We want to hear from you

At Microsoft Press, your satisfaction is our top priority, and your feedback our most valuable
asset. Please tell us what you think of this book at:

http://aka.ms/tellpress

The survey is short, and we read every one of your comments and ideas. Thanks in ad-
vance for your input!

xii
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Stay in touch

Let's keep the conversation going! We're on Twitter: http.//twitter.com/MicrosoftPress.
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Preparing for the exam

M icrosoft certification exams are a great way to build your resume and let the world know
about your level of expertise. Certification exams validate your on-the-job experience
and product knowledge. While there is no substitution for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. We recommend
that you round out your exam preparation plan by using a combination of available study
materials and courses. For example, you might use this Exam Ref and another study guide for
your “at home" preparation and take a Microsoft Official Curriculum course for the class-
room experience. Choose the combination that you think works best for you.

Note that this Exam Ref is based on publically available information about the exam and
the author’s experience. To safeguard the integrity of the exam, authors do not have access to
the live exam.

Xv
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Configure data center process
automation

here is a joke that | heard at the Microsoft Management Summit a few years back on the

subject of datacenter automation. When asked how many people would work at a new
datacenter, the designer replied, “Only two, a security guard and his dog. And the job of the
dog is to bite the security guard if he tries to touch anything.” The point that the presenter
was trying to make is that the modern datacenter is so highly automated that it requires few
actual physical staff to keep things running. Another benefit of automation is that complex
repetitive tasks are handled by pre-configured workflows. Automating a complex process
provides you with repeatable results. When you perform complex processes manually, there
is always the chance that things will go off the rails
should you get distracted. In this chapter you'll learn

about data center process automation using System IMPORTANT
Center 2012 R2 and Windows Server 2012 R2. Have you read
page xv?
. . . . It contains valuable
Objectives in this chapter: information regarding
m Objective 1.1: Implement workflows the skills you need to

N . . ass the exam.
m Objective 1.2: Implement service offerings P X

Objective 1.1: Implement workflows

Part of an effective private cloud deployment means automating any task that is repeatable
using the tools at your disposal. In terms of the 70-246 exam, this means using products in
the System Center 2012 R2 suite. In this section, you'll learn how you can leverage the Sys-
tem Center suite to create complex automation for your organization’s private cloud.

This section covers the following topics:
®m Implementing runbook automation
m  Automating remediation of incidents

m Change and activity management workflows
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Implementing runbook automation

With runbook automation you can automate complicated workflows. Runbooks represent a
set of procedures that a server administrator performs on a regular basis. Originally, runbooks
were actual physical books. These books contained documentation that described to the
server administrator how to perform specific procedures. Today runbooks are software parts
that, when triggered, actually perform the procedures with little or minimal direct input from
the server administrator. Runbook automation is important in Microsoft private cloud envi-
ronments because it allows you to automate complex tasks. The System Center product that

you use to create runbook automation is System Center 2012 R2 Orchestrator.

Orchestrator

Unlike Windows PowerShell, which requires you to write scripts using an editor like Windows
PowerShell ISE, Orchestrator allows you to build automation using a drag and drop interface
called the Runbook Designer. Orchestrator can still call Windows PowerShell scripts, but it
also integrates with many other products, including products within the System Center suite
through integration packs. An integration pack is a collection of product-specific tasks that
you can trigger through Orchestrator. You can download integration packs from the Internet,
import them using the System Center 2012 R2 Orchestrator Deployment Manager as shown
in Figure 1-1, and then deploy them to your runbook servers.

File View Help

3 Refresh

" System Center 2012 R2 Orchestrator Deployment Manager

(=Tl

Server Name | 5 ORCHESTRATOR

v|C:}GD

= é Orchestrator Management

o] Integration Packs

» Runbook Designers

- 4 Runbook Servers

< m >

Mame

ESystem Center Integration Pack...
[=]System Center Integration Pack...
ESystem Center Integration Pack...
[=]System Center Integration Pack...
ESystem Center Integration Pack...
ESystem Center Integration Pack...
[=]System Center Integration Pack...
ESystem Center Integration Pack...
[=]System Center Integration Pack...
ESystem Center Integration Pack...
'?n]‘s\r:rpm Center Intearatinn Pack...

Description

Activities for Active Directory
Activities for Exchange Admins
Activities for Exchange Users
Activities for FTP

Activities for SharePoint

Microsoft System Center Orchestrator integration pa..
Activities for System Center 2012 Cenfiguration Man...
Activities for System Center 2012 Data Protection Ma...

Activities for System Center 2012 Operations Manager
Activities for System Center 2012 Service Manager

Activities for Svstem Center 2012 Virtual Machine Ma...

Versic ~
7.2
7.2
7.2
7.2
7.2
7.2
7.2
7.2
7.2
7.2
1.2

Log Entries

Details

numerating Integration Packs...
inished enumerating Integration Packs

(& License terms for Intearation Pack Svstem Center Intearation...

'ZQ' Connecting te Orchestrator Management Server ORCHESTR...
| Connected to Orchestrator Managerent Server ORCHESTRA...

egistering Integration Pack System Center Integration Pack ...

Ready

FIGURE 1-1 Orchestrator integration packs

Configure data center process automation

From the Library of Ida Schander



An Orchestrator deployment consists of the following parts:

= Management server This server manages the runbook servers. You use the man-
agement server to distribute integration packs to runbook servers and runbook de-
signers. The management server also manages communication between the runbook
designers, runbook servers, and the orchestration database. There is only one manage-
ment server in an Orchestrator deployment

m Runbook server This server runs Orchestrator runbooks. Each runbook server can
run up to 50 runbooks concurrently. You can alter this number using the Runbook
Server Runbook Throttling tools, but should monitor the runbook server’s resource
requirements. You can have multiple runbook servers in an Orchestrator deployment,
with no maximum limit to the number of runbook servers specified in the Orchestrator
documentation.

= Runbook Designer This designer allows you to build and test runbooks. The inter-
face allows you to build runbooks by dragging and connecting activities that are avail-
able in integration packs. The Runbook Designer is shown in Figure 1-2.

System Center 2012 R2 Orchestrator Runbook Designer = | = -
Actions  Edit Options View Help
(y Refresh | [» I Checkin 2 7| Undo Check Out Runbook Tester Orchestration Console
Connections hz‘ TailspinToys-Test Activities
; ;X | o SC 2012 Configuration Manager ~
g ORCHESTRATOR SC 2012 Operations Manager
18 Runbaoks SC 2012 Service Manager
L[] Tailspin-Runbooks E SC 2012 Virtual Machine Managt
=-L¢ Computer Groups @ REST

_3 Runbock Servers

: I Exchange Admin
#-1§) Global Settings

I Exchange User

M Fe
., =
— '__“;; B Microsoft SharePoint =
finitialze Data, - Start/Stop P
Service [ Initialize Data I Return [
<l "m >
Log
GX

Log | Log History | Audit History I Events |

FIGURE 1-2 Runbook Designer

m Orchestration database Hosted on a Microsoft SQL Server instance, the orchestra-
tion database stores configuration data, policies, and log information.

m Orchestration console A web interface that users can use to list, control, and view
runbooks.

Objective 1.1: Implement workflows 3
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m Orchestrator Web Service This web service allows custom applications, third-party
tools, and other System Center items such as Service Manager, to connect to Orches-
trator and to interact with runbooks.

m Deployment Manager The Deployment Manager allows you to deploy integration
packs, Runbook Designers, and runbook servers. You use the Deployment Manager to
import and deploy integration packs that you've downloaded from the Internet.

MORE INFO ORCHESTRATOR

You can learn more about Orchestrator at http://technet.microsoft.com/en-us/library/
hh237242.aspx.

Runbooks

Runbooks are collections of linked activities that perform a procedure. You build runbooks

in Orchestrator by dragging activities from integration packs to the designer workspace. For
example, the runbook shown in Figure 1-3 uses two activities. The first activity, named Moni-
tor Service, checks the state of a specific service on a specific computer and triggers if the ser-
vice is in a specific state (started, stopped, or paused). The second activity, named Start/Stop
Service, allows you to start, stop, pause, or restart a service. When the runbook is deployed,

it will be triggered when the monitored service is in the state specified in the Monitor Service
activity. After being triggered, the runbook will perform the task defined in the Start/Stop
Service activity.

System Center 2012 R2 Orchestrator Runbook Designer == -
Actions Edit Options View Help
(U Refresh | [» I CheckIn |27 7| Undo Check Out Runbook Tester Orchestration Console
Connections “,Z‘ TallsmeDys-TEst| |4 Tailspin-Two ‘ Activities
; _isx | d . System ~
=3 ORCHESTRATOR £ Scheduing
% & Runbooks =4 Monitoring =
. [ Tailspin-Runbooks i Monitor WMI JMonitor Service
+1-_g' Computer Groups M(S*- _D}:; < m >
i3 Runbook Servers ‘-.; b 4/ File Management
- Global Settings Monitor Start/Stop =
! Service Service = Email
£ Counters
= 1%, Notification
#-Lw Variables e
- Schedules i) Utiities 5
B A

Log

]
x

Log ‘ Log History I Audit History I Events |

FIGURE 1-3 Simple runbook

This example is very basic. When creating Orchestrator runbooks to perform sophisticated
automation tasks, you are likely to use multiple activities and include conditional branches,

Configure data center process automation
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loops, and error handling tasks. Each integration pack that you import into Orchestrator
increases the number of activities that you can include in your runbooks.

Keep the following in mind when creating Orchestrator runbooks:

m Provide meaningful names for activities. You can rename activities after you drag them
to the designer workspace. By renaming activities with descriptive names, then you can
quickly understand what tasks a runbook is designed to accomplish. For example, with
the runbook in the example above, you might rename the Monitor Service activity “Is
the VMM Service Stopped” and the Start/Stop Service activity “Start the VMM Service.”

®m  Minimize the number of activities that are performed in a runbook. You can call run-
books from within runbooks. This modular approach to creating runbooks will simplify
the process of troubleshooting them.

m  Configure runbooks to write logs to external files rather than to the orchestration
database.

Orchestrator runbooks run according to configured schedules. You create each run
separately, and then assign the schedule to the runbook. You create runbook schedules in
the Schedules node, under Global Settings, in the Runbook Designer as shown in Figure 1-4.
Creating a runbook schedule involves assigning a name to the schedule, specifying what days
of the week or days of the month the schedule applies to, and specifying which hours the
schedule applies to.

= New Schedule -

Schedule Details

This tab allows you to define when this schedule applies.

®) Days of week:
General
5un Mon  [w]Tue Wed Thu Fri Sat
Details
Occurrence:

Exceptions
First Second Third Fourth Last

) Days of month:

Finish | | Cancel | | Help

FIGURE 1-4 Runbook schedule

Objective 1.1: Implement workflows 5
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Once you've created the schedule, you can apply it to a runbook. You do this by selecting
the schedule on the General tab of the runbook’s properties, as shown in Figure 1-5.

o TailspinToys-Test Properties -

General Information
This tab allows you to define the name and description for this runbook.

Mame: TailspinToys-Test
General Description: ~

Runbook Servers

Logging hd
Evenby Schedule: Tailspin Schedule |
Job Concurrency

Returned Data

Finish | | Cancel | | Help

FIGURE 1-5 Apply runbook schedule

You check out a runbook to make changes to the runbook. When you check in a runbook,
the runbook will be deployed to runbook servers. Checked-in runbooks will also synchro-
nize to Service Manager if you have configured a connector between Service Manager and
Orchestrator.

MORE INFO ORCHESTRATOR RUNBOOKS

You can learn more about creating Orchestrator runbooks at http://technet.microsoft.com/
en-us/library/hh403790.aspx.

Automating remediation of incidents

As anyone who has worked on a service desk can tell you, there are certain types of problems
that users report to the service desk, or which occur in the infrastructure which are easily
remediated by performing a specific set of actions. For example, a service might fail, just
needing a manual restart. Using the capabilities of the System Center suite, it's possible to
detect these commonly occurring problems and automatically perform the steps required to
remediate them without requiring direct manual intervention by members of the IT team.

Configure data center process automation
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Incidents
Service Manager incidents, which you might call trouble tickets or service desk jobs in non-
Service Manager environments, describe an issue with some aspect of the server, client, net-
work, or software infrastructure that requires resolution. In the context of the 70-246 exam,
a Service Manager incident would describe an issue with some aspect of the private cloud
deployment that requires resolution by the IT team.

You can create an incident manually using the Service Manager console by performing the

following steps:

1. Inthe Configuration Items workspace of the Service Manager console, select the Com-

puter or User for which you want to manually create the incident.

2. Inthe Tasks pane, click Create Related Incident.

3. Inthe Tasks pane of the Incident, click Apply Template. Depending on the issue, you
can select one of the default templates shown in Figure 1-6. The default templates are
as follows:

Default Incident Template

Generic Incident Request

Hardware Issue Incident Template
High Priority Incident Template
Networking Issue Incident Template
Printing Issue Incident Template

Software Issue Incident Template

(==

=i Apply Template

:I Select Template

|Type to filter... ye |
Templates:
Mame = Class
| |85 Incident portal template Incident t‘
aa Metworking Issue Incident Template Incident
|55 Printing Issue Incident Template Incident
|55 Software Issue Incident Template Incident H
4 Ml | 3
Description:

Template applied to incidents created via the portal

OK || Cancel

FIGURE 1-6 Incident templates

Objective 1.1: Implement workflows 7
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4. Click OK and the New Incident dialog box opens. The selection of the template causes
certain fields of the incident to be automatically populated. For example, choosing the
Networking Issue Incident Template causes the Classification category of the incident
to be set to Networking Problems as shown in Figure 1-7.

. IRS Affected user: Created on:  5/19/2014 4:125 :j > Tasks
E New Contact infu: Resulve by: a8l @
Parent incident First respomse « 00:06 e
T || InCideni -~
General Activities Helated Items Resolubon  Service Level History Eﬂ
B - { Apuly Templale
Incident Information a | & assgnr
i} Crange Incident Status b
Affected uzen Alternate contact method: m it :
o’ or Revert Parent
[ 4]
| b El | | 4 Create Change Request
W Create Problem
Tithe: = | | e
: | | 3¢ Creote Release Record
4 Create Service Request
Descriptu @ Escalate or Transfer
escription:
[EL Uik or Unfink to Parent
|| f Link Problem
I tink to New Parent Incident
y ™ Ping Related Computer
Classihcabion categon: Source: ',m P
1 L
| Networking Problems | = | nsole | - | W st e
R, Request User i
Impact: Urgency: Pricrity: 's seriopst
] =8 Search for Knowledge Articl
|Mﬁ1i“m [ e |'= = | '!.semmnzsmnse::comm:n
Support group: Assigned to: Prnmary owner: General ~
[ ]
[T = @ 3= I — 1
[] Escalated
A

FIGURE 1-7 Networking incident

5. After selecting an incident template, you should provide the following additional infor-
mation and then click OK:

m Affected User This is the user who reported the incident.
m Title Allows you to provide a name for the incident.
m Description A description of the incident.

m  Other information as necessary based on the incident itself. Some information will
automatically be included with the template.

6. On the Activities tab of the New Incident dialog box, you can add activities such as
Manual Activities or Runbook Automation Activities that are related to the incident.

7. On the Related Items tab, you can add Work Items, Configuration Items, Knowledge
Articles, and Attached Files.

8. On the Resolution tab, you provide information about how the incident was resolved,
how much time it took, and specify a resolution category.

8 CHAPTER 1 Configure data center process automation
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9. The Service Level tab allows you to view service level information.
10. The History tab allows you to view the history of the incident.

You can also automate the Service Manager email messages sent by users indirectly by
having the users submit a form through the Service Manager Self-Service Portal, or by config-
uring the Operations Manager Alert connector to automatically generate incidents based on
Operations Manager alerts.

MORE INFO MANAGING INCIDENTS

You can learn more about managing incidents at http://technet.microsoft.com/en-us/li-
brary/hh519697.aspx.

Automatic incident creation

The Operations Manager alert connector for Service Manager allows you to automatically
create Service Manager incidents based on Operations Manager alerts. An Operations Man-
ager alert is created in Operations Manager when an object that Operations Manager moni-
tors experiences a change that is deemed worthy of attention, such as a hardware or software
failure occurring on a monitored server. There are two types of Operations Manager con-
nectors for Service Manager: the alert connector, and the configuration item (Cl) connector.
The ClI connector imports objects that Operations Manager has discovered into the Service
Manager database. Alert connectors bring alert information into Service Manager.

To create the alert connector, perform the following steps:
1. Inthe Administration workspace of the Server Manager console, click Connectors.

2. On the Tasks pane, click Create Connector, and then click Operations Manager Alert
Connector.

3. On the General page of the Operations Manager Alert Connector Wizard, provide a
name for the alert connector.

4. On the Server Details page, shown in Figure 1-8, specify the name of the Operations
Manager server and a Run As account that has permission to connect to Operations
Manager. Ensure that you use the Test Connection button to verify that the account
works and has appropriate permissions.

Objective 1.1: Implement workflows 9
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B W Server Details

Before You Begin R -
= Enter the server name and credentials for the Operations Manager server

General

- —Server Information
Server Details

Alert Routing Rules peesames

| opsmgr.tailspintoys.internal

Schedule

Summary — Credential

Completion Run As account:

Administrator

Cancel | | < Previous || MNext > Create

FIGURE 1-8 Alert connector configuration

5. On the Alert Routing Rules page, click Add to add an alert routing rule. An alert rout-
ing rule allows you to specify which Service Manager incident template will be used to
create an incident based on an Operations Manager alert.

6. Inthe Add Alert Routing Rule dialog box, shown in Figure 1-9, provide the following
information:

m Rule Name The name of the alert routing rule.
= Template The Service Manager incident template that will be used when creating
the Service Manager incident.

m Criteria Type Here you can select the conditions that trigger the alert routing
rule. You can choose between the alert being generated by a specific Operations
Manager management pack, being generated by a specific computer or security
group, a custom field, or an Operations Manager monitoring class.

m Select Alert Severity And Priority Allows you to specify the alert priorities and
severities that will trigger the alert routing rule.
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L&] Add Alert Routing Rule

Rule Name

[ Network Alerts |

Template
| MNetworking Issue Incident Template o |

Select Criteria Type

® Operations Manager Management Pack containing the Rule or Moniter raising the
alert

Management Pack Name | gqya1 A ‘ | Metwork Management - Core

() Computer for which the alert was raised

Computer is a member of group -

) Custom Field

- -

(©) Dperations Manager class for which the alert was raised

Menitoring class name -

Select alert severity and priority
Priority | Hiah -
Severity | Critical - |

[ oc [ oo |

FIGURE 1-9 Alert routing rule

7. As Figure 1-10 shows, alerts that don't match any of your configured rules will auto-
matically be created as incidents using the Operations Manager Incident Template.

W ® Alert Routing Rules

Before You Begin
General

Specify the routing rules for incoming alerts

Rule name Template
M k Alerts MNetworking lssue Incide...

Server Details

Alert Rouhing Rules

Schedule
Summary

Completion

Alerts that do not fit any of the rules above will be routed with the following default template:

i il et |
T g F

Cancel || <Previous || Next> || Create

FIGURE 1-10 Routing rules
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8. On the Schedule page, select the frequency at which Service Manager will query the
Operations Manager server for alerts. You can also configure the connector so that
alerts within Operations Manager will be closed when the incident that relates to the
alert is resolved or closed in Service Manager. You can also configure Service Manager
to automatically mark incidents as Resolved if the incident that triggered the alert in
Operations Manager is closed. Figure 1-11 shows these settings.

B W Schedule

Before You Begin
General
Server Details

Alert Routing Rules

Schedule

Summary

Completion

Create a schedule

Pall alerts every 30 l%] seconds

Close alerts in Operations Manager when incidents are resolved or closed

{] Resolve incidents automatically when the alerts in Operations Manager are closed |

Cancel | | < Previous || Mext > Create

FIGURE 1-11 Schedule settings

9. On the Summary page, review the connector setup, and then create the connector.

Once the connector is created, you can modify the alert routing rules by editing the prop-
erties of the connector as shown in Figure 1-12.

MORE INFO OPERATIONS MANAGER CONNECTOR FOR SERVICE MANAGER

You can learn more about the Operations Manager Connector for Service Manager at
http://technet.microsoft.com/en-us/library/hh524325.aspx.
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E Edit -[ax]

General # Alert Routing Rules 1
Server Details Specify the routing rules for incoming alerts

Alert Routing Rules Rule name Template Add
Schedule MNetwork Alerts Netwerking Issue Incide... Edit

Alerts that do not fit any of the rules above will be routed with the following default template:

Operations Manager Incident Template ~

~ Schedule

Create a schedule

30 @

Poll alerts every seconds

Close alerts in Operations Manager when incidents are resolved or closed

Resolve incidents automatically when the alerts in Operations Manager are closed

OK | | Cancel

FIGURE 1-12 Connector properties

Integrating Orchestrator with Operations Manager and Service
Manager

You can configure Orchestrator to integrate with Operations Manager by configuring a con-
nection to the Operations Manager server from the Orchestrator Management server. When
you do this, you can monitor and collect information from Operations Manager alerts, which
you can use when building Orchestrator runbooks. To integrate Orchestrator with Opera-
tions Manager, first install the Operations Manager integration pack. You can download this
integration pack from Microsoft's website. You'll also need to install the Operations Manager
console on the server that hosts the Runbook Designer and verify that you can use it to make
a connection to the Operations Manager server.

Once you've performed that step, you configure a connection from the Orchestrator Man-
agement server to the Operations Manager Management Group by performing the following
steps:

1. Inthe Runbook Designer's Options menu, click SC 2012 Operations Manager.
2. On the Connections tab of the SC 2012 Operations Manager dialog box, click Add.
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3. In the Connection dialog box, shown in Figure 1-13, type the name of the connection,
the IP address or FQDN of the Operations Manager server, and then provide the cre-
dentials of an account that has access to the Operations Manager server.

| TailspinToys Cps Mar

Server | opsmar. tailspintoys.internal

Credentials

Domain | tailspintoys

User name | administrator

Password | TIIITIL

Manitoring Intervals

Poliing EI seconds
N i

Ck

FIGURE 1-13 Connection configuration

4. On the SC 2012 Operations Manager dialog box, shown in Figure 1-14, click Finish.

Microsoft System Center Operations Manager Connections
Configure the connections for the Microsoft System Center Operations Manager objects

Connection Domain Server
TailspinToys Ops Mgr tailspintoys opsmgr.tailspint...

FIGURE 1-14 Operations Manager connections
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Once you have configured the connection, you'll be able to use the activities that are
included in the Operations Manager integration pack when building Orchestrator runbooks.
These activities are shown in Figure 1-15, and have the following functionality:

m Create Alert This activity allows you to create an alert in Operations Manager.

m Get Alert This activity allows you to extract data from an Operations Manager alert.
Use this activity as the basis of creating runbooks that create incidents in Service Man-
ager by extracting relevant information from alerts and using that information when
creating incidents.

m Get Monitor Use this activity to collect monitoring data. You can take the data ex-
tracted from this activity and use it to populate incidents in Service Manager.

m Monitor Alert Use this activity to watch for specific new or updated Operations
Manager alerts. You might use this when configuring a runbook to have additional
steps taken when specific alerts are raised in Operations Manager during runbook
intiation.

m Monitor State Use this activity to monitor and run when an object managed by
Operations Manager has its state changed to Warning or Critical. You might use this
when configuring a runbook to have additional steps taken when the state of specific
Operations Manager monitored objects changes during runbook initiation.

m Start Maintenance Mode This activity allows you to put an Operations Manager
managed object into maintenance mode. Maintenance mode is a special state that
suppresses alerting. For example, you would put a server into maintenance mode when
applying software updates so that Operations Manager alerts aren't generated by the
software update process.

m Stop Maintenance Mode This activity allows you to take an Operations Manager
managed object out of maintenance mode, so that Operations Manager alerts are no
longer suppressed.

m Update Alert Use this activity to update an Operations Manager alert with data. For
example, you could update an Operations Manager alert with information provided in
a Service Manager incident.

SC 2012 Operations Manager

_;,} Create Alert .mStu:up Maintenance Mode
> Get Alert %2 Update Alert

f_‘,:Get Manitor

= Monitor Alert

| Monitor State

thtart Maintenance Maode

FIGURE 1-15 Operations Manager activities
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You configure integration between Orchestrator and Service Manager by performing the
following steps:

1.

16

Ensure that the Service Manager integration pack is installed on the management
server.

Click SC 2012 Service Manager in the Options menu of the Orchestrator Runbook
Designer console.

On the Connections tab of the SC 2012 Service Manager dialog box, click Add.

In the Connection dialog box, shown in Figure 1-16, provide the following informa-
tion. Ensure that you click Test Connection to verify that the connection to the Service
Manager server functions correctly.

m Name Name of the connection to the Service Manager server
m Server FQDN of the Service Manager server

m Credentials Credentials of an account that has permission to access the Service
Manager server

Connection -

Mame | Tailspin Service Manager |
Server | servicemanager. tailspintoys.internal | D
Credentials

Domain | tailspintoys |
User name | Administrator |
Password | LI |

Monitoring Intervals

Polling seconds
e seconds

Test Connection | | Ok | | Cancel

FIGURE 1-16 Connection properties
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5. On the SC 2012 Service Manager dialog box, shown in Figure 1-17, click Finish.

SC 2012 Service Manager -
Connections
Configure the connections for Microsoft System Center Service Manager.
(Cnn TTEFTTS Mame Server User Domain
Tailspin Service ...  servicemanager... Administrator tailspintoys
| Add, | | Remove
Finish | | Cancel | | Help

FIGURE 1-17 Service Manager connection

Once the connection between the Orchestrator and Service Manager server is established,
you can use the integration pack activities, shown in Figure 1-18, to build workflows.

SC 2012 Service Manager
53] Create Change with Template ﬁ Get Activity

i Create Object £ Get Object

._f Create Incident with Template ﬁé Get Relationship

¥ Create Related Object =8 Monitor Object

E Create Relationship ?jUpdate Activity

%2 Delete Relationship 9@] Upload Attachrment
< 1]

FIGURE 1-18 Service Manager integration pack activities

These activities allow you to do the following:

ZW Update Object

m Create Change With Template Use this activity to create a change record using an
existing change template. When you use this activity, mandatory fields in the service
manager change record need to be configured using Orchestrator when you use this

activity.

m Create Object Use this activity to create a Service Manager object based on a
defined class. For example, you could use this activity to create a Service Manager

incident, change, or problem record.
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m Create Incident With Template Use this activity to create a Service Manager inci-
dent based on an existing template. When you use this activity, mandatory fields in the
Service Manager incident record need to be configured using Orchestrator.

m Create Related Object Use this activity to create new Service Manager objects that
have relationships to existing Service Manager objects.

m Create Relationship Use this activity to create relationships between Service
Manager elements. For example, you could use it to create a relationship between an
incident and a computer or user. You can also use it to relate multiple incidents with a
Service Manager problem record.

m Delete Relationship Use this activity to remove a relationship between Service Man-
ager elements.

m Get Activity Use this activity to instruct Orchestrator runbook to collect activity
records based on specific criteria.

m Get Object Use this activity to search for a Service Manager activity, incident, or
change records based on specific criteria.

m Get Relationship Use this activity to have Orchestrator generate a list of objects
from separate classes that are related by specific criteria.

m Monitor Object User this activity to configure Orchestrator to find new and updated
records based on specific criteria.

m Update Activity Use this activity to update Service Manager activity records.

m Upload Attachment Use this activity to upload a file to an existing Service Manager
object. For example, you might use this activity to upload a log file so that it can be
stored with the incident generated automatically by an Operations Manager alert.

m Update Object Use this activity to modify the values of a Service Manager object’s
properties.

Automatic incident remediation

Automatic incident remediation involves applying a specific solution to a known problem. You
can configure Orchestrator runbooks triggered by specific Operations Manager alerts. Using
some of the Orchestrator activities detailed earlier in this chapter, you can take the data con-
tained in the alert and use it to populate a new Service Manager incident. The Orchestrator
runbook can then perform the tasks necessary to automatically remediate the incident. For
example, the Orchestrator runbook could run an activity that restarts the service that caused
the original Operations Manager alert. Once the Operations Manager alert has been dealt
with, the Orchestrator runbook could then update the Service Manager incident, closing both
the incident and the Operations Manager alert once the issue that caused the alert has been
resolved.

Configure data center process automation
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MORE INFO INCIDENT REMEDIATION

You can learn more about incident remediation with Operations Manager and Orches-
trator by consulting the following TechNet article at http://social.technet.microsoft.
com/wiki/contents/articles/12602.system-center-operations-manager-incident-remedi-
ation-with-system-center-orchestrator.aspx.

Change and activity management workflows

Workflows allow you to automate processes within Service Manager, making interactions
with Service Manager more efficient. For example, you can configure workflows that will
automatically close completed change requests, or configure workflows that will auto-
matically notify Service Manager users when approvals are required. Using the Server
Manager console, you can configure change management workflows that configure
change request conditions and apply change request templates. You can also configure
activity management workflows to configure activity management conditions and apply
activity templates.

MORE INFO CHANGE AND ACTIVITY MANAGEMENT

You can learn more about change and activity management in Service Manager by
consulting the following TechNet article at http://technet.microsoft.com/en-us/library/
hh495590.aspx.

Change request templates

Change request templates store a common set of settings, applying these settings to
new change requests. For example, you can create a change request template related to
adding a new database to a SQL Server instance that includes commonly used properties,
minimizing the amount of information that a user is required to enter when requesting
such a change.

To create a change request template, perform the following steps:

1. Inthe Library workspace of the Server Manager console, click Templates, and then
in the Tasks pane, click Create Template.

Objective 1.1: Implement workflows 19
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2. On the Create Template dialog box, specify a name for the template. Select the
Change Request Class as shown in Figure 1-19, and select a Management Pack in which
to store the new template.

j Create Template

Enter a name and description for the template

MName:

| Tailspin S0L Database Add Change Request

Description:

Class:

Change Reguest

For example, to create an incident template, select the Incident class.

Select an unsealed management pack where the template will be saved.
Management pack

Service Manager Change Management Configuration Library
Last modified: 5/17/2014 5:07:35 AM

When | click OK, open the template form.

FIGURE 1-19 Create change request template

3.  When you click OK, the Change Request Template form will be displayed. In this form,
provide information that will be pre-populated on a change request template. As
shown in Figure 1-20, this can include the area of the organization that the template
applies to, the priority the change request should be assigned by default, as well as
default impact and risk values.
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T Y
% 10 Categury: Created date: ¥ Tusks
Hew Template I @ _
|| Change Request ~
General Planning Activitics Results  Related lems History  Template |
il o - { x Cancel
o 4 x Ciose
Used to request SUL Server Database deployment * Creste Change Request
U Creste ARelease Record
W Pt
Bl Put On Hol
Reason: B Resume
Hetum to Actwty
@8 Search for Knowledge Articies
=|| General -
2| Refresh
Created By: Alternate contact method:
Arca: Assigned To:
Frnonty: Impact: Rusk:
[Low | ]| Minoe | -] [oe [-]
Configg lterrm To Changs -~
| [}] Type Name * Status Last Modified | Add
-
o ) (o | (o ]
|

FIGURE 1-20 Configure change request template

On the Activities tab, you can add activities to the template. These additions can
include any configured activity including runbook automation activities. Usually with
Change Requests, you'd add a Default Review Activity as shown in Figure 1-21, which
would allow another user to review and authorize the change request.
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i
New

c. : o 1d » Tasks
Template 1D: H @
i T | Change Request -
Leneral Planning Actrities Hesults Helated [tems History lemplate x
= - ! Carel
Activities , B ,_ m,ﬁ B X coe
I rifs 5 [ 1
|| 9% Create Change Request
STARH 0 Create Release Recard
STAF
= Print
i i
A4 Il PutOn Hod
D Resume
- RATL: P
Review Activi um 1o ity
&8 Search for Knowledge Articles
General ~
Refres
™~ g A’
# Details
Select an activity to view its details
I o] Cownn ] oo |

FIGURE 1-21 Change request template activities

MORE INFO CHANGE REQUEST TEMPLATES

You can learn more about creating change request templates in Service Manager by
consulting the following TechNet article at http://technet.microsoft.com/en-us/library/
hh495644.aspx.

Chan

ge management workflows

You can use change management workflows to automate the process of dealing with change
management requests. To create a change management workflow, perform the following

steps:
1.

CHAPTER 1

In the Administration workspace or the Service Manager console, expand the Work-

flows node, and click Configuration.
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2. Inthe Configuration pane, click Change Request Event Workflow Configuration, and in
the Tasks pane, click Configure Workflow Rules.

3. In the Configure Workflows dialog box, click Add.

4. On the Workflow Information page of the Configure Workflows For Objects Of Class
Change Request dialog box, shown in Figure 1-22, specify a name, whether the event
that triggers the workflow is when an object is created, or updated, and a manage-
ment pack in which to store the workflow.

E Workflow Information

Before You Begin

Provide a name and description to indicate what the workflow is intended to do. Then, specify when
Waorkflow Information Service Manager should check for the events that trigger this workflow.

Specify Criteria Mame:

Apply Template | Tailspin Change Management Workflow

Select People to Notify
Description (optional):

Summary

Completion

Check for events:

| When an object is created

Select an existing unsealed management pack where this workflow will be stored.
Management pack

Service Manager Change Management Configuration Library
Last modified: 5/20/2014 &:11:58 AM

Enabled

Cancel | | < Previous | ‘ Mext » | Create

FIGURE 1-22 Workflow information
5. On the Specify Criteria page, ensure that Change Request is selected. In the list of
available properties, select a criteria that will determine whether the change man-

agement workflow is applied. For example, in Figure 1-23, the change management
workflow will be applied if the change request area is set to Security.
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B Specify Criteria

Before You Begin

Workflow Information

Specify Criteria

First, add the criteria for events in objects of class Change Request that will trigger the workflow. Then,
select criteria and specify the threshold for each one.

| Changed to

Change Req)

<Search>

Apply Template
Select People to Notify
Summary

Completion

Affected User
Assigned To User
Closed By User
Created By User

Has Parent Wark ltem
Reguested By User

LT R PRI SR

DN e —

[[] Alternate contact method
[] area

[] Back out Plan

[[] Category

[[] Created date

Criteria:

[Change Request] Area ‘Quals

~ | [ Securty

FIGURE 1-23 Workflow criteria

Cancel H < Previous || Next > || Create

On the Apply Template page, click Apply The Selected Template. You can then choose
one of the existing change management templates to apply. Figure 1-24 shows the
Security Release Change Request template selected.

E Apply Template

Before You Begin
Workflow Infarmation

Specify Criteria

Apply Template

Select the template you want to apply to the objects of class Change Request. To stop applying the =

selected template, clear the checkbaox
Apply the selected template.

‘ Type to filter..

£

Select People to Notify
Summary

Completion

T

lemp

Name “
&] Emergency Change Request
@ Major Change Request

Class

Change Request
Change Request
Change Reguest

Change Request

Change Request

Standard Change Request

Tailspin QL Database Add Ck

Description:

Change Reguest

Change Request

[l Crsssttes Doslovmrs $rammralabin e st bl mrvmneion 1+ imelesobon eomizl wbee fove sl ammirere

‘ -

Cancel H = Previous || Next » || Create |

FIGURE 1-24 Apply template
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7. On the Select People To Notify page, specify whether users should be notified when
this change management workflow is triggered.

8. On the Summary page, review the settings, and click Create to create the change man-
agement workflow.

MORE INFO CHANGE MANAGEMENT WORKFLOWS

You can learn more about creating change management workflows in Service Manager
by consulting the following TechNet article at http://technet.microsoft.com/en-us/library/
hh519653.aspx.

Activity management workflows

Activity management workflows allow you to automate the management of activities based
on the properties of the activity. For example, you might create a workflow to assign all unas-
signed manual activities to a particular member of the IT staff. To create an activity manage-
ment workflow, perform the following steps:

1. Inthe Administration workspace of the Server Manager console, click Configuration
under the Workflows node.

2. In the Configuration pane, select the Activity Event Workflow node, and then click
Configure Workflow Rules in the tasks pane.

3. On the Select A Class dialog box, shown in Figure 1-25, click the activity class to which
you want the workflow to apply.

& Select a Class - o]

Select the class you want and click OK. You can use Filter by name and the View list to better define the list of displayed classes.

M | | Frequently used basic classes

Mame Management Pack Description
E Dependent Activi System Work ltem Activity Library Defines the basic properties of
P ty Y- Y ¥ prop
E' Manual Activi System Work [tem Activity Library Defines the basic properties of
L L. prop:
E Parallel Activi System Work ltem Activity Librany Defines the basic properties of
ty Y- Y ¥ prop
Iﬂ Portal software deployment activity Microsoft System Center Service Manager Portal Libral Activity to perform software dy
ploy Y i g ry P
EI Publish Activity System Service Catalog Library Publish Activity
E&]ﬁ_ Review Activil Systemn Work [tem Activity Library Defines the basic properties of
ty Y- Y ¥ prop
Runbook Automation Activity System Center Orchestrator Library Runbook Automation Activity
E Sequential Activity System Work [tem Activity Library Defines the basic properties of

FIGURE 1-25 Activity class
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4. On the Configure Workflows dialog box, click Add.

5. On the Workflow Information page of the Configure Workflows For Objects Of Class,
specify a name for the activity management workflow, a management pack to store
the workflow, and whether the workflow will be triggered upon object creation or

object modification.

6. On the Specify Criteria page, select a property and criteria that will trigger the work-
flow. For example, in Figure 1-26, the criteria is that the Activity Status equals Failed.

E Specify Criteria

Before You Begin

Workflow Information

First, add the criteria for events in objects of class Manual Activity that will trigger the workflow. Then,

select criteria and specify the threshold for each one.

Changed to
| Szl ies Related classes: r Available properties: B
Apply Template ¥Manual Activity | <Search>
Select People to Notify [ 2eyuenee it ||~
Summai L siip
2 [] Stage
Completion [] Status
[ Title =
ser Input N E
[[] User Inp
Add
Criteria:
[Activity]Status | equals ~ | [Eled [-] =
-
Cancel || < Previous ‘ | MNext = Create

FIGURE 1-26 Activity criteria

7. On the Apply Template page, you can choose to apply a template.

8. On the Select People To Notify, you can choose to notify specific people. When you
choose to notify a person, you select who is to be notified and the message template.

9. On the Summary page, click Create.

MORE INFO ACTIVITY WORKFLOWS

You can learn more about creating activity management workflows in Service Manager
by consulting the following TechNet article at http://technet.microsoft.com/en-us/library/

hh495617.aspx.
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EXAM TIP

Remember that Operations Manager raises alerts, the cause of which can be resolved by
running an Orchestrator runbook. Information about the alert and the resolution can be
written to Service Manager by the Orchestrator runbook.

Thought experiment
Workflows at Tailspin Toys

You are in the process of configuring a private cloud trial deployment at Tailspin
Toys. One of the aims of the eventual deployment is to empower users by allowing
them to submit their own change requests through a web portal, rather than having
them submit change requests using a more traditional pen and paper method. In
the final deployment you want to have any alert raised by Operations Manager also
raised as an incident in Service Manager. For the trial, you will restrict this to alerts
raised in Operations Manager that are related to monitored SQL Servers.

You have the following goals for the trial:

m You want to have incidents automatically raised based on Operations Manager
alerts generated by SQL Server management packs.

m You want users to be able to submit change requests through the Service Manager
self-service portal.

m You want to have all change requests that the IT staff set to completed, automati-
cally closed by Service Manager.

With this information in mind, answer the following questions:

1. Which System Center products do you need to deploy to support this solution?
2. Which connectors must you configure to support this solution?

3. What type of workflow must you configure to accomplish your goal?
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Objective summary

m Orchestrator allows you to create runbook automation. You do this by linking activities
from integration packs.

m You can configure Operations Manager to automatically create Service Manager inci-
dents from alerts generated in Operations Manager.

m You can configure an Orchestrator runbook to create Service Manager incidents using
the Service Manager integration pack.

m You can configure a Service Manager incident to trigger an Orchestrator runbook,
which you can use to automatically resolve some types of issues.

m Change request templates store a common set of settings, applying these settings to
new change requests.

® You can use change management workflows to automate the process of dealing with
change management requests.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. You want to create a runbook in System Center 2012 R2 Orchestrator that creates Ser-
vice Manager incidents in response to Operations Manager alerts. Your organization
has one Operations Manager server, one Orchestrator server, and one Service Manager
server. Which of the following steps should you take?

A. Configure a connection from the Operations Manager server to the Orchestra-

tor server. Install the Orchestrator management pack on the Operations Manager
server.

B. Configure a connection from the Orchestrator server to the Operations Manager
server. Install the Operations Manager integration pack on to the Orchestrator
server.

C. Configure a connection from the Orchestrator server to the Service Manager
server. Install the Service Manager integration pack on to the Orchestrator server.

D. Configure the Operations Manager connector on the Service Manager server. Con-
figure alert routing rules for the connector on the Service Manager server.

2. You want to have alerts from any of the SQL Server 2012 instances monitored by your
organization’s Operations Manager deployment automatically assigned as Service
Manager incidents to Barry the SQL Server administrator. All SQL Server alerts on the
Operations Manager server are triggered by rules stored within a SQL Server 2012
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management pack. Your organization has one Operations Manager server and one
Service Manager server. You have not deployed any other System Center products.
Which of the following steps would you take to accomplish this goal?

A. Configure the Operations Manager connector on the Service Manager server.
B. Deploy the Operations Manager agent on the Service Manager server.

C. Create an incident template for SQL Server events that assigns the incident to
Barry. Create an Alert Routing rule for alerts generated by the SQL Server 2012
Management pack that applies this incident template.

D. Create an Orchestrator runbook that creates an incident on the Service Manager
server when an alert is raised on the Operations Manager server related to the SQL
Server 2012 management pack.

You want to configure Service Manager so that Barry the SQL Server Administrator is
notified when a SQL Server related change request is entered into the Service Manager
database. Which of the following would you configure in Service Manager to accom-
plish this goal?
A. Configure a change request workflow.
B. Configure an incident event workflow.

Configure an activity event workflow.
D. Configure a desired configuration management event workflow.

You are creating a new change request template in Service Manager. Which class
should you select when creating the template?

A. Change Request
B. Incident

C. Problem

D. Knowledge Article

Which activity in the Operations Manager integration pack for Orchestrator do you use
to extract data from an Operations Manager alert?

A. Create Alert

B. Get Alert
Monitor Alert

D. Update Alert

Objective 1.1: Implement workflows
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Objective 1.2: Implementing service offerings

Another important aspect of private cloud automation is implementing as much self-service
functionality for users as possible. Rather than having to always ring the service desk to log

a job, self-service allows many routine IT requests to be initiated by the user through a web
browser interface. In some cases, these requests can be resolved without requiring the direct
intervention of a member of the IT team, and in others they can be resolved subject to ap-
proval.

This objective covers how to:

m Creating custom workflows

m Self-Service Portal

m Service catalog

m Request offerings

m Service offerings

m Catalog item groups

m  Orchestrator and Service Manager

m Using Orchestrator runbooks with Service Manager

m Self-service provisioning of virtual machines

Creating custom workflows

Earlier in this chapter you learned how to configure change management and activity man-
agement workflows, functionality for which is built into Server Manager 2012 R2. You can
create new custom workflows for Service Manager using the System Center 2012 - Service
Manager Authoring Tool. By building custom workflows, you can further automate Service
Manager processes. You can download the Service Manager Authoring Tool from Microsoft’s
website.

MORE INFO CREATING CUSTOM WORKFLOWS

You can learn more about creating custom Service Manager workflows at http://technet.
microsoft.com/en-us/library/hh519585.aspx.

To create a new workflow that runs on a scheduled basis, perform the following steps:

1. Inthe Service Manager Authoring Tool, select the management pack that will store the
workflow or create a new management pack.
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Right-click Workflows, and click Create. This will launch the Create Workflow Wizard
as shown in Figure 1-27. Provide a name for the workflow. If you want to modify the
default values for the workflow, retry intervals and time to run, click Advanced. The
maximum time to run must be greater than 60 seconds and less than 24 hours.

B

E General

General

Triggar Condition
Ingger Crtena
Summary

Completion

o change the default imits on how the workfiow runs, chick Advanced.

| avvanced. |

S

Creats

FIGURE 1-27 Create workflow

On the Trigger Condition page, select Run At A Scheduled Time Or At Scheduled
Intervals as shown in Figure 1-28. You can also custom workflows to run in response to

database object changes.

B

General

Trigger Condition

|

Ingger Crtena
Summary

Completion

E Trigger Condition

Select the condition that will cause this workflow to run

(8) Run at a scheclubi] fime or al sheduded intervals

() Run only when a database object meets specified conditions

FIGURE 1-28 Trigger condition
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4. On the Trigger Criteria page, configure the schedule for running the custom workflow.
5. On the Summary page, click Create.
Once you've created the workflow, you can use the Service Manager Authoring Tool to

edit the workflow. You do this by dropping and configuring activities in a manner similar to
configuring an Orchestrator runbook. Figure 1-29 shows the Service Manager Authoring Tool.

- Semce Manager Auhonng Too (Aamistata C=mE
File Edit ManagementPack View Workflow Window Help
Qe kDl s famh
Management Pack.. w [ 3 Tallspin Workflow.xoml® - % Agtivities Toolbox * 1 %
4 7 ManagementPack.lbac = =] B 5% Genesic Script Activities
2 Classes St W ardow | & Windows PowerShell Script
i ‘_a B Command Seript
P ik a VBSenpt Seript
1] Taulspin Workfl B 5% VMM Actraties
4l Taispn, Mol § creatmincidenti = G VM
¥ a8 oA Move VM
@ Statvm I}
1 updatelncident] o

@ shutdown Vi

’ v Y @ Save State VM
D a1 Form Customizetion Teolbos|  Actmvities Toolbex
i == | Class Browser « 1 x
ol 5=
@ »| 2l g
@ [ Manaqementeack Thadacdb_A5bd_deT1_b079_ 34 =]
Details >3 x | Search i
startVM1 Micioselt ServiceMenager WedkflowAuthormg ActivityLibeary. Start Vi -
a3l
(Name) startVM1 o
Description =
Description
Plesse specify the description of the activity.
a | 7 Class Browser | Form Browser
Ready LnD Ch INS

FIGURE 1-29 Custom workflow authoring

To add a custom workflow to Service Manager, copy the workflow files, which will have
the name of the management pack with the .xml and .dll file name extensions, to the Service
Manager installation folder. In the Service Manager console, import the management pack

from the Administration workspace. Once imported, you can use the workflow with Service
Manager.

Self-Service Portal

The Service Manager 2012 R2 Self-Service Portal is a SharePoint 2010 website that custom-
ers can use to submit requests for service offerings and request offerings using their web
browser. The Self-Service Portal leverages Service Manager user roles, meaning that users will
be presented with different request and service offerings depending on role membership. Us-
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ers are able to submit requests and view the status of those requests using the portal. Figure
1-30 shows the Service Manager 2012 R2 Self-Service Portal.

(= SMPartal - Service Catalog - Windows Internet Explorer =l x|
Fales
[ sMPortal - Service Catalog T - Bl - | % oom o~ Pape- Safety~ Tods- -
Need he|p? Bl category view B uist view
Find commaon IT requests within the service offerings below. Using specific, canned requests are the most
efficient way to communicate your need. If you don’t find what you're looking for, create a general request.
b
Request name Service offering Category
[Done | | | [§& Local intranet | Protected Mode: Off [a = [Hwo% -

FIGURE 1-30 Self-Service Portal

When a user submits a request using the self-service website, the request is forwarded to
the Service Manager server where the information submitted through the self-service website
is processed. You can publish Service Manager requests and service offerings to the Self-Ser-
vice Portal. Many organizations use the Self-Service Portal to allow users to submit their own
incident tickets as an alternative to contacting the help desk.

This functionality is only the tip of the iceberg. If you integrate Service Manager with other
System Center products, such as Operations Manager, Orchestrator, and Virtual Machine
Manager, you can offer services that leverage these products through the Self-Service Portal.
For example you could create a service offering that:

1. Allows users to request and deploy virtual machines through System Center Virtual
Machine Manager, with the details of that request and subsequent deployment all
logged within Service Manager.

2. Allows users to put SQL Server databases into protection, or perform self-service
recovery by leveraging Service Manager integration with Data Protection Manager and
Orchestrator.

3. Allows users to trigger Orchestrator runbooks. Since runbooks can be created to per-
form almost any task within your organization’s Windows-based infrastructure, you can
provide users with the ability, through the Self-Service Portal, to trigger any task for
which you can build a runbook.
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The Self-Service Portal can be hosted on a separate computer from the Service Manager
server. One important thing to note is that you can only use SharePoint 2010 to host the
Service Manager 2012 R2 RTM Self-service website. You cannot use SharePoint 2013 to host
the Service Manager 2012 R2 RTM self-service website. This is important as you can deploy
SharePoint 2010 on a computer running Windows Server 2008 R2, but cannot deploy it on
computers running the Windows Server 2012 and Windows Server 2012 R2 operating sys-
tems. This means that you must deploy at least one computer running Windows Server 2008
R2 with SharePoint 2010 even if all of the other server operating systems in your environment
are running Windows Server 2012 R2.

MORE INFO SELF-SERVICE PORTAL

You can learn more about the Self-Service Portal at http://technet.microsoft.com/en-us/
library/hh914195.aspx.

Service catalog

The service catalog is a collection of Service Manager items, assistance, actions, or groupings
of items, assistance, or actions. You make service catalog items available through the Self-
Service Portal by publishing them either as request offerings or service offerings. Figure 1-31
shows the Service Catalog node of the Service Manager console.

& Service Manager Console =t ]
Fle langusge View Go Took Tasks Help
& SO{M N v Ly b Libeary b Senvice Camalog b v 2| W
Library < | Service Catalog [ :<. ]
+ B Ubray ] Service Catalog Overview
T4 Groups Learn about the components of & service catalog, planmme steps and requred configuration tasks
v [l Knowledge
& List - =N . : -
= l: ‘ 0 Key Concepts /= Service Catalog Checklist
£ Queuet
%4 Runbecks

< [l Service Catalag
4 7| Regquest Offerings
2| All Request Offenngs
|5 Draft Request Offerings
% Published Request Offerings
Standalone Reguest Offerings
4 1] Senvice Offenngs
L1 Al Service Offerings
LLd Draft Serviee Offerings
il Published Service Offenngs
[;] Tacks
:‘Terwlate;

Connected to SERVICEMANAGER

W service Offerings

Service Offerings are user-facing catalog items that
describe an [T service and contain A set of specific
services users can request (e regquest offenngs)

* Create Service Offering

L Request Offerings

A Recquest Dffering is a user-facing pracess that creates
2 Service Request or Incident

=+ Create Request Offering
+ Crepie Service Request template
* Creste Service Reguest

[
" Catalog Itern Group

A callection of sennce catalog tems such as senice
offerings or request offerings

+ Creae Canalog Group
¥ Cesaie Group

® Learn More...

* Planning your service catalog
< Customaing the portal
* Autemating service requests

1. Create Service Request templates
Ny M ctivi

¥ Create Runbogk Acivity template

% Crepte Service Reguest template

2. Create Request Offerings

“* Launch Reguest Offering wizard

3. Create Service Offerings

* Launch Service Qffering wizard E

aued yse|

4, Create Catalog Groups

+ Create Catalog Group

5. Create User Roles

+ Ceeate user role

& Verify portal setup

Contact your arganization’s web admin and make sure
the sell-service portal has been selup

7. Publish offerings

* Publish Service Offering
& Publeh Reguest Offering

FIGURE 1-31 Service catalog
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You use the Request Offerings node to create service catalog items that are available to
users. Request offerings allow you to specify what information you want to prompt the users
to provide and any knowledge articles that you've created within Service Manager that might
be related to the request offering. Service offerings allow you to create service catalog items
that assign categories to request offerings.

MORE INFO SERVICE CATALOG

You can learn more about the service catalog at http://technet.microsoft.com/en-us/li-
brary/hh495564.aspx.

Request offerings

Request offerings are items or actions that you can make available to users through the ser-
vice catalog. You usually collect request offerings in groups termed service offerings. You can
publish service offerings and request offerings to the Self-Service Portal. To give users access
to these service and request offerings, you need to assign them to Service Manager user roles
that are associated with a catalog group that contains these items.

To create a request offering, perform the following steps:

1. Inthe Library workspace of the Service Manager console, expand the Service Catalog
node, click the Request Offerings node, and in the Actions pane, click Create Request
Offering.

2. On the Before You Begin page of the Create A Request Offering Wizard, click Next.

3. On the Create Request Offering page, shown in Figure 1-32, provide the following
information:

Create Request Ottering [= o=

Betore You Eeqin Specily the infurmation for this offering
| General
Pt Title:
- ! Typical Incident Request

Image (32 x 32):
r

! Browse

Uescriphon, chown on the request ottenng page:

Typical Incident Request

lemplate name:

Detault Senvice Haquest ! (57 Select template ¥

Management pack

Service Cal.nlug_Gx:[i:_r'._t Im..idx:n.l_Rn:qux::l = ' New..
Cancel || <Previous || MNexts | Create
FIGURE 1-32 Create request offering
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Title Use this to specify the name of the request offering.

Image Allows you to associate an image with the request offering. This image will

be present with the request offering in the Self-Service Portal.

Description Use this to provide a description of the request offering. This descrip-
tion will be present with the request offering in the Self-Service Portal.

Template Use this drop-down menu to select an existing service request tem-

plate.

Management Pack Use this option to specify an unsealed management pack in
which to store the request offering.

4. On the User Prompts page of the Create Request Offering Wizard, shown in Figure
1-33, provide prompts that users can respond to when accessing the request offering.

i User Prompts

Hetore You Bagin

General

User Prompls

Configure Prompts
Map Prompts
Knowledge Articles
Publish

Summary

Completion

Enter the prompts or information text

Form instructions:

Provide your name, department, and incident lypel

or i

*Xts

User Prompts or

Prompt Type |

Enter Name

Select Department

Text

Simple List

Incident Type

‘. You can configure the prompts above on the next wizard pages.

Simple List

| Cancel ||¢Ereuiou;|| Mext = | Create

FIGURE 1-33 Configure user promptsYou can configure the following prompt types:
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Date

Decimal

File Attachment

Integer

MP Enumeration List

Query Results
Simple List

Text

True/False
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5. On the Configure Prompts page, you specify additional required information to assist
the user in providing information to the prompts. For example, if you specified one of
the prompts as a simple list, you would create the list options that the user would be
able to select from as shown in Figure 1-34.

= Configure Simple List M

Configure Simple List

EEZ Pl Vg’ ¥ | Set as default

Order | Default | Display Name |

4|1 Engineering
¥ 2 Cperations
E] Science

o 4 Command

FIGURE 1-34 Configure lists

6. On the Map Prompts page, associate the prompts with the service request template.
The prompts required will depend on the service request template.

7. On the Knowledge Articles page, you can specify knowledge articles that will appear
with the request offering in the Self-Service Portal. This allows you to associate useful
documentation with the service offering. For example, you might associate a knowl-
edge article listing the top problems submitted as service requests by users and their
solutions.
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8. On the Publish page, shown in Figure 1-35, you can configure whether the Offering
Status is Published, and the Offering Owner.

& Create Request Offering = | = -
Before You Begin Specify publishing information. Offerings must be set to Published in order for
General them to appear on the portal.

User Prompts

Offering status: Offering owner:
Configure Prompts [ Published [-] | .sonTOVS drservice (drservicel | 0 [
Map Prompts
Knowledge Articles Published date: Published by:
Publish | | 5/17/2014 11:50:32 PM | | |
Summary

Internal notes:
Completion I

Cancel || < Previous || Next » Create

FIGURE 1-35 Publish settings

9. The Summary page provides summary information about the request offering. The
completion page will confirm the creation of the request offering.

You can configure a request offering’s status to either Draft or Published. A request of-
fering assigned the draft status won't be available to the service catalog and cannot be
requested by users. Setting a request offering’s status to Published will make it appear in the
catalog to users that have been granted access to the catalog item group that has the request
offering as a member.

MORE INFO REQUEST OFFERINGS

You can learn more about creating request offerings at http://technet.microsoft.com/en-
us/library/hh519639.aspx.

Service offerings

Service offerings are collections of request offerings. A single request offering can be associ-
ated with multiple service offerings. Self-service users are only able to access service offerings
and their associated request offerings if:

m Both the service offering and request offerings have their status set to Published.
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m The end users are assigned to a user role associated with a catalog item group that
contains the service offering and request offering catalog items.

To create a service offering, perform the following steps:
1. Click Service Offerings in the Library workspace of the Service Manger console.
2. Inthe Tasks pane, click Create Service Offering.

3. On the General page of the Create Service Offering Wizard, shown in Figure 1-36,
provide the following information:

m Title The name of the service offering.

= Image Animage that will be associated with the service offering on the Self-
Service Portal.

m Category Allows you to specify a category to associate with the service offering.
You can create your own custom categories.

m Language Allows you to specify a language for the service offering.

m Overview This short overview will be displayed on the Self-Service Portal home
page.

m Description This lengthier description will be available on the service offering'’s
page in the Self-Service Portal.

= Management Pack Allows you to specify the unsealed management pack in
which the service offering will be stored.

ﬁi General

Befare You Begin Specify the information for this offering

| General

Title: Image (32 % 32):
Detailed Information | Tailspin Toys Service Offering |

Browse
Related Services -
Knowledge Articles LCategory: Language:
| General | A | | English (Australiz)

Request Offering

Publish Overview, shown on the portal home page:

Summary | Collection of request afferings

Completion
Description, shown on the service offering page:

Collection of tailspin toys request offerings

Management pack

TailspinToys-MP
Last modified: 5/18/2014 410:32 AM

Cancel < Previous | [i i Create

FIGURE 1-36 Create service offering
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4. On the Detailed Information page, you can specify the following information:
m Service level agreement information
m Link for additional information
m Cost information
m Link for additional information

5. On the Related Service page you can specify business services associated with the
service offering.

6. On the Knowledge Articles page, you can specify Service Manager knowledge articles
associated with the service offering.

7. On the Request Offering page, shown in Figure 1-37, you specify the request offerings
that self-service users will see grouped with this service offering.

]| Request Offering

Refore You Regin Sclect the request offerings that users will sec grouped under this service offering
General
Delailed Informalion ecsest ol g7

Title Status Last Modified
o Generic Incident Request Published ~ 5/17/2014 51050 AM | [ gemoye
Knowledge Articles Typical Incident Request Published  5/17/2014 11:53:40 PM o
Request Offering
Publish
Summary
Completion

Cancel | | < Previous | | Next > Create

FIGURE 1-37 Create service offering

8. On the Publish page, select between assigning the service offering the Draft or Pub-
lished status.

9. On the Summary page, review the information related to the service offering.

IMORE INFO SERVICE OFFERING

You can learn more about creating service offerings at http://technet.microsoft.com/en-us/
library/hh519639.aspx.
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Catalog item groups

You use catalog item groups to restrict access to service manager catalog items. You add
service manager catalog items to the catalog item group, and then configure access to the
catalog item group by configuring a Service Manager user role. Service manager catalog
items can be members of multiple catalog item groups. By default Service Manager has two
catalog item groups:

m Generic Incident Request Catalog Items Group

m  Global Operators Group

To create a catalog item group, perform the following general steps:

m In the Library workspace of the Service Manager console, click the Groups node.

m [n the Tasks pane, click Create Catalog Group.

m  On the General page of the Create Catalog Items Group Wizard, specify a group name,
group description, and a management pack in which to save the group as shown in
Figure 1-38.

E al s
& General

Before You Begin

Group name:

| e tal | TailspinToys Catalog ltem Group
Included Members

Group description:

TailspinToys Catalog ltem Group

Dynamic Members
Subgroups
Excluded Members
Summary

Completion

Select an existing management pack where this group will be stored.
Management pack

TailepinToys-MP
Last modified: 5/18/2014 4:01:07 AM

Cancel I < Previous | |!

FIGURE 1-38 Catalog items group
1. On the Included Members page, specify the items that will be included as members of

the group as shown in Figure 1-39. You can view by Catalog Item, Offering, Request
Offering, or Service Offering.
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V& Included Members

Before You Begin

General

Included Members

Dynamic Members
Subgroups
Excluded Members
Summary

Completion

Included Members

Choose the items that will be included as members of this group.

Name
‘Generic Incident Request
Typical Incident Request

Path
ServiceManager.ServiceCata...
Offering30183491d8604787...

Bemove

FIGURE 1-39 Included members

Cancel H < Previous || Next = | Create |

On the Dynamic Members page, you can have items added automatically on the basis

of class and criteria.

On the Subgroups page, you can select existing groups as members of the new group

that you are creating.

On the Excluded Members page, you can automatically exclude a class and specific
objects based on class and criteria.

MORE INFO CATALOG GROUPS

You can learn more about creating service offerings at http://technet.microsoft.com/en-us/

library/hh519639.aspx.
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To provide access to members of a specific user role, edit the properties of that role and
specify the catalog item groups to which the user role should have access as shown in Figure

1-40.
= i - | O
Edit User Role N
General # (Catalog item Groups r
Queues Select the catalog item groups to which user role has access
Configuration it.. Selecting catalog groups limits access to Catalog ltems. Select the catalog groups that you want to be

O an catalog items can be accessed
Form Templates

(®) Provide access to only the selected groups

available to the users in this user role, Catalog items in groups that are not selected will not be visible to
Catalog item Gr... users in this role.

Users
Mame

Management Packs

| [[] Generic Incident Request Catalo

Service Catalog Generic Incide...

[[] Catalog ltem Group

[ Select Al

# Form Templates

TailspinToys-MP
System Service Catalog Library

Select the forms to which the user role has access

QK

| | Cancel

FIGURE 1-40 Edit user role

Orchestrator and Service Manager

Earlier in this chapter you learned how to connect Orchestrator to Service Manager, which
allows you to use Orchestrator runbooks to perform tasks in Service Manager. You can also
configure a connector that works the other way, between Service Manager and Orchestra-
tor, which allows Service Manager to make reference to and utilize Orchestrator runbooks. To
configure the connector between Service Manager and Orchestrator, perform the following

steps:

1. Inthe Administration workspace of the Service Manager console, click Connectors.

2. In the Tasks pane, click Create Connector, and then click Orchestrator Connector.

3. On the General page of the Orchestrator Connector Wizard, enter a name for the con-

nector.
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4. On the Connection page, specify the Orchestrator Web Service URL as shown in Figure
1-41, and the operational database account. The URL of the Orchestrator web service
will be http://computer.fqdn:81/Orchestrator2012/Orchestrator.svc. The Run As account
you use must have the right to connect to Orchestrator. Ensure that you click Test Con-
nection to verify that the connection is successful.

B ® Connection

Before You Begi
ore Tou Fean Provide the URL and credentials for the Orchestrator web service

General

Connection |  Server Information

Sync folder Crchestrator Web Service URL:

‘Web Console URL

I http://orchestrator81/Orchestrator2012/0rchestrator.svc
Summary

Completion

Credentials

Run As account:

Administrator ‘|| New... |

Cancel || < Previous H MNext = | Create

FIGURE 1-41 Orchestrator connector

5. On the Sync Folder page, select a Sync Folder, and click Next.

6. On the Web Console URL page, shown in Figure 1-42, specify the URL for the Orches-
trator web console. The URL will be http://computer.fqdn:82.
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B ® \web Console URL

Before You Begi
ol Tod Tean Provide an Orchestrator Web Console URL

General

Connectian If you would like to enable hyperiinks to runbook information and job details, enter the URL of the
Syne folder QOrchestrator Web Console server (e.g.: http://webconsole:52/)

Web Console URL ‘ http:/ferchestratord2

Summary

Completion

Cancel < Previous | |i i Create

FIGURE 1-42 Web console URL

7. On the Summary page, review the settings, and click Create.

You will be able to verify that the process has worked by navigating to the Library work-
space and clicking the Runbooks node. Any runbooks that you've created on the Orchestrator
will be present in this node. Figure 1-43 shows this node with a runbook present.

2]

Fie language View Go Tools Tasks Help

£ Edit Criters
Status
Toys-.  Actve

Lists
T Ouees
(% Runbooks.
< [ senice Caralng T
4 | 7] Request Offerings | TailspinToys-Test
|2 All Request Offerings

{57 Draft Request Offerings Oyt
|5 Published Request Offerings
L2} Standalone Request Offerings

b FPlEaa .

Dispiey Name:
| TadspanToys-Test

System Center Crehestratar Runbogk item

Name:
TalspinToys-Test
Fangier Patne

FIGURE 1-43 Synchronized runbooks
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MORE INFO CREATING ORCHESTRATOR CONNECTOR

You can learn more about creating a connector between Service Manager and Orchestrator
by consult the following article at http://technet.microsoft.com/en-us/library/hh519779.

aspx.

Using Orchestrator runbooks with Service Manager

Once information about runbooks is imported from Orchestrator into Service Manager by
configuring the Orchestrator connector for Service Manager, you can trigger the runbooks

from Service Manager by configuring runbook automation activity templates.

To create a runbook automation activity template, perform the following steps:

1. Inthe Library workspace of the Service Manager console, click Runbooks, and click the
Orchestrator runbook for which you want to create an activity template.

2. On the Tasks pane, click Create Runbook Automation Activity Template.

3. In the Create Template dialog box, specify a name for the template as shown in Figure
1-44, ensure the class Runbook Automation Activity is selected, and select a manage-

ment pack to store the runbook in.

j Create Template

Enter a name and description for the template

Mame:

& Create Template \;‘i-

| Tailspin Toys Runbaok

Description:

Class:

| Runbook Automation Activity

For example, to create an incident template, select the Incident class.

Select an unsealed management pack where the template will be saved.
Management pack

Tailspin Toys MP | ew..
Last modified: 5/20/2014 4:33:02 AM
When | click CK, open the template form
| 0K || Cancel

FIGURE 1-44 Create template
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4. When you click OK, the Runbook Activity Template will open. Provide a title for the
template and ensure that the Is Ready For Automation option is selected, as shown in
Figure 1-45.

7| Runbook Activily Template: Tailspin Toys Runbook [-TelB]
Status: Created On: 5/20/2014 4:35:46 AM I Ci i
- Parent Work ltem: Created By: B @

Runbook Automation A... ~
General Runbook Conhguration ltems Scheduling Helated ltems History
Creale Change Reguest

) [ reate Helease Heror

Runbook Activily {e'is Ready For Autemation; A
7. i Print
S 8 Seorch for Knowledge Adicles
1tie
[ Wiew Assodiated Runbook
| Taispin Tays Runbook @ 5
) ) 0 View Most Recent Job
Deccription: General -
2| Retresn
Area: Stage:
B -
Assigned Te: Designer:
Comment Private
-
OK Cancel : Apply

FIGURE 1-45 Runbook Activity Template

5. On the Runbook tab, there will be a list of parameters that are used for runbook input
and output. You can edit mappings and specify default values to be used when Service
Manager triggers the runbook.

6. Click OK to close and save the runbook automation activity template.

MORE INFO USING RUNBOOKS WITH SERVICE MANAGER

You can learn more about using Orchestrator runbooks with Service Manager at http://
technet.microsoft.com/en-us/library/hh519695.aspx.
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Self-service provisioning of virtual machines

When you enable self-service virtual machine provisioning, users are able to navigate to a
specially configured portal and are able to use the portal to request virtual machines by filling
out a form providing relevant details. The type of portal and the details required will depend

on the self-service strategy that you choose. There are three basic strategies th
pursue when providing self-service virtual machine provisioning to users when
and the System Center products. These are:

m Self-service with Virtual Machine Manager, and App Controller
m Self-service with Virtual Machine Manager, Service Manager, and Orche

m Self-service with the Windows Azure pack

Self-service with VMM and App Controller

at you can
using Hyper-V

strator

System Center App Controller provides users with self-service virtual machine deployment
functionality for VMM 2012 SP1 and VMM 2012 R2. App Controller runs as a web applica-
tion, shown in Figure 1-46. To perform self-service virtual machine deployment using App

Controller, a user must be a member of a VMM self-service user role.

@@‘ https://vmm.tailspint.. 0 ~ G ” App Contraller | |

App Controlle

Microsoft:System Center 2012 R2 o
Hi, Signout Help

3+ Obtain a Windows Azure...

W Use network file shares for..,

W Manage private cloud quota
4 Manage services

3 Create service templates

W Add a service template to a...
33; Maoving from virtual machines..,

Connect a Virtual Machine...
Connect a Windows Azure..,
~ Add a network file share

Community
© 2013 Microsoft. All rights reserved, Privacy  Send feedback to Microsoft

- I:I-
{0, dke]

4 Querview Overview
5 Clouds
(i Last refresh: 8:10:35 PM
Z&Sewices
3 Virtual M
- e Status
E’Librar:,r
] Jobs Private Clouds Public Clouds Hosting Service Pr
» Settings 1 V?r‘tual Mach?ne... E',:I,El Connect a... lf:,? Add an external...
1 Virtual Machine...
0 Virtual machines
Next Steps
Comman Tasks Online Help

r

-

FIGURE 1-46 App Controller
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MORE INFO SELF-SERVICE IN VMM

You can learn more about self-service in VMM by consulting the following article at http://
technet.microsoft.com/en-us/library/gg610573.aspx.

To create a self-service user role in VMM, perform the following steps:

1. Click Create User Role on the ribbon when in the Settings workspace of the VMM
console.

2. On the Name And Description page of the Create User Role Wizard, provide a name
for the role and an optional description.

3. On the Profile page, click Application Administrator (Self-Service User), as shown in
Figure 1-47.

Profile
Name and deseription Select a user role profile for this user role
Profile The profile that you select determines the actions that will be available for members of this user role.
Members © [abric Admini (Del d Admini }
) Read-Unly Administrator
Scope () Tenant Administrator

Networking = | o e

Resources User role profile description;
Paiiicsiois Self-service users create, deploy, and manage their own virtual machines and services by using the VMM
console or a Web portal. A self-service user role specifies which tasks the users can perform on their
Summary virtual machines and services and can place guotas on computing resources and virtual machines.
Previous | | Mext I | Cancel

FIGURE 1-47 Create User Role
4. On the Members page of the Create User Role Wizard, click Add, and add an Active

Directory security group that will host the user accounts of the people who you want
to grant self-service privileges to.
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5. On the Scope page, shown in Figure 1-48, select the private cloud into which self-
service users will be able to deploy VMs.

Name and description Sl:ope

Profile The scope of the user role determines the objects on which the the member of the user role can perform
achions.

Members

| Swupe

== O

Quotas for the...

Metworking

Resources

Parmissinns

Summary

Selact this check hov tn allow memhbers in this user role tn receive and implement Perfarmance and
Resource Oiptimization (PRO) tips.
[] Show PRO tips

zrevous || e || concel

FIGURE 1-48 Create User Role

6. On the Quotas page, specify the quotas for the self-service user role. You can con-
figure role level quotas, which apply to all users of the role, or individual quotas, that
apply to individual users. For example, Figure 1-49 shows member level quotas config-
ured so that each role member can use a maximum of 2 virtual CPUs, 8192 MB of RAM,
50 GB of storage, and deploy a maximum of 2 virtual machines.
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Name and description

Profile
Members
Scope

I| Quotas for the...
Metworking
Resources
Permissinns

Summary

Quotas for the TailSpinToys Cloud cloud

Role level quotas:

All bers of this user role combined can use resources up to the specified limits.
Dimersion | Aveilable Capatily | Use Masinium | Assigied Quola
Virtual CPUs: Unlimited i Uniimited =l
Memary (MB): Unlimited v Uniimited ==
Storage (GR): Unlimited ] Unlimited
Custom quota (points): Unlimited 4 Unlimited w
Afirteaal L Llialabod LA L kil &

Member level quotas:

Each member of this user role combined can use resources up to the specified limits.

Dimension Available Capacity | Use Maximum | Assigned Quota

Virtual CPUs: Unlimited [ 25
Memory (MB): Unlimitzd ] ﬁ@
Storage (GB): Unlimited [ ] 502
Custom quata (points): Unlimited O 10 :j'
Virtuzl machines: Unlimitad O 2B

| erevious H‘___Nen [ cancel "

FIGURE 1-49 Member level quotas

7. On the Networking page, select which networks, if any, to which you will restrict the
self-service users. If you don't specify any networks, self-service users can use any
configured VM network.

8. On the Resources page, select which resources, if any, to which you will restrict the self-
service users. If you don't specify any resources, self-service users can use any available

VMM resources.
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9.
want to assign to the users.

On the Permissions page, shown in Figure 1-50, configure the permissions that you

Name and description

Select the permitted actions for this user role

| Description

Profile
[¥7] Global permis...
Members ) Name
Bl W| Checkpoint
Scope & TailSpinTuys... i PO
| Chedkpuinl (Resture unly’

Quotas for the... =¥ Deploy
Networking lv| Depiloy (From tempiate only)

W |ocal Administratar
R

S [¥] Pause and resume

Parmissinns ¥l Remote connaction
Run As accounts M Remove

W Save
SR, vl Shut down

¥ Start

v Stop

Create and manage virtual...

Resture W bul cannol ueale...
Create virtual machines and...
Create virtual machines and...
Grant= Inral administrator ...
Pause and resume wvirtugl m...
Remotely connect to virtual...
Remove virtual machines an...

Save virtual machines and sc...

Shut down virtual machines

Starl virlual machines and s...

Stop virtual machines and se...

m

Clear all

| Previous ||

Next

|| Cancel i

FIGURE 1-50 Permitted actions

10. On the Run As accounts page, select which VMM Run As Accounts that members of

the user role can utilize.

Users assigned the appropriate permissions through the VMM role are able to sign in to
the App Controller portal, connect to the private clouds hosted through VMM to which they
have been assigned access, and deploy and manage virtual machines.

MORE INFO SYSTEM CENTER APP CONTROLLE

You can learn more about System Center App Controller by consulting the following article
at http://technet.microsoft.com/en-us/library/hh546834.aspx.

Self-service with VMM, Service Manager, and Orchestrator

By integrating VMM, Service Manager, and Orchestrator, you can configure self-service virtual

machines as Service Manager request offerings. To be able to perform this action, you'll

need to configure the VMM Connector for Service Manager, and the VMM Connector for
Orchestrator. When the user requests the VM through the Self-Service Portal, an Orchestrator
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runbook will start, which performs the necessary activities to trigger VMM tasks deploying
the virtual machine.

Configuring the VMM connector for Service Manager will provide Service Manager with
information about the VMM environment. To configure the VMM connector for Service Man-
ager, perform the following steps:

1. Inthe Administration workspace of the Service Manager console, click Connectors.
2. Inthe Tasks pane, click Create Connector, and then click Virtual Machine Manager con-
nector.

3. On the General page of the Virtual Machine Manager Connector Wizard, type the con-
nector name.

4. On the Connection page, shown in Figure 1-51, typeenter the FQDN of the VMM
server, and specify a Run As account. This account needs to have permissions to access
VMM. Click Test Connection to verify this account.

B ® Connection

Before You Begin . .
° Please provide the server name and credentials

General

Connection —Server Information

5 Server Name
ummary

Completion Ivmm.lailspintﬁys.internal

Credentials

Run As account:

Administrator

Cancel | | < Previous | ‘ Next > Create

FIGURE 1-51 VMM connector

5. On the Summary page, review the configuration information, and click Create.
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To create Orchestrator runbooks that can use activities that perform tasks in VMM, you
configure VMM integration for Orchestrator. To configure the VMM connector for Orchestra-
tor, perform the following steps:

1.
2.

54

Ensure that the VMM integration pack is installed on the Orchestrator server.

Ensure that the VMM Administration console is installed on the Orchestrator server. It
is possible to configure the connector without a local deployment of the VMM console,
but this is a more complicated process than installing the console on the Orchestrator
server.

Ensure that the Windows PowerShell initiation policy on the Orchestrator server is set
to Remote Signed.

In the Options menu of the Orchestrator Runbook Designer, click SC 2012 Virtual Ma-
chine Manager.

On the SC 2012 Virtual Machine Manager dialog box, click Add.

On the Add Configuration dialog box, specify the name of the connection. Next to
type, click the ellipsis (...).

On the Item Selection page, click System Center Virtual Machine Manager.

In the Properties section of the Add Configuration dialog box, shown in Figure 1-52,
configure the following settings:

= VMM Administrator Console Address of the server with the VMM console
= VMM Server Address of the VMM server

m User User account of user with permissions to the VMM server

m Domain Domain that hosts the user account

m Password Password associated with the account

= Authentication Type (Remote Only) Needs to be configured if the VMM Ad-
ministrator console is not installed on the Orchestrator server. You need to enable
the authentication method for WinRM using Group Policy.

m Port (Remote Only) Only required if the Orchestrator runbook server doesn't
have an instance of the VMM Administrator console.

m Use SSL (Remote Only) Only required if the Orchestrator runbook server doesn't
have an instance of the VMM Administrator console.

m Cache Timeout Amount of time in minutes before the session times out

Configure data center process automation

From the Library of Ida Schander



Add Configuration

Mame: | Tailspin VMM

Type: | System Center Virtual Machine Manager

Properties
VMM Administrator Console localhost ~
VMM Server vmm. tailspintoys.internal
User administratar _
Domain tailspintoys -
Password FEE
Authentication Type (Remote only) Default
Port (Remote only) 5985 -

Ok, | | Cancel

FIGURE 1-52 Connect VMM to Orchestrator

9. Click OK on the Add Configuration dialog box, and the SC 2012 Virtual Machine Man-

ager dialog box.

As shown in Figure 1-53, the VMM integration pack contains 45 activities.

E SC 2012 Virtual Machine Manager

%Apply Pending Service Update f,ﬁ,Get Service Configuration :CJScaIeTierIn
.__:‘_:_,‘ﬂ"l'Conﬁgure Service Deployment @Get Service Template :DScaIeTierOut
3 Create Checkpoint ‘sd Get Tier ﬁSet Pending Service Update

Create New Disk Q"ﬂiet User Role Elg Shut Down VM
. Create New Disk From VHD g'!JGet User Rele Quota Dé Start VM
Create Metwork Adapter é’é Get VM !nkstop Service

"% Create User Rale fﬁ Get VM Host .é Stop VM

-| Create VM From Template ﬁiGet\u‘M Metwork “é Suspend VM

reate VM from YHD ‘i Get VM Subnet &Update Disk
- Create VM from VM @Manage Checkpoint 3 Update Network Adapter

-—#Deploy Service = Move VM -?_??Update User Role Property
fﬁ Get Checkpoint "S?Remove User Role ‘%:?Update User Role Quota
£ Get Cloud 7 Remove VM ZZ Update VM
. Get Disk i Repair VM
{5 Get Metwork Adapter I =| Resume VM
?ﬁGet Service 123 Run VMM PowerShell Script

FIGURE 1-53 VMM activities for Orchestrator
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These activities allow you to do the following:

Apply Pending Service Update Apply a pending service update to a VMM service.

Configure Service Deployment Configures a VMM service for deployment. Re-
quires the service configuration name, service template name, and deployment target.

Create Checkpoint Create a VM checkpoint. Requires the GUID of the VM.

Create New Disk Creates a new virtual hard disk. Requires you specify IDE/SCSI,
Dynamic or Fixed, File Name, Size, and VM GUID of VM to which the disk should be
attached.

Create New Disk From VHD Creates a new virtual hard disk from an existing virtual
hard disk. Requires you specify IDE/SCSI, Dynamic or Fixed, file name of new disk, path
to original disk, VM GUID of VM to which the disk should be attached.

Create Network Adapter Creates a new network adapter and attaches it to a VM.
Requires the VM GUID. You can also configure additional network adapter properties
such as MAC Address, MAC Address Pool, Network Tag, Virtual Network ID, VLAN ID,
and Logical Network.

Create User Role Creates a VMM user role. Requires that you specify a role name
and the VMM user role profile that the role will use.

Create VM From Template Allows you to create a VM from an existing VMM
template. Requires the Type Of VM, Destination, Path, Source Template Name, Cloud
Capability Profile, and VM Name.

Create VM From VHD Use this activity to create a VM from an existing virtual hard
disk. Requires you to specify IDE or SCI, name of destination VHD, path, location of
VHD from which you will be creating the VM, the name of the VM host, and the VM
name.

Create VM From VM Use this activity to create a new VM from an existing VM.
Requires that you specify the type of VM to create, destination, VM path, the VM GUID
of the source VM, and the name to apply to the newly created VM.

Deploy Service Use this activity to create a VMM service using a VMM service tem-
plate. Requires that you specify the new service’'s name, and the VMM template name.

Get Checkpoint Use this activity to retrieve VM checkpoint information.

Get Cloud Get information to view information about clouds on the VMM manage-
ment server.

Get Network Adapter View information about VMM virtual network adapters.

Get Service Use this activity to return data on all services on the VMM management
server.

Get Service Configuration You use this activity to generate information about ser-
vice configurations on the VMM management server.

Get Service Template This activity allows you to generate a list of all VMM service
templates.
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Get Tier Provides information about all VMM tiers.
Get User Role Use this activity to extract information about VMM user roles.

Get User Role Quota Use this activity to return information about all user role quo-
tas on VMM management server.

Get VM This activity provides information on a specific VM.
Get VM Host Use this activity to extract information about a virtualization host.

Get VM Network This activity allows you to extract information about a VMM VM
network.

Get VM Subnet Use this activity to provide Orchestrator with information about a
VMM VM subnet.

Manage Checkpoint You can use this activity in an Orchestrator runbook to revert
a VMM VM to a specific checkpoint, or to remove checkpoints that are no longer
required.

Move VM This activity allows you to move a VM to a new location.
Remove User Role This activity deletes a user role from VMM.

Remove VM Use this activity to delete a VM. This activity can only target a VM that
is in a shutdown state.

Repair VM Use this activity to issue a retry, undo, or dismiss action on a VMM VM.

Resume VM This activity allows Orchestrator to resume a VM that is in a paused
state.

Run VMM PowerShell Script  Use this activity to trigger a PowerShell script.

Scale Tier In This activity allows Orchestrator to remove a virtual machine instance
from a specific service tier.

Scale Tier Out This activity allows Orchestrator to add a virtual machine instance to
a specific service tier.

Set Pending Service Update Use this activity to set a specific VMM service template
as the pending service update.

Shut Down VM This activity allows Orchestrator to shut down a stopped VM, taking
the VM offline.

Start VM Use this activity in an Orchestrator runbook to start a VM that has been
paused, shut down, or stopped.

Stop Service This activity will stop a VMM service.

Stop VM Use this activity in an Orchestrator runbook to place a VM into a stopped
state.

Suspend VM This activity will place a VM into a suspended state.

Update Disk This activity allows an Orchestrator runbook to change the properties
of an existing disk.

Objective 1.2: Implementing service offerings 57

From the Library of Ida Schander



58

m Update Network Adapter Use this activity to update the properties of an existing
network adapter.

m Update User Role Property Updates the properties of a VMM user role.
m Update User Role Quota Updates the quota for a user role.

m Update VM Use this activity in an Orchestrator runbook to update a VM.

MORE INFO VMM INTEGRATION PACK

Learn more about the VMM integration pack for Orchestrator by consulting the following
article at: http://technet.microsoft.com/en-us/library/hh830704.aspx.

To configure self-service deployment using VMM, Service Manager, and Orchestrator, you
need to perform the following general steps:

1. Create an Orchestrator runbook that takes inputs to create a VM. At a minimum this
would involve the Create VM From Template Orchestrator Runbook activity, but more
complex runbooks might extract more information about the VM, the template, and
the Private Cloud to which the VM is deployed. You use the Initialize Data activity to
collect parameters to be used with the runbook.

2. In Service Manager, create a runbook automation activity template, ensuring that the
template is configured as Ready For Automation. Configure the runbook automation
activity template to collect the parameters that will be used with the Orchestrator run-
book. For example, this might be the VM template name and the private cloud name.

3. In Service Manager, create a service request template. In the template’s Activities tab,
link the runbook automation activity that you configured, which leverages the Orches-
trator runbook that deploys the VM.

4. Create a Request Offering and use it to collect the parameters from the person using
the request offering that will be passed to the Orchestrator runbook to perform VM
deployment.

5. Create and publish a Service Offering that links the request offering. This will update
the Self-Service Portal. When complete, a user will use the portal to enter the param-
eters needed by the Orchestrator runbook to leverage VMM to deploy the requested
VM.

MORE INFO AUTOMATING SELF-SERVICE VMM DEPLOYMENT

Learn more about automating VMM deployment with Service Manager by consulting the
following article at http://technet.microsoft.com/en-us/magazine/jj933281.aspx.
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Self-service with Windows Azure Pack for Windows Server

An additional method to provide self-service virtual machine deployment to users in an
organization is to deploy the Windows Azure Pack for Windows Server. Windows Azure Pack
for Windows Server runs on top of Windows Server 2012 R2 and System Center 2012 R2, and
provides a self-service multi-tenant cloud that uses the same interface as Microsoft's public
cloud. Although not explicitly addressed by the 70-246 objectives, the Windows Azure Pack
for Windows Server provides a pre-built alternative for organizations that want to provide on
premises self-service virtual machine deployment.

MORE INFO WINDOWS AZURE PACK FOR WINDOWS SERVER

You can learn more about the Windows Azure Pack for Windows Server by consulting the
following article at http://technet.microsoft.com/en-us/library/dn296435.aspx.

EXAM TIP

While Virtual Machine Manager 2012 RTM had a Self-Service Portal, this functionality was
removed in Virtual Machine Manager 2012 SP1 and Virtual Machine Manager 2012 R2 in
favor of App Controller.

Thought experiment
Self-service Virtual Machine deployment at WingTipToys

You want to trial self-service virtual machine deployment as a way of providing
people at WingTipToys with the necessary IT infrastructure to complete their proj-
ects. You have the following goals:

®m You want to provide users with the ability to deploy virtual machines. These users
will be members of the Self-Service_VM security group in Active Directory.

m Users should be only able to deploy a maximum of 2 virtual machines.

With this information in mind, answer the following questions:

1. Which System Center products can you deploy to support virtual machine self-
service deployment?

2. What should you configure in VMM to allow members of the Self-Service VM
security group to deploy and manage VMs using System Center App Controller?

3. What steps would you take to ensure that users are only able to deploy a maxi-
mum of 2 virtual machines?
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Objective summary

Custom workflows allow you to further automate Service Manager processes. You cre-
ate custom workflows with the Service Manager Authoring Tool.

The Service Manager 2012 R2 Self-Service Portal is a SharePoint 2010 website that
customers can use to submit requests for service offerings and request offerings using
their web browser.

The service catalog is a collection of Service Manager items, assistance, actions, or
groupings of items, assistance, or actions.

Request offerings are items or actions that you can make available to users through
the service catalog.

Service offerings are collections of request offerings.
You use catalog item groups to restrict access to service manager catalog items.

You can configure a connector between Service Manager and Orchestrator, which al-
lows Service Manager to make reference to and utilize Orchestrator runbooks.

You can trigger the runbooks from Service Manager by configuring runbook automa-
tion activity templates.

System Center App Controller provides users with self-service virtual machine deploy-
ment functionality for VMM 2012 SP1 and VMM 2012 R2.

By integrating VMM, Service Manager, and Orchestrator, you can configure self-service
virtual machines as Service Manager request offerings.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1.

Which of the following Service Manager items do you use to collect together request
offerings for publication on the Service Manager Self-Service Portal?

A. Catalog item groups

B. Incident templates

C. Change Management workflows
D. Service offerings

Which of the following server and software configurations support hosting the System
Center 2012 R2 Service Manager Self-Service Portal?

A. Windows Server 2012 R2
B. Windows Server 2008 R2
C. SharePoint Server 2010
D. SharePoint Server 2013
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3. You want to use an Orchestrator runbook as part of a Service Manager Change
Management workflow. You have configured the Orchestrator connector for Service
Manager. Which of the following must you also create to use the runbook with the
workflow?

A. Manual activity
B. Review activity
C. Runbook automation activity
D. Sequential activity
4. Which of the following tools do you use to create a custom workflow for Service Man-
ager?
A. Service Manager Authoring Tool
B. Orchestrator Runbook Designer
C. Service Manager console
D. Operations Manager console

5. Which of the following steps must you take prior to configuring a connection between
Orchestrator server and a Virtual Machine Manager server?

A. |Install the VMM Management Console on the Orchestrator server.
B. Install the Service Manager Authoring Tool on the Orchestrator server.
C. Install the VMM integration pack on the Orchestrator server

D. Install the Service Manager console on the Orchestrator server.
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Answers

This section contains the solutions to the thought experiments and answers to the lesson
review questions in this chapter.

Objective 1.1: Thought experiment

1. This solution can be configured using Operations Manager and Service Manager. Or-
chestrator is not required, though could also be used if more complicated automation
is necessary.

2. To configure this solution, you only need to configure the Operations Manager con-
nector for Orchestrator.

3. You need to configure a change management workflow to automatically close com-
pleted change requests.

Objective 1.1: Review
1. Correct answers: B and C

A. Incorrect: You don't need to configure a connection from the Operations Man-
ager server to the Orchestrator server with this proposed solution.

B. Correct: You need to configure the connector from Orchestrator to Operations
Manager so that you can then use the activities in the Operations Manager inte-
gration pack.

C. Correct: You also need to configure a connection from the Orchestrator server to
the Service Manager server so that you can have the Orchestrator workflow create
incidents triggered by Operations Manager alerts.

D. Incorrect: The solution mentions using an Orchestrator runbook. While it is
possible to have incidents created using the Operations Manager connector for
Service Manager, Orchestrator runbooks allow you to configure more complex
automation.

2. Correct answers: A and C

A. Correct: In this scenario, you should configure the Operations Manager connector
for Service Manager as a way of extracting alert information.

B. Incorrect: It is not necessary to deploy the Operations Manager agent on the
Service Manager server to accomplish this goal.

C. Correct: You need to create specific incident template and then configure an alert
routing rule that leverages this template.

D. Incorrect: According to the question text, Orchestrator has not been deployed in
this environment.
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3. Correct answer: A

A. Correct: By configuring a change request workflow, you can configure certain us-
ers to be notified when change requests that meet specific criteria are entered into
Service Manager.

B. Incorrect: You would configure a change request, rather than an incident event
workflow.

C. Incorrect: You would configure a change request, rather than an activity event
workflow.

D. Incorrect: You would configure a change request, rather than a desired configura-
tion management event workflow.

4. Correct answer: A

A. Correct: You should select the change request class when creating a change re-
quest template.

B. Incorrect: You should select the change request class when creating a change
request template.

C. Incorrect: You should select the change request class when creating a change
request template.

D. Incorrect: You should select the change request class when creating a change
request template.

5. Correct answer: B
A. Incorrect: This activity allows you to create alerts.

B. Correct: The Get Alert activity allows you to extract data from Operations Man-
ager alerts.

C. Incorrect: Use this activity to watch for specific alerts, rather than to extract infor-
mation from those alerts.

D. Incorrect: Use this activity to update an alert.

Objective 1.2: Thought experiment

1. You can use System Center App Controller and Virtual Machine Manager, or a combi-
nation of Service Manager, Orchestrator, and Virtual Machine Manager.

2. You need to configure a VMM user role that uses the Application Administrator role
profile and configure it to have the Self-Service_VM security group define its member-
ship.

3. You'll need to configure a self-service user role with a quota limiting each user to a
maximum of 2 virtual machines.
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Objective 1.2: Review

1.

Correct answer: D

A.

Incorrect: You use catalog item groups to collect together catalog items so that
you can make them available to members of a specific user role.

Incorrect: An incident template forms the basis of an incident in Service Manager.

Incorrect: You use change management workflows to automate change manage-
ment processes.

Correct: You use service offerings to collect together request offerings for publica-
tion on the Service Manager Self-Service Portal.

Correct answers: B and C

A.

Incorrect: The System Center 2012 R2 Service Manager Self-Service Portal can
only be hosted on SharePoint 2010, which can be deployed on Windows Server
2008 R2.

Correct: The System Center 2012 R2 Service Manager Self-Service Portal can only
be hosted on SharePoint 2010, which can be deployed on Windows Server 2008
R2.

Correct: The System Center 2012 R2 Service Manager Self-Service Portal can only
be hosted on SharePoint 2010.

Incorrect: The System Center 2012 R2 Service Manager Self-Service Portal can
only be hosted on SharePoint 2010.

Correct answer: C

A.

C.

Incorrect: You need to create a runbook automation activity to use the runbook
with the workflow.

Incorrect: You need to create a runbook automation activity to use the runbook
with the workflow.

Correct: You need to create a runbook automation activity to use the runbook
with the workflow.

Incorrect: You need to create a runbook automation activity to use the runbook
with the workflow.

Correct answer: A

A.

Correct: You use the Service Manager Authoring Tool to create custom workflows
for Service Manager.

Incorrect: You use the Service Manager Authoring Tool to create custom work-
flows for Service Manager.

Incorrect: You use the Service Manager Authoring Tool to create custom work-
flows for Service Manager.

Incorrect: You use the Service Manager Authoring Tool to create custom work-
flows for Service Manager.
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5. Correct answers: A and C

A. Correct: You need to deploy the VMM Management Console on the Orchestrator
server and install the VMM integration pack on the Orchestrator server prior to
configuring a connection between the Orchestrator server and a VMM server.

B. Incorrect: You need to deploy the VMM Management Console on the Orchestra-
tor server and install the VMM integration pack on the Orchestrator server prior to
configuring a connection between the Orchestrator server and a VMM server.

C. Correct: You need to deploy the VMM Management Console on the Orchestrator
server and install the VMM integration pack on the Orchestrator server prior to
configuring a connection between the Orchestrator server and a VMM server.

D. Incorrect: You need to deploy the VMM Management Console on the Orchestra-
tor server and install the VMM integration pack on the Orchestrator server prior to
configuring a connection between the Orchestrator server and a VMM server.
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Deploy resource monitoring

perations Manager functions as the senses for your organization'’s private cloud envi-
ronment. Deploying the Operations Manager agent allows you to extract performance
data and configuration information from the monitored computer, virtual machine, or
device. In this chapter, you'll learn about: deploying agents to computers, how to monitor
network devices, how to leverage management packs, how to monitor a variety of different
services and applications, and how to view that monitoring data through dashboards and
reports.
Objectives in this chapter:
m  Objective 2.1: Deploy end-to-end monitoring
m  Objective 2.2: Configure end-to-end monitoring

m Objective 2.3: Create monitoring reports and dashboards

Objective 2.1: Deploy end-to-end monitoring

End-to-end monitoring involves being able to monitor all aspects of a private cloud deploy-
ment, from the application running on a monitored server through to the functionality of
network devices. To deploy end-to-end monitoring, you need to deploy the Operations
Manager agent to the computers or virtual machines that you want to monitor. You can also
configure Operations Manager to manage network devices. You enhance the functionality
of Operations Manager by importing management packs.

This section covers the following topics:
m Deploying Operations Manager agents
m Discovering network devices
®m  Monitoring network devices

m Using management packs
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Deploying Operations Manager agents

The Operations Manager agent is a service that you deploy to computers and devices, usually
termed "managed objects.” You want to manage and monitor this service using Operations
Manager. The Operations Manager agent collects information from the managed object.

The information that it collects depends on the rules and monitors that are included in
the collection of management packs installed on the Operations Manager server. For ex-
ample, the System Center Management Pack for SQL Server management pack will compare
telemetry from the monitored instance of SQL Server against rules and thresholds defined
in the management pack. In the event that one of these rules or thresholds is breached, the
Operations Manager agent will transmit data to the Operations Manager management server,
triggering an Operations Manager alert.

There are four general methods that you can use to deploy the Operations Manager agent
to computers running Windows based operating systems:

m Discovery Wizard Part of the Operations Manager console. You can use this wizard
to deploy agents to computers running Windows, UNIX, or Linux operating systems
as shown in Figure 2-1. You can also use it to deploy agents to supported network
devices.

E *f »  Whatwould you like to manage?
i Discovery Type

Huto or Advanced? Choose the type of or devices to di and

Discevery Methesd

Admanistrater Account Wind ey

Select Objects 1o Manage | Diecover Windowe computers in your Active Directory
v emvironment and install agents on the ones you want o

Summary manage.

UNDX/Linux compulers
— This enables you lv discover UNIX and Linux compules in
your environment and install agents on the ones you want to
3 manage.

Network devices
. A8ii) Diecover and monitor network devicee ueing Simple
Network Management Protocol (SNMFP)

Select a discovery lype and click Neal o conlinue.

FIGURE 2-1 Discover Windows computers
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m Manual Installation While it's certainly possible to install the Operations Manager
agent by signing on to a computer and running through the installation wizard, doing
this consumes substantially more time than other methods. When you are considering
deploying the Operations Manager agent across hundreds, if not thousands of devices,
you'll need a method that requires less time than manual deployment.

m Scripted Installation Scripting the installation of the agent is more efficient than
manually installing the agent, as it doesn’t require direct administrator intervention
beyond launching the script.

m Inclusion in OS Deployment Image Rather than install the agent after a computer
or virtual machine has been deployed, you can instead include the Operations Man-
ager agent in the deployment image. This is especially effective in environments where
computers are members of an AD DS domain and are able to query AD DS for Opera-
tions Manager settings.

Windows agent deployment using the Discovery Wizard

The Discovery Wizard is part of the Operations Manager console and allows you to deploy
agents to computers or devices. If you want to deploy the Operations Manager agent using
the Operations Manager console, you'll need to use an account that is a member of the Op-
erations Manager Administrator role.

To deploy the Operations Manager agent to Windows computers that are members of the
same domain as the Operations Manager console, perform the following steps:

1. Right-click the Device Management node, located in the Administration workspace of
the Operations Manager console. Then, click Discovery Wizard.

2. On the Discovery Type page of the Computer And Device Management Wizard, click
Windows Computers.

MORE INFO AGENT DEPLOYMENT

You can learn more about deploying the Operations Manager agent at http://technet.
microsoft.com/en-us/library/hh551142.aspx.

Objective 2.1: Deploy end-to-end monitoring 69

From the Library of Ida Schander


http://technet.microsoft.com/en-us/library/hh551142.aspx
http://technet.microsoft.com/en-us/library/hh551142.aspx

3. On the Auto Or Advanced page, click Automatic Computer Discovery as shown in Fig-
ure 2-2. Advanced Discovery gives you the option of specifying whether server or cli-
ent operating systems will be discovered. You can also use this method to scan Active
Directory for computers with particular names, owner, or with a particular description.

Administrator Account

Select Objects to Manage

Scans the "TAILSPINTOYS" damain for all Windows-based computers.
Summany

() Advanced discovery

Allows youto specify advanced discovery options andsettings.

Computer and Device Classes:

Servers and Clients |

Mote: This setting applies only when scanning Active Directory. You can configure how these
objects will be discoverad, on the next screen(s).

Management Server

|OpsMgr.tailspintnys.internal |

[] Verify discovered computers can be contacted

(EremousH Next > || Discover || Cancel

FIGURE 2-2 Automatic computer discovery

4. On the Administrator Account page, shown in Figure 2-3, select whether to use the
Management Server Action Account, or a specific Active Directory user account that
has the necessary privileges to install the agent on a managed computer. In most
cases, this account will need to either be directly or indirectly a member of the local
Administrators group on the target computer. When you click Discover, Operations
Manager will query Active Directory for computer accounts. Depending on the num-
ber of objects within Active Directory, this might take some time.
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-
FL" . Administrator Account
Discovery Type
Auto or Advanced? Administrator Account

Administrator Account
Select a user account with Administrator rights on the computers you will scan. These credentials will

Select Objects to Manage also be used when installing the agents on managed computers.

Summary
() Use selected Management Server Action Account

(@) Other user account

User name:

‘Admlnlstrator

Password:

Domain:
[TALSPINTOYS

[] This is a local computer account, not a domain account

Note: When selecting the local account option, the agent installation task will be run
as the local account, while the Discavery task will be run using the Management

Server Action Account.

FIGURE 2-3 Specify account credentials

On the Discovery Results page, shown in Figure 2-4, select all of the hosts on which
you want to deploy the Operations Manager agent. You can use this dialog box to
choose between Agent and Agentless management. Agentless management allows
you to collect performance and availability data from a computer, but not all manage-
ment packs support agentless mode.
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FF . Select Objects to Manage

Discovery Type

Auto or Advanced? Discovery Results

Administrator Account
. The discovery process found the following un-managed devices.
Select Objects to Manage

Select the devices you want to manage: Select All || Deselect All

[#] HY-HOST-A. tailspintoys.internal
[+ HY-HOST-B. tailspintoys.internal
[¥] SYD-DC. tailspintoys.internal

Note: If you do not see all of the computers you expect to see, you can obtain
infarmation on troubleshooting discovery issues at http:{fgo.microsoft.com/fudink/?
LinkID=128340.

Management Server
|oosMar tailspintoys.interral

Management Mode:

[Agent

Frish | | Cancel

FIGURE 2-4 Discovery results

6. On the Summary page, shown in Figure 2-5, specify the credentials that the agent
should use when performing actions on the managed computer, and the folder on
the target computer into which the agent should be installed. The default is to use
Local System. Clicking Finish will deploy the Operations Manager agent to the selected
computers.
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Summary

Discovery Type
Auto or Advanced? Summary

Administrator Account
Agents to beinstalled:
Select Objects to Manage

Summary
Agent installation directory:

|%ProgramF\Ies o, Microsoft Monitoring Agent]

Agent Action Account

Specify credentials for the agentto use when performing actions.
(® Local System

) Other
User name:

Domain:

[rawsemnToYS

Password:

To close the wizard and deploy the agents, dlick Finish.

<E|wnus||

FIGURE 2-5 Agent installation directory

7. You will be able to view the progress of the installation on the Agent Management
Task Status dialog box, shown in Figure 2-6.
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Alltasks completed.

Task Target

(Z)HV-HOST-A. tailspintoys. internal
(F)HV-HOST B. tailspintoys.internal
(£)5YD-DC. tailspintoys.internal

<] L[>

Task Output Ea Copy Text Ea Copy HTML

The task completed successfully. ~
W

You can cdose this dialog at any time. Doing so will not interrupt
executing tasks. You can check the status of tasks in a task status
view.

Close

FIGURE 2-6 Agent task status

You can view a list of computers that have the Operations Manager agent already de-
ployed and configured by selecting the Agent Managed node, under the Device Manage-
ment node, in the Administration workspace of the Operations Manager console, as shown in
Figure 2-7.

File Edit Yiew Go Tasks Tools Help
i semch™ i Piga [Dek] @ .
< Agent Managed (3) » Tasks
~ | Health State FODN « Mame Domain (7]
a Primary Server: internal (3} A -
@ Healthy  HV-HOST-Asasilspintaysinter.. HV-HOST-A  TAILSPINTOYS
(@) Heslthy  HV-HOST-Btaibspintoys.inter..  HV-HOST-B TAILSPINTOYS Froperties
(@) Healthy  SYD-DCtsilspintoysintemal  SYD-DC TAILSPINTOYS SR Frasie Aot S
Fagar..
ninctall
. Deete
> = 1= Persanalize view..
B e
= <] [ >
Ready i

FIGURE 2-7 Agent managed computers
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UNIX/Linux agent deployment using the Discovery Wizard

You can deploy the Operations Manager agent on computers running supported versions of
UNIX or Linux by performing a local manual installation, or a remote installation using the
Discovery Wizard. The Operations Manager agent is supported on the following versions of
UNIX and Linux:

m CentOS 5 and 6 (x86/x64)

m Debian GNU/Linux 5,6, and 7 (x86/x64)

m HP-UX 11i v2 and V3 (PA-RISC and 1A64)

m IBM AIX 5.3, AIX 6.1 (POWER), and AIX 7.1 (POWER)

= Novell SUSE Linux Enterprise Server 9 (x86), 10 SP1 (x86/x64), and 11 (x86/x64)

m Oracle Solaris 9 (SPARC), Solaris 10 (SPARC and x86), and Solaris 11 (SPARC and x86)
m Oracle Linux 5 and 6 (x86/x64)

m Red Hat Enterprise Linux 4, 5, and 6 (x86/x64)

m Ubuntu Linux Server 10.04 and 12.04 (x86/x64)

The first method is to transfer the appropriate installation packages from the Operations
Manager server to the UNIX or Linux computer, and install them using an account that has
sufficient privileges on that computer.

MORE INFO MANUAL UNIX/LINUX AGENT DEPLOYMENT

You can learn more about manually deploying the Operations Manager agent on comput-
ers running UNIX or Linux at http://technet.microsoft.com/en-us/library/hh212686.aspx.

The other option is to use the Discovery Wizard. Prior to deploying an agent to a com-
puter running a supported version of UNIX or Linux using the Discovery Wizard, you need to
configure a UNIX/Linux Action Account profile set up with a Monitoring Run As Account. To
run the wizard to create this account, you'll need to have configured the following:

m Username and password for unprivileged access to the computer running UNIX or
Linux. This account needs to be configured on the computer running UNIX or Linux so
that it can elevate privileges using either su or sudo. If using ‘su’ to elevate privileges,
you'll need to provide the 'su’ password. Sudo will also need to be specially configured
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with appropriate TTY and password settings to support the Discovery Wizard. You can
configure these using the visudo command. While it is also possible to configure an
account that already has privileged access and doesn't require su or sudo to elevate
privilege, this presents a security risk and should be avoided.

m The computer will need to be configured so that an SSH connection can be made us-
ing this account and that appropriate ports are open on the computer’s firewall. You
should verify that an SSH connection can be established from the management server
to the computer running UNIX or Linux prior to attempting installation using the Dis-
covery Wizard.

MORE INFO TROUBLESHOOTING UNIX/LINUX AGENT DEPLOYMENT

You can learn more about troubleshooting the deployment of the Operations Manager
agent for Linux and UNIX at http://social.technet.microsoft.com/wiki/contents/articles/4966.
troubleshooting-unixlinux-agent-discovery-in-system-center-2012-operations-manager.
aspx.

To create the account profile used by Operations Manager for installation of the agent on
computers running UNIX or Linux, perform the following steps:

1. Inthe Administration workspace of the Operations Manager console, select UNIX/
Linux accounts under Run As Configuration, and click Create Run As Account in the
Tasks pane.

2. On the Account Type page of the Create UNIX/Linux Run As Account Wizard, click
Agent Maintenance Account, as shown in Figure 2-8, and click Next. If you were creat-
ing an account to monitor a UNIX or Linux computer on which an agent was already
installed, you would select the Monitoring Account option.
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G

O
ﬁ UNIX/Linux Run As Account Type

Account Type .@ Help

General Properties What type of UNIX/Linux Run As Account do you want to create?
Account Credentials

Distribution Security () Monitoring account

) A monitoring account is used for ongoing health and performance monitoring of
Completion LINE</Linux computers.

(®) Agent maintenance account
An agent mai is used to blish SSH ions to i
LINE</Linux computers. This type of account is used to perform actions such as
upgrading, uninstalling, or restarting the installed UNE</Linux agent.

C icating with remote using Secure Shell (S5H) carries security
@ risks. This protocol sends passwords and other security information to the specified
remote computers. Ensure that the remote computers are known and trusted.

More about Run As profiles for UNEX/Linux

< Previous || Mext >

FIGURE 2-8 Agent maintenance account

On the General Properties page, provide a name and a description for the account.

On the Account Credentials page, shown in Figure 2-9, specify the username and
password used to connect to the computer running UNIX or Linux. This connection
will be made over SSH. You can choose a privileged account, which is assumed already
have root privileges, or an unprivileged account. In that case su or sudo will be used to
elevate privileges once a session is established.
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A

e
'%ﬁ Account Credentials
l

Account Type

General Properties Select the type of credential you want to use

Account Credentials
Elevation () SSH key
Distribution Security (®) User name and password

Completion

Specify the account credentials that will be used to perform agent maintenance tasks on

maonitored UNIX/Linux computers.

User name:

|chancellor

Password:

Confirm password:

Diges this account have privileged access?

|Thi5 account does not have privieged access

< Previous || Next >

FIGURE 2-9 Run As Account credentials

On the Elevation page, shown in Figure 2-10, select the method used to elevate privi-
leges once the credentials specified in the previous step have been used to establish a

connection.

On the Distribution Security page, select how credentials will be transmitted to man-

aged computers, and then create the Run As Account.
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G

e
'T_I-ﬁ Account Credentials

Account Type i@ Help

General Properties Select the type of elevation to use for S5H connections
Account Credentials
Elevation (@ Use 'sudo’ elevation

S . This will use the jentials to blist ion and then elevate
Distribution Security using ‘sudo’ to perform privileged actions.

Completion () Use 'su’ elevation

This will use the jentials to blist ion and then elevate
using ‘su’ to perform privileged actions.

@

Specify the account credentials that will be used for su elevation.

Password:

Confirm password:

FIGURE 2-10 Elevation options

Once the Run As Account is created, you'll need to create a Run As Profile. To create a Run
As Profile, perform the following steps:

1. Inthe Administration workspace of the Operations Manager console, select Profiles
under Run As Configuration, and click Create Run As Profile in the Tasks pane.

2. On the General Properties page of the Run As Profile Wizard, provide a name for the
Run As profile, and select a management pack in which to store the management pack.

3. On the Run As Accounts page, add the Run As Accounts that will be used with this
profile. This will include the Agent Maintenance account described earlier and any

Monitoring accounts that you have also configured to interact with computers running
UNIX or Linux operating systems. This page is shown in Figure 2-11.
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Run As Accounts

Introduction
General Properties Add Run As accounts
Run As Accounts
Add a Run As account to this Run As profile. Additional Run As accounts can be added to manage specific classes,
Completion groups, or objects.
Bun As accounts: gF Add...  Edit.. % Remove
Account Mame Association  Used For Class Path
@ CentOs Tailspin Toy Class &l targeted objects  Object
<Eremous|| Next > || Save H Cancel |

FIGURE 2-11 Run As Accounts

4. Complete the wizard to create the Run As Profile.

Once the Run As Profile is configured for supported Linux-based and UNIX-based com-
puters, you'll be able to deploy the Operations Manager agent to these computers using the
Discovery Wizard by performing the following steps:

1. Right-click the Device Management node in the Administration Workspace of the Op-
erations Manager console, and then click Discovery Wizard.

2. On the Discovery Type page of the Computer And Device Management Wizard, click
UNIX/Linux computers.

3. On the Discovery Criteria page, select a target resource pool and click Add. This speci-
fies where the monitored computers will be placed. Use the All Management Servers
Resource Pool unless you have configured another option. A resource pool is a collec-
tion of Operations Manager management servers that share an Operations Manager
workload.

4. On the Discovery Criteria dialog box, enter the IP address or FQDN of the computers
running UNIX or Linux that you wish to deploy the agent on. Use the Set Credentials
button to configure the credentials used for discovery and agent installation. This dia-
log box is shown in Figure 2-12. After you have configured the discovery criteria, save
these criteria, and then click Discover on the Discovery Criteria page.
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Specify the discovery criteria to discover and run commands on UNEX/Linwe computers

Discovery scope

A discovery scope is composed of one or more |P addresses, fully qualified domain names (FGDN) or
ranges of |P addresses, and a Secure Shell (SSH) port.

Discovery Scope S5H Port Add row

centos tailspintoys intemal @’ 22

Discovery type
How do you want to discover the computers within the specified discovery scopes?

All computers W

Credertials
Set the credentials to be used to discover and run commands upon the computers within the specified

discovery scopes.

Action Account Accourt Type
Discovery  chancellor User name and password

Installation  MNone Using sudo elevation

FIGURE 2-12 Discovery criteria

5. On the Computer Selection page, select the discovered computers that you want to
manage, and click Manage. The agent will be deployed.

Manual agent installation

You'll need to install the Operations Manager agent manually if you need to monitor comput-
ers located on a perimeter or isolated network, or if you need to monitor computers that are
not members of an AD DS domain. You can perform manual installation in one of two ways:

m Double-clicking the MOMAgent.msi installer and answering the questions posed in the
wizard

m Using the command line options to perform the installation
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USING THE MOMAGENT.MSI SETUP WIZARD

MOMAgent.msi comes in x64 and x86 versions. These files are located by default under the
C:\Program Files\Microsoft System Center 2012 R2\Operations Manager\Server\AgentMan-
agement folder, as shown in Figure 2-13.

LA AgentManagement \;‘i-
Home Share View N o

:(-:I * 4 | J <« Server » AgentManagement » v & | | Search AgentManagement R |
¢ Favorites Name Date modified Type Size
B Desktep , AgentlLogs 5/17/2014 2:43 AM  File folder

& Downloads , amdid 114 2:49 AM File folder

ig Recent places . UnixAgents £2014 2:49 AM File folder
) %B6 5/17/2014 2:49 AM File folder
1M This PC
?j Network
£ m >
4 items d==| &=l

FIGURE 2-13 Agent location

To install the agent manually using the wizard, perform the following steps:
1. Start the installer and accept the license terms.

2. Specify the destination folder. By default this will be C:\Program Files\Microsoft Moni-
toring Agent.

3. On the Agent Setup page, select whether you want Active Directory to configure the
agent. This requires that you have configured a container in AD DS using MOMAD-
Admin.exe. You can also configure the agent to connect to Operations Manager to
determine management group information.

4. On the Management Group Configuration page, specify the Management Group
Name, the Management Server Name, and the Management Server Port. Figure 2-14
shows this page configured to connect to the management group named Tailspintoys
on the management server Opsmgr.tailspintoys.internal.
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Management Group Configuration

Specify the management group information that is necessary for this computer to

connect to.

Management Group Name:

Management Server:

Management Server Port:

ITaiIspintoys

Icpsmgr. tailspintoys.internal

FIGURE 2-14 Management group configuration

5. On the Agent Action Account page, choose whether actions performed by the Opera-
tions Manager agent are completed using the Local System account, a Domain ac-

count, or a Local account.

6. On the Microsoft Update page, choose whether Microsoft Update will be used to pro-

vide automatic updates.

7. Review the summary, like the one shown in Figure 2-15, and click Install to complete

the agent installation.

Ready to Install

Click Install to begin the installation of the Microsoft Monitoring Agent.

If you want to review or change any of your installation settings, dick Back. Click Cancel to exit

the setup wizard.

Installation Settings:

Install Directory

Management Group Mame
Management Server DMS Mame
Management Server Secure Port

: C:'\Program Files\Microsoft Monitoring Agent!,
: Tailspintoys

: opsmar. tailspintoys.internal

1 5723

FIGURE 2-15 Agent setup
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USING THE COMMAND LINE

Rather than walking through each page of the MOMAgent.msi Wizard, you can perform
agent installation by running MOMAgent.msi using Msiexec.exe from the command line.
Msiexe.exe allows you to run installers that use the .msi format and is located in the
%WinDir%\System32 folder.

To run MOMAgent.msi from the command line, use the following format:

%WinDir%\System32\msiexec.exe /i path\Directory\MOMAgent.msi /qn USE_SETTINGS_
FROM_AD={0|1} USE_MANUALLY_SPECIFIED_SETTINGS={0|1} MANAGEMENT_GROUP=MGname
MANAGEMENT_SERVER_DNS=MSname MANAGEMENT_SERVER_AD_NAME=MSname SECURE_PORT=PortNumber
ACTIONS_USE_COMPUTER_ACCOUNT={0|1} ACTIONSUSER=UserName ACTIONSDOMAIN=DomainName
ACTIONSPASSWORD=Password AcceptEndUserLicenseAgreement=1

Where:

m USE_SETTINGS_FROM_AD={0]|1} Use this option to specify whether management
group settings are obtained from AD DS, or from the command line. This works in con-
junction with the next setting. The computer must be a member of the domain, and
Active Directory must be configured if you are going to use this option.

m USE_MANUALLY_SPECIFIED_SETTINGS={0|1} Use this option to specify whether
management group settings are specified from the command line. This works in con-
junction with the previous setting.

= MANAGEMENT_GROUP=MGname Use this option to specify the Operations Man-
ager Management Group name, when you are using the command line to specify the
options.

= MANAGEMENT_SERVER_DNS=MSname Use this option to specify the Operations
Manager management server FQDN, when using the command line to specify the op-
tions.

= MANAGEMENT_SERVER_AD_NAME =MSname Use this option to specify the
Active Directory computer account name of the Operations Manager Management
Server, when using the command line to specify the options.

m SECURE_PORT=PortNumber Use this option to specify the health service port num-
ber. The default port number is 5723.

m ACTIONS_USE_COMPUTER_ACCOUNT={0|1} Use this option to specify whether the
LOCAL SYSTEM account or a specified user account, specified using the ACTIONSUSER,
ACTIONSDOMAIN, and ACTIONSPASSWORD settings, is used.

m ACTIONSUSER=UserName Use this option when using a custom account to specify
the user name of the account.

= ACTIONSDOMAIN=DomainName Use this option when using a custom account to
specify the domain name used with the account.

m ACTIONSPASSWORD=Password Use this option when using a custom account to
specify the password associated with the account.
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m  AcceptEndUserLicenseAgreement=1 Use this option to agree to the Microsoft
Software License Terms. This option is required when installing the Operations Man-
ager agent from the command line.

Before a manually installed agent can be used, you'll need to authorize it from the Opera-
tions Manager console.

MORE INFO MANUAL AGENT INSTALLATION

You can learn more about manual agent installation at http://technet.microsoft.com/en-us/
library/hh212915.aspx.

Automatic agent assignment

You can use AD DS to assign computers with the Operations Manager agent installed to
Operations Manager management groups. For example, you would do this when you have
deployed the agent manually using the option to get management server and group settings
from AD DS, or when you've deployed the Operations Manager agent as part of an operating
system image.

To configure automatic agent assignment, perform the following steps:

1. Create a domain security group and add it to the Operations Manager Administrators

security role. Figure 2-16 shows the TailspinMOMAdmin security group added to this
security role.

& Operations Manager Administrators - User Role Properties -

General Properties | Author Scope | Group Scope | Tasks | Dashboards and Views |
General

User role name: User role members:
Operations Manager Administrators | #Agdm X Remove
Description Member Mame Domain
o — = — BUILTIM\Administrators
& Operations Manager Administrators user -~ o
role is created at setup time and cannot be TAILSPINTOYS TailspinMOMAdmin
deleted. This role must contain one or more
global groups.
-
Profile:

Administrator

Profiledescription:

The Administrater profile indudes full privieges | ~
to Operations Manager. Mo scoping of the
Administrator profile is supported.

[k ] [Gowa ] [ By ]

FIGURE 2-16 Operations Manager Administrators

Objective 2.1: Deploy end-to-end monitoring 85

From the Library of Ida Schander


http://technet.microsoft.com/en-us/library/hh212915.aspx
http://technet.microsoft.com/en-us/library/hh212915.aspx

86

2. A member of the Domain Admins AD DS group must then run the following command
MOMADADMIN.exe <ManagementGroupName> <MOMAdminSecurityGroup> <Ru-
nAsAccount> <Domain> where

m <ManagementGroupName> is the name of the Operations Manager manage-
ment group.

m <MOMAdminSecurityGroup> is the name of the domain security group that
has been added to the Operations Manager Administrators security role.

m <RunAsAccount> is an account that has the permission to read and write infor-
mation to the newly created container in Active Directory.

® <Domain> is the domain that the container is created in.

3. Running this command also adds the <RunAsAccount> to the <MOMAdminSecurity-
Group>.

MORE INFO ACTIVE DIRECTORY ASSIGNMENT

You can learn more about Active Directory assignment at http://technet.microsoft.com/en-
us/library/hh212922.aspx.

For example, to create the container for the TailspinToys management group, using the
TAILSPINTOYS\TailspinMOMAdmin group as the security group, and TAILSPINTOYS\Adminis-
trator as the runas account, start the command:

MOMADAdmin.exe tailspintoys TAILSPINTOYS\TailspinMOMAdmin TAILSPINTOYS\Administrator
tailspintoys

The MOMADAdmin.exe utility is located by default in the C:\Program Files\Microsoft
System Center 2012 R2\Operations Manager\Server folder. You can determine your Opera-
tions Manager management group name using the Get-SCOMManagementGroup Windows
PowerShell cmdlet.
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Once the container has been created, you run the Agent Assignment And Failover Wizard
to assign agents to specific management servers within the management group. You can start
the Agent Assignment And Failover Wizard by clicking Add on the Auto Agent Assignment
tab of the Management Server Properties dialog box of the management server that you
want to assign agents to, in the Administration workspace shown in Figure 2-17.

Auto Agert Assignment | Heartbeat | Security | Prosgy Settings |

Add or modify agent assignment settings in Adtive Directory. The settings spedifies which
agent managed computers will be monitored by this management server.

Management Server:

OpsMar. tailspintoys.internal

Auto Agent Assignment:

Click 'Add' to specify agent assignment setting for a new domain or choose existing domain's
assignment setting and click 'Edit’.

o Add... 7 Edit... ¢ Delete

Domain Lightweight Directory Access Protocol Query

FIGURE 2-17 Auto Agent Assignment
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You must run the Agent Assignment And Failover Wizard in each domain where you want
to use it to perform auto assignment. To complete the wizard, perform the following steps:

1. Onthe Domain page, specify the domain for which you are configuring automatic
agent assignment. Figure 2-18 shows the selection of the Tailspintoys.internal domain.

Introduction
Domain

Inclusion Criteria
Exclusion Criteria

Lgent Failover

Specify the domain that the agent computers are in

Select a domain from the list or type the name of domain or FQDN of a domain
controller

|13ilspinhoys.inhernal

For example, DCO1.CONTOS0.COM
[] Use a different account to perform agent assignment in the specified domain

Select Run As Profile:

|Ach’ve Directory Based Agent Assignment Account | New...

FIGURE 2-18 Domain selection

2. On the Inclusion Criteria page, you can create an LDAP query, or use the dialog box to
configure a search based on criteria including name, description, managed by, operat-
ing system, and operating system version. Figure 2-19 shows the inclusion criteria that
will include all of the computers that have names starting with the characters SYD.

88 CHAPTER 2 Deploy resource monitoring

From the Library of Ida Schander



5 E Inclusion Criteria

Create an inclusion criteria

Inclusion Criteria

i@ Help

Exclusion Criteria Specify the computer inclusion criteria using a Lightweight Directory Access Protocol (LDAF)

filter that matches the target computer accounts in Active Directory.
Agent Failover

(&{=AMACcountType=805306369){objectCategory =computer)
(objectClass =computer)(cn=5YD*})

Configure...

Note: You can create the agent assignment exclusion rule for the selected domain, on the

next screen.

<Emnnus|| Next =

FIGURE 2-19 Inclusion criteria

On the Exclusion Criteria page, you can enter a list of computers to be excluded from
agent assignment. You should list computers using FQDNs, separating each by a semi-
colon, comma, or new line. Figure 2-20 shows the computer Excluded.tailspintoys.

internal in the list of excluded computers.
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(j E Exclusion Criteria

Introduction @ Help

Domain Create an exclusion rule

Inclusion Criteria
. — Exclude computers from the previous inclusion query by manually typing in the Fully
Exclusion Criteria Qualified Domain Name (FQDN) of the computer(s) you would like to exclude from the rule.

Agent Failover ; )
Separate each computer name by a semi-colon, comma, or a new line:

exduded. tailspintoys. internal

For example, SALES.CONTOS0.COM

<Em=mus|| Mext >

FIGURE 2-20 Exclusion rule
4. On the Agent Failover page, you can specify whether agents will contact another man-
agement server in the same management group automatically, or manually fail over to

specific management servers. Figure 2-21 shows the Agent Failover page of the Agent
Assignment And Failover Wizard, with the Automatically Manage Failover option page.

90 CHAPTER 2 Deploy resource monitoring

From the Library of Ida Schander



O E Agent Failover
Introduction

Domain Configure agent Failover

Inclusion Criteria
Exclusion Criteria ® Automatically manage failover

= . The agents will automatically report to the other management servers in the same
Agent Failover management group if their primary management server becomes unavailable.

omnM Ih £ Eail,

Deselect servers that you don't want agents to failover to (if for example, one of servers
iz a critical management server that can't handle any additional load).

Management Server Domain # Agents

<] [T [>

Note: If additional management server(s) are added you will need to run this wizard if
you want agent to failover to it.

FIGURE 2-21 Automatic failover management

Authorizing agents

If you are planning on installing the Operations Manager agent onto a computer manually,
using the MOMAgent.msi installer, or plan to deploy the agent as part of an image, you'll

need to configure how the Operations Manager management deals with the agents once it is
contacted.

You can configure one of the following options:

m Reject New Manual Agent Installations When you select this option, any requests

from a manually deployed agent, or agent deployed as part of an image will automati-
cally be rejected by the Operations Manager management server.

Objective 2.1: Deploy end-to-end monitoring CHAPTER 2 91

From the Library of Ida Schander



= Review New Manual Agent Installations In Pending Management View When
you select this option, all requests from manually deployed agents or agents deployed
as part of an image will be placed in a list, visible through the Pending Management
queue. Administrators are able to use this list to perform approval.
= Auto-Approve New Manually Installed Agents When you select this option (only
available if the Review option is already selected) any Operations Manager agent that
contacts the management server will automatically be joined to the management
group.
To configure how the Operations Manager management server responds to manual agent
installation, perform the following steps:
1. Inthe Settings node of the Administration workspace, right-click Security under Type:
Server, and click Properties.
2. On the Global Management Server Settings - Security dialog box, select the option
that you want to configure, as shown in Figure 2-22.

Global Management Server Settings - Security -

General

Manual Agent Installs:

To increase security, specify that manual agent installations are rejected.

() Reject new manual agent installations

(e Review new manual agent installations in pending management
= view

Automatically approve new manually installed agents

ok ] [Gowd ] [ Bov |

FIGURE 2-22 Global Management Server Settings
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MORE INFO MANAGING MANUAL AGENT INSTALLATION

You can learn more about managing manual agent installation at http://technet.microsoft.
com/en-us/library/hh212853.aspx.

EXAM TIP

You'll need to be familiar with the different ways in which you can deploy the Operations
Manager agent. You'll also need to know in which cases you will need to authorize an
agent and when you need to perform a manual installation

Discovering network devices
Operations Manager discovers network devices by running discovery rules that the Opera-
tions Manager Administrator configures. Network discovery rules include the following
information:
m [P address or FQDN of the devices that you want to discover.
m The SNMP (Simple Network Management Protocol) version used by each device. Op-
erations Manager supports SNMP v1, v2, and v3.

m The SNMP community string of any SNMP v1 or v2 compatible devices to be discov-
ered.

m User name, context, authentication protocol, authentication key, privacy key, and pri-
vacy protocol for each SNMP v3 device.

m The management server that will monitor the discovered network devices.

When performing network discovery, any firewalls between the Operations Manager
management server and the network devices to be discovered must allow SNMP (UDP) and
ICMP bidirectionally. SNMP usually uses 161 (UDP) and 162 (TCP/UDP). If you are going to be
discovering devices that use SNMP v1 or v2, you'll need to configure the Run As account to
use for this purpose. You can do this before creating the discovery rule, or during the discov-
ery rule creation process.

To create a network discovery rule, perform the following steps:

1. Right-click the Network Management node in the Administration workspace of the

Operations Manager console, and click Discovery Wizard.
2. On the Discovery Type page of the Computer And Device Management Wizard, click
Network Devices, as shown in Figure 2-23, and click Next.
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General Properties

Discovery Method
Default Accounts
Devices

Schedule Discovery
Summary

Completion

=~

Select a discovery type and click Next to continue.

FIGURE 2-23 Network devices

On the General Properties page, shown in Figure 2-24, provide the following informa-

tion:

Windows computers

Discover Windows computers in your Active Directory
environment and install agents on the ones you want to
manage.

UNIX/Linux computers

This enables you to discover LUNIX and Linux computers in
your environment and install agents on the ones you want to
manage.

Network devices
Discover and monitor network devices using Simple
Metwork Management Protocol (SNMF).

< Previous | | Mext =

m The name for the rule. An informative name for the Rule.

m The management server from which network discovery will be performed.

m The resource pool. You can create a new resource pool, or select an existing re-
source pool that will be responsible for monitoring discovered network devices.
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Ff . General Properties
Discovery Type
General Properties
Discovery Method
Default Accounts
Devices
Schedule Discovery
Summary

Completion

Specify general properties

Name:

|Tai|5pirrloys MNetworl Discovery

Description (optional):

Select a ma nagement or gateway server

Select an Operati server or gal y server to run the discovery. A
server can run only one neh-mrk discovery. Servers that already run a network discovery do not
appear in the list.

Lyailable servers:

OpsMgrtailspintoys intemal

Select a resource pool Create Resource Pool

Select an Operations Manager resource pool for monitoring of discovered network devices.

Lyailable pools:

Tailspintoys Network Devices

FIGURE 2-24 Network Discovery rule

On the Discovery Methods page, shown in Figure 2-25, choose between Explicit Dis-
covery and Recursive Discovery. You should select Explicit Discovery when you know
the address of each network device that you want Operations Manager to manage.
Recursive Discovery provides a more thorough discovery of network devices, but this
process is likely to take longer and is likely to discover devices that you may not be
interested in having Operations Manager monitor.
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FL* . Discovery Method
Discovery Type
General Properties
Discovery Method
Default Accounts
Devices
Schedule Discovery
Summary

Completion

only those network devices you specify.

() Recursive discovery
Operati Manager will di the devices that you specify and all devices that are
connected to the devices that you specify.

eMnre about discovering network devices

FIGURE 2-25 Explicit Discovery

5. If you are discovering devices that support SNMP v1 or SNMP v2, either select an
existing Run As account, or create a new Run As account for this purpose. This Run As
account includes the SNMP v1 or v2 community string.

@ EXAM TIP

Remember what you need to include when configuring a Run As account for network

device discovery for devices that use SNMP v1 or v2.

6. On the Devices page, shown in Figure 2-26, you can either add the devices that you
want to discover manually, or import them from a text file that contains a list of IPv4

addresses.
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FL* . Devices

Discovery Type

General Properties Specify devices

Discavery M Specify the network devices that you want to discover and manage. You can also import a text file
Default Accounts that contains the |P addresses of your network devices.

Schedule Discovery | Import... 4 Add... [ Edit.. 7< Remove

Summary Devices:

Completion Device Run As Account SNMP Version Port  Access Mode
router tailspintoysi.. Use default accounts VierV2 161 ICMP and SN...

| Advanced Discovery Settings... |

eMDfE about network discovery settings

<Ere1ﬂous|| Next =

FIGURE 2-26 Specify devices

When adding devices manually, provide the following information as shown in Figure
2-27
m |Pv4 address or FQDN of the device.

m  Access mode. This can be ICMP, SNMP, or ICMP and SNMP. If you choose ICMP and
SNMP, the device must be accessible using both protocols.

m Port number. The default is UDP port 161, but if you are using another port for
SNMP you can change this.

m SNMP version. This allows you to specify whether to use SNMP v1 or v2, or SNMP
v3. If using SNMP v1 or v2, specify the Run As account that contains the community
string.
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Add a Device -

Specify the settings for the network device you want to discover.

Name or IP address:

|r0uter.tailspint0','s.intemal |

Access mode: SHNMP version:

[ICMP and SNMP v [vierv2 v]
Port number: SNMP 1 or V2 Bun As account:

161 o | Use selected default accounts ] |

| Add SNMP V1 or V2 Run As Account |

.@. More about network discovery settings

FIGURE 2-27 Add a device

8. |If adding an SNMP v3 device, you will need to add the FQDN or IP address, as well as
an SNMP v3 Run As account that includes User Name, Context, Authentication Proto-
col, Authentication Key, Privacy Protocol, and Privacy Key.

9. |If you are creating a recursive discovery rule, you can configure filters based on IP ad-
dress range. You can also configure exclusions on a per IP address basis.

10. On the Schedule Discovery page, specify how often to run the network device discov-
ery rule. Figure 2-28 shows this page.

11. On the Summary page, review the settings, and click Create.

You can confirm successful discovery of network devices by viewing the Network Devices
node, under Network Management in the Administration workspace of the Operations Man-
ager console.

MORE INFO NETWORK DEVICE DISCOVERY

You can learn more about how Operations Manager can discover network devices at http://
technet.microsoft.com/en-us/library/hh278846.aspx.
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FL‘ . Schedule Discovery

Discovery Type

General Properties the network discovery

Discovery Method
Default Accounts (®) Run the discovery rule at scheduled times
Devices Time of day:
Schedule Discovery
Summary Diays of the week:
Completion [] Sunday
[ Mongay
[ Tuesday

[ Wednesday
[] Thursday
[[] Eriday

[w] Saturday

) Run the discovery rule manually

FIGURE 2-28 Network discovery schedule

Monitoring network devices

You can use Operations Manager to monitor physical and virtual network routers and switch-
es, including the ports on those devices, VLANSs (virtual local area network) and Host Standby
Router Protocol (HSRP) groups that they are members of, as well as the status of supported
firewall and load balancing devices. Specifically, you can use Operations Manager to monitor
the following aspects of network devices:

m Connection health Monitor from the perspective of the network device and devices
connected to the monitored network device.

m VLAN health Allows you to view the health state of switches that participate in a
specific VLAN.

m HSRP group health View the health state of the devices that participate in a HSRP
group.

Objective 2.1: Deploy end-to-end monitoring CHAPTER 2 99

From the Library of Ida Schander



m Port/Interface Monitor the operational and administrative status of device ports
and interfaces.

m Processor utilization Monitor the processor utilization of supported network de-
vices.

= Memory utilization Monitor the memory utilization of supported network devices.

System Center 2012 R2 Operations Manager supports monitoring the following numbers
of network devices:

m 2000 network devices (approximately 25,000 monitored interfaces/ports) managed by
two resource pools.

m 1000 network devices (@approximately 12,500 monitored interfaces/ports) managed
by a single resource pool that consists of three or more Operations Manager manage-
ment servers.

To perform network discovery and monitoring, you need to ensure that the following
management packs are installed:

m  Microsoft.Windows.Server.NetworkDiscovery

m  Microsoft.Windows.Client.NetworkDiscovery

Discovered network devices are visible through the Monitoring workspace of the Opera-

tions Manager console. Under the Network Monitoring node, shown in Figure 2-29, you can
view the following information:

Monitoring

A | g Metwark Monitoring
||| Active Alerts
ﬂ Hasts
2:2| HSRP Groups
22| Legacy Metwork Devices

=::2| Metwork Devices
@ Metwork Summary Dashboard
2| Routers
[E:2] switches
=28) WLAMS
4 |_g Performance
E Free Memory (Percent)
E ICMP Ping Response Time (Milliseconds)
[ Interface Usage Statistics
[ Port Usage Statistics
E Processor UHilization {Percent)

2 _g Operations Manager

FIGURE 2-29 Network Monitoring categories
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m Active Alerts

m Hosts

m  HSRP Groups

m Legacy Network Devices

m  Network Devices

m Network Summary Dashboard

m Routers

m Switches

= VLANS

You can also view the following device-related performance information:
m Free Memory (Percent)

m ICMP Ping Response Time (Milliseconds)
m Interface Usage Statistics

m Port Usage Statistics

®m Processor Utilization (Percent)

You can also use the following Operations Manager dashboard views when monitoring
network devices:

= Network Summary Dashboard Provides summary information, including which
network devices are experiencing the highest processor utilization, or which interfaces
are encountering the most errors.

= Network Node Dashboard Provides information about each network device. In-
cludes alerts generated by each device and information including processor utilization.

m Network Interface Dashboard Provides information about network device inter-
faces/ports, including alerts generated by interfaces/ports and traffic statistics.

m Network Vicinity Dashboard Provides information on the relationship between dis-
covered network devices and computers with the Operations Manager agent installed.
This is useful for determining the cause of network outages.

MORE INFO NETWORK DEVICE MONITORING

You can learn more about network device monitoring at http://technet.microsoft.com/en-
us/library/hh212935.aspx.
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Using management packs

An Operations Manager management pack is a collection of elements that allow you to use
Operations Manager to perform tasks, gather, and display important information about com-
puters, applications, services, and devices. Management packs are often specific to a particu-
lar product, device, application, role, or service, and contain elements that extend Operations
Manager’s ability to integrate with that service. For example, the Microsoft Exchange Server
2013 management pack contains elements that allow Operations Manager to monitor impor-
tant aspects of an Exchange Server 2013 deployment, just as the System Center Management
Pack for SQL Server contains elements that allow Operations Manager to monitor important
aspects of a SQL Server 2012 deployment. Individuals or organizations with detailed knowl-
edge about how the managed object functions, write management packs. You can view the
list of management packs imported into Operations Manager from the Management Packs
node of the Administration workspace, as shown in Figure 2-30.

MORE INFO MANAGEMENT PACKS

You can learn more about Operations Manager management packs at http://technet.
microsoft.com/en-us/library/hh212794.aspx.

= Fae TaEpTor - Opeaor Wara BE |
Eie Edit Mew Go Tasks Tools Help
i [seorch _ i3 oo [(Eiind] [Tl @ -
Administration £ Mansgement Packs (100} * Tasks
#, Connected Management Growps |~ | L Lask far Find Mow Clear (58K ']
“ uiJDf"i“"““’P““e'* o Name & Versian Sealed  Datelmported  Dese . oo “
S Ageye Wiahager] i 150 Application Monitoring Dashboards 71102260 Yes S/1T/2014 247-...
A fomstica; Mansac B Hatelining Tasks Lib TOBII0 Y ke =
D B Baselining Tasks Library o | st
e e B Chient Monitoring Internal Library 71002260 Ves TN 246 Micrs
B ik On coers B Client Monitoring Library TIA02260 Ve S/7/2014 243:... Mics
% Management Packs &, Client Moritering Overrides Management... 7.1.10226.0 S/1T/2014 246 This| | % Create Manapement Pack
4 [ Network Managemert ¥ Client Monitaring Views Library TLI02260  Yes SAT/2004 246, Micn | W Buownied Management Packs
. A1 ot maabiates s = i Data Warchouse Intermal Library TLIRN0  Yes SAT/2014 2538, Micn | W Import Management Packs.
) : i Data Warshourse Lieary TLIAMD  Ves S/17/2014 243 Mien
Discovery Wizard... o = ¥
TR Default Management Pack 7.1.10226.0 S/17/2014 246 This
B Monitoriog B Distrbuted Spphcation Designer Library TOB4I30 Ves SN AL Syste
i Heatth Internal Library 7084330 Ves SN2NA 243 S
4 Authoring i Health Library TOBI30  Yes STF2008 242 Syste
[l Reporting i Image Library {System Center) 7002260 Ves ST 243, Micns
- ¥ Image Library (Systerm) T585010 Yes SAT/2014 242, Syste
¥ Adminitration B Image Library (UNIX/Linu) 7510050 Yes SATI2014 2475, UNIX
kg My Warkspace Bl Image Library (Windows) TSE5010  Yes SA17r2004 2:4, Mien
il Instance Group Library 7585010 Ves SAT/2014 2:4%... This |
"L il i I
Ready

FIGURE 2-30 Management Packs

Management packs can include some or all of the following elements:

m Monitors Provides information to the Operations Manager agent about which as-
pects of the managed object it should track. For example, which logs to monitor.
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m Rules Determines which performance and discovery data the agent collects. It also
determines which situations trigger alerts. For example, which event in a specific log
should generate an Operations Manager alert.

m Tasks Allows an activity to be performed either through the agent or the Opera-
tions Manager console. For example, a task might restart a particular service. Tasks are
triggered either by alerts or manually through the Operations Manager console. Tasks
are performed by the Operations Manager agent or by the console (for example, when
you trigger a ping task).

m Views Provides a customized interface for viewing information and managing man-
aged objects.

m Reports Display insightful and meaningful data about the managed object. Custom-
ized reports come from the management pack authors to display information about
the managed objects.

m Object Discoveries Identify objects that Operations Manager can monitor.

®m Run As profiles Allows rules, tasks, monitors, and discoveries to be run using an
alternate set of credentials.

m Knowledge These are helpful articles that provide Operations Manager administra-
tors with diagnostic and problem resolution advice.

Management packs come as either sealed or unsealed. A sealed management pack is
read-only. Sealed management packs are digitally signed by the management pack authors
and use the .mp extension. This digital signature gives you confidence that a third party
hasn't modified the contents of the management pack. You can make modifications to sealed
management packs using overrides, described later in this chapter. Unsealed management
packs usually use the .xml extension and can be created and modified by the Operations
Manager Administrator.

Q EXAM TIP

Remember the difference between sealed and unsealed management packs.

Some management packs are designated libraries. Library management packs provide a
set of classes on which other management packs build. Dependencies exist where one man-
agement pack makes references to content in another management pack. To view a manage-
ment pack’s dependencies, right-click the management pack and select the Dependencies
tab, as shown in Figure 2-31. The information displayed on this tab will also provide you with
a list of management packs that depend on this management pack.
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General | Knowledge | Dependencies

Management Pack Dependencies

This management pack may have dependencies on other management packs which must
be imported first.

To remove this management pack, delete dependent management packs first.

Management Packs this Management Pack depends on:

Name Version

3% Health Library 7084330
@ Instance Group Librany 7585010
% Performance Library 7.0.2433.0

T System Center Core Library 7084330
T3 System Library 75.8501.0
34 Windows Core Library 7.5.8501.0

Management Packs that depend on this Management Pack:

Name Version

FIGURE 2-31 Management pack dependencies

Importing management packs

While Operations Manager ships with a collection of management packs, to get the most

out of the product, you'll need to import management packs that are specific to the type of
objects that you want to monitor. You can use several methods to obtain Operations Manager
management packs.
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The simplest method is to download and import management packs from the Microsoft
System Center Marketplace using the Operations Manager console. Figure 2-32 shows search-
ing for and selecting a SQL Server 2012 related management pack from the online catalog.
System Center Marketplace stores a very large number of management packs and should be
the first place you look when you need an Operations Manager management pack.

Select one or more management packs in the cataloeg list and click Add. 1

Find :

|5ql server

View :

|NI management packs in the catalog

Management packs in the catalog @ Properties ...

Mame Status Version Release Date Information ~
Data Warehouse Appliance V2
Parallel Data Warehouse Appliance
SGL Server 2005
SQL Server 2008
SQL Server 2012
SQL Server Appliance Base

Selected management packs :
Name Status Release Date
Microsoft SQL Server 2012 AlwaysOn Discovery M. t Pack Mot installed 10/15/2013

Microsoft SOL Server 2012 AlwaysOn Monitoring Management Pa... Mot installed 10/15/2013
SOL Server 2012 (Discovery) Mot installed 10/15/2013

FIGURE 2-32 Management pack catalog
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You can use the Operations Manager console to download management packs from the
online catalog to import at a later point in time. Figure 2-33 shows the Operations Manager
console interface for downloading management packs. This allows you to store important
management packs in a separate location for easy import into other Operations Manager

management groups.

E
Bz Select Management Packs

Az,

Select Management Packs

@ Help

< Add [ Properties ... X Remove

Download list :
Name Version Release Date -lL'—:'fﬂn:e
Microsoft SQL Server 2012 AlwaysOn Disco 6410 104152013
Microsoft SGL Server 2012 AwaysOn Monito... 6.4.1.0 10/15/2013
SGL Server 2012 {Discovery) 6410 10/15/2013
SQL Server 2012 (Monitoring) 6410 10/15/2013
SQL Server Core Library 6410 10/15/2013

Microsoft Exchange Server 2013 15.0.620.18

Digwnload management packs to this folder :

C:\ManagementPack Download

|| Ehwese‘

FIGURE 2-33 Management pack download

If you've obtained the management pack files already, you can import them from local
storage using the Operations Manager console. When importing sealed management packs,
you must ensure that the Operations Manager server trusts the CA that issued the sign-
ing certificate used to sign the sealed management pack. If the Operations Manager server
doesn't trust the CA that issued the signing certificate that was used to sign the sealed man-
agement pack, you won't be able to import the sealed management pack. Prior to attempting
to import management packs, ensure that you've imported any management pack depen-
dencies. You won't be able to import a management pack if dependency management packs
are not present on the Operations Manager server. Figure 2-34 shows importing SQL Server

2012 and Exchange Server 2013 management packs.
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o

!';‘-; Select Management Packs
N

Select Management Packs @ Help

Import list : < Add - % Properties .. ¢ Remove

License

Name Version Release Date  Status Terms

Microsaft Exchange Server 2013 15.0620.18

of Microsoft SQL Server 2012 Away... 6.4.1.0

W Microsoft SGL Server 2012 Alway... 6.4.1.0

J SQL Server 2012 (Discovery) 6410

J SQL Server 2012 (Monitoring) 6410

o SOL Server Core Library 6410
Status details :

This management pack is ready to import.

FIGURE 2-34 Import management pack

Important to note is that once you have imported a management pack, Operations Man-
ager will automatically begin monitoring relevant objects based on the default management
pack configurations and thresholds. This can lead to an increase in alerts, depending on the
configuration of the management pack that you have imported.

MORE INFO IMPORTING MANAGEMENT PACKS

You can learn more about importing management packs at http://technet.microsoft.com/
en-us/library/hh212691.aspx.

Removing management packs

Removing a management pack eliminates all of the settings and thresholds associated with
the management pack. For example, if you've upgraded all of the SQL Server instances in
your organization to SQL Server 2014, you might choose to remove management packs that
were used to monitor previous versions of SQL Server.
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You can only remove a management pack if any dependent management packs have also
been removed. For example, Figure 2-35 shows that the SQL Server Core Library management
pack is required for three other management packs. Before you are able to remove the SQL
Server Core Library management pack, you'll have to remove the three management packs
that list the SQL Server Core Library management pack as a dependency. You delete a man-
agement pack by right-clicking the management pack in the Operations Manager console,

and clicking Delete.

®_ 0 s Cevercorelibray

Dependencies

be imported first.

Management Packs this Management Pack depends on:

This management pack may have dependencies on other management packs which must

To remove this management pack, delete dependent management packs first.

MName Wersion Sealed
34 system Certer Core Library 7084330 Yes

T System Library 755010 Yes
3% Windows Core Library 7585010  Yes
Management Packs that depend on this Management Pack:

MName Version Sealed
'_q_i Microsoft SGL Server 2012 AlwaysOn Discovery Ma... §4.1.0 Yes
;ﬁSOL Server 2012 (Discovery) 6410 Yes
%SOL Server 2012 {(Monitoring) 64.1.0 Yes

FIGURE 2-35 Management pack dependencies

MORE INFO REMOVING MANAGEMENT PACKS

You can learn more about removing management packs at http://technet.microsoft.com/

en-us/library/hh230746.aspx.
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Thought experiment
Operations Manager management packs and agents at Tailspin Toys

You are responsible for managing the Operations Manager deployment at Tailspin
Toys. The previous administrator imported a large number of management packs
that are no longer relevant to your organization and should be removed. You also
want to start using Operations Manager to monitor several network devices that
support the SNMP v3 protocol. Finally, you want to configure Active Directory so
that domain-joined clients automatically receive information about the Operations
Manager deployment.

With this information in mind, answer the following questions:
1. What steps must you take before removing an installed management pack?

2. What must you include when configuring a Run As account for devices that will
be managed through SMNP v3?

3. Which utility do you use to configure automatic agent assignment?

Objective summary

m You can deploy the Operations Manager agent to computers that are members of a
trusted Active Directory domain using the Discovery Wizard. You can also manually
install the agent, or include it in an operating system image.

®m You can deploy the Operations Manager agent to supported versions of UNIX and
Linux using the Discovery Wizard, or by manually installing the agent.

m  When manually installing the agent, or including it in an image, you'll need to config-
ure agent authorization.

m You can use Operations Manager to manage network devices that support the SNMP
v1, v2, or v3 protocols.

m Management packs allow you to enhance the functionality of Operations Manager.

m You can only import a management pack if the management pack dependencies are
already installed.

m You can only remove a management pack if no other management packs exist, that
have the management pack you want to remove as a dependency.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of the chapter.
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1. You are creating a Run As account to be used with a network device discovery rule. All
network devices in your organization support SNMP v2. Which of the following must
you include when configuring the Run As account?

A. Community string.
B. Device name.

C. Device IP address.

D. Authentication key.

2. You want to ensure that all newly deployed servers in your organization have the
Operations Manager agent installed and connected to the single management server.
All newly deployed servers are automatically joined to an AD DS domain. Which of the
following must you configure to accomplish this goal?

A. Configure Active Directory automatic agent assignment.

B. Configure the Global Management Server additional setting Automatically Ap-
prove New Manually Installed Agents.

C. Configure the Global Management Server settings to Reject New Manual Agent
Installations.

D. Configure the Global Management Server settings to Review New Manual Agent
Installations In Pending Management View.

3.  Which of the following utilities do you use to configure Active Directory automatic
agent assignment?

A. MOMADadmin.exe.
B. Cmtrace.exe.

C. MOMAgent.msi.
D. GPedit.msc.

Objective 2.2: Configure end-to-end monitoring

Once you have imported management packs, you'll need to tune them so that they provide
you with useful monitoring information. Another form of monitoring is synthetic transactions,
which allow you to configure monitoring for a variety of different objects, from websites,
through to UNIX processes, network ports, and Windows Services. If you want to verify the
functionality of your organization’s web applications from external locations, you can config-
ure Global Service Monitor. If you want to monitor complex multi-tier applications, you can
configure a distributed application model.
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This section covers the following topics:
m  Managing management packs

m Configuring synthetic transactions

m Using Global Service Monitor

m  Application Performance Monitoring

m Creating distributed application models

Managing management packs

Subject matter experts create Operations Manager management packs so that Operations
Manager will provide you with useful information about a particular application, service,
role, or device. However, while the experts who created the management pack know a large
amount about the subject of the management pack, they don't know anything about your
specific private cloud environment. Importing the management pack is only the first part of
the management pack’s lifecycle. You also need to test, tune, and alter each management
pack so that it provides you with the information that you actually need to know to perform
your job.

MORE INFO MANAGEMENT PACK LIFECYCLE

You can learn more about the management pack lifecycle at http://technet.microsoft.com/
en-us/library/hh212732.aspx.

Microsoft describes the management pack lifecycle in the following manner:

m Review and evaluate in pre-production environment Before deploying a man-
agement pack into your organization's production environment, you should evaluate
the management pack in a test or development environment.

= Tune the management pack settings Use overrides to tune the management pack.
Save these overrides in a separate unsealed management pack.

m Deploy the management packs into production environment When you do this,
you'll also import the separate, unsealed management packs that contained the over-
rides that you created in your test or development environment.

= Maintain the management pack Once the management pack has been deployed,
you may still need to perform additional tuning. The following changes in circumstanc-
es should lead you to retune the management pack:

m Changing business needs Your organizational requirements might change in terms
of the monitoring of the object that is the subject of the management pack. This may
necessitate reevaluating how the management pack has been tuned.

m The environment changes For example, there is a change in computer hardware,
operating system, or virtual machine configuration that impacts the monitored object.
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= Additional applications You add a new application to the environment that inter-
acts with the monitored object in a substantive way.

m Application upgrade You should tune the management pack if the management
pack monitors an application that you've upgraded, or to which you've applied a ser-
vice pack.

m Updated management pack If the vendor releases an updated version of the man-
agement pack, you may need to begin the process again. Management pack upgrades
provide a great example as to why you should document the management pack tuning
process. If you've created documentation explaining how you've tuned the manage-
ment pack, you'll be able to refer to it when tuning a new version of the management
pack.

Overrides

When you first import a management pack, you may find that while it tells you many use-
ful things about the product, service, device, or object that you should know, it also tells

you many things about the product, service, device, or object that you aren’t interested in.
Overrides allow you to alter the settings of a rule or a monitor in a sealed management pack
without changing the rule or monitor itself.

To configure an override for a rule, perform the following steps:

1. Inthe Authoring workspace of the Operations Manager console, expand Management
Pack Objects, and click the Rules node.

2. Locate the rule for which you want to create the override. Figure 2-36 shows a rule
named MSSQL 2012: Logins Per Second.

= Rules - TailspinToys - Operations Manager [-T==
Fite Edit Yiew Go Tacks Tools Help
i |searcn= _ 1= Cresteafue _ § Opemdes™ _ {85 Scope] [ Find] [B) Tass] @ .
Authoring = Rules (2518)
4 5 Management Pack Objects " Management pack objects are now stoped to: Windows Server, Web Corsole Walcher, Heallh Servic.. Change Stope. X
i | Attributes 4, Lookfor | | Eind Now Clear
Mot MName Inherited from Management Pack i
i ]
f :’“ﬂ it = -] Operating system esror on & device S0L Server 2012 DB Engine  SQL Server 2012 (Moniterir
rricies
& e =) Could not cbtain exclusive lock on database 501 Server 2012 DB Engine  SCL Server 2012 (Moniterir
¥ Service Level Tracking =| An ermor occurred in the SOL Server Service Broker messa. . S0L Server 2012 DB Engine  S0L Server 2012 {Montorir
(e £ = MSSOL 2012 Legins per Second SOL Server 2012 DB Engine  SOL Server 2012 (Monitorir
Add Monitoring Wizerd =) #n SOL Server Service Broker conversation closed dueto .. SOL Server 2012 DB Engine 501 Server 2012 (Monitonr =
New Distributed Application... =) Table error: Allecation page has invalid page header valu... SOL Server 2012 DB Engine  SCL Server 2012 (Moniterir ?_'.-
New Group... =] Could nat create a statement object using OLE DB provider S0L Server 2012 DB Engune  SOL Server 2002 (Mondonr ;‘1
<] [ > 3
m
Bl wonitoring Rule details: v
-
| Athoring MS5QL 2012 Logine per Second Hule Description:
i'»'-h Reporting
g Managemant Pack: SQL Server 2012 (Manitaring) Total number of loging started per second.
28 Administration This does ot inhae pooed conmetiors.
- Target: SOL Server 2012 DO Engine
l!; My Wocksg.ace Knowledge: View knawledge
v Created: 6/1/2014 4:58:59 &M
Ready

FIGURE 2-36 Management pack rules
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3.

Right-click the rule, and click Properties. On the Overrides tab, shown in Figure 2-37,
click Disable to disable the rule, or click Override to change the parameters of the rule.

MSSQL 2012: Logins per Second Properties -

i J

| General I Configuration I Product Knowledge I Comparny Knowledgs | Overides |

Overrides are used to modify the rule configuration. You can override the configuration by
choosing cne of the options below:

Disable this rule through ovemdes:
Choose the context in which you want to disable the rule and click "Disable™ button.

Exampie: Dizable the rule for alf Windows computars.

Owvernid more par of this rule through overndes:
Example: Change threshold valuve from 20% fo 40% for alf Windows computars.

Summary

You can view all overrides applied to this rule by opening the summary dialog.

Exampla: [few the obyects this rule has been enabled for.

FIGURE 2-37 Configure overrides

When you click Override, you'll be asked to choose between all objects of the class that
the override applies to, to a group, to a specific object of the class, or for all objects of
another class. If you only wanted to configure the override on logins per second for
one SQL Server instance, you'd choose the Specific Object Of The Class option.

On the Override Properties dialog box, you then select the parameter name that you
want to override, provide a new override value, select the option to enforce the over-
ride, and select an unsealed management pack in which to store the override. You
should create a management pack to store for overrides of a specific management
pack, otherwise it will be stored in the default management pack. Figure 2-38 shows
that the Frequency parameter of the MSSQL 2012: Logins Per Second rule has been
altered to 500.
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MSSQL 2012: Logins per Second
Performance Collection
Class: SQL Server 2012 DB Engine

QOverride-contralled parameters:

Ovemide Parameter Name = Parsmater Type Default Value Ovenide Value Hfective Value Change Status Enforced

O [enebles [ Boolean [ True [ e [ True [INo changel O
» M | Freaueney Integer 200 500 200 | Added]

Details:

Frequency Description

The new custem ovemde will be created in the Taispin
Toys Management Pack' Click apply to view the new
dlfective value for this parameter.

g

Management pack

Select destination management pack:
Tailspin Tays Managemert Pack v

FIGURE 2-38 Override properties

To configure an override for a monitor, perform the following steps:

1. Inthe Authoring workspace of the Operations Manager console, expand Management
Pack Objects, and click the Monitors node.

2. Select the monitor that you want to configure the override for. Figure 2-39 shows the
Server Resources monitor in the Exchange Server Management pack.

Ele ot Vew Go Tasks Jock hielp
Seach™ . § Create a Mosaoe ™ . | Operrdes™ . | 6 Scope L

Autharing 4 Monitors «
4 ) Maagement Pack Colecs | Leoktor | | ErdMow  gear

(] Mttriovies Target Type Inherited From Mansgement Pack Enabled by Ded ~

& maers 1 o

:m B 4 05 Evity Heatth AggiegateRaliup  Object Health Libesry Yes m

:| Budes 18} Y Customer . iiup L L ge Server 2013 ez

L Sence Lewd Tracking *1 Key Dependenci et pange Sener 013 Ves

I e = | ¥ Server Resources e L a3 Yes
Add Monitorng Wizaid... #y Service Companents Dependency Rellup [Nt inhented) Micresoft Exchange Senoer 2013 Yes o
NewDistnbuted Application—.. 2 1 Averlability Aggeqate Bollup  Obgeet Hralth Libesry Ver g
s oo i Agqregte Rollop__ Object Health Libery e *\g
——[¢ " | 2l
W Monioring Monitor details: v
-J'*—m "™ serveresources Menienr Dewription: A
IS Heporig . .
L Administration i w3
m oy Target: Exchange Server

bttt Frooe: (ot inbwitedd] \
" sreniedon: v marisdae

Feacty

FIGURE 2-39 Monitors
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3. Right-click the monitor that you want to configure the override for, and click Proper-
ties.

4. On the Overrides tab, shown in Figure 2-40, click the Monitor that you wish to config-
ure the override for, and click Override. Click Disable if you want to disable the monitor
instead.

General | Monitor Dependency | Heatth Rollup Poli Alerting | Diagnostic and Recoveny
Product Knowledge | Company Knowledge | Overides

QOwerrides are used to change the moniter, diagnestic and recovery configuration. You can
also view all overrides applied to each by opening the summary dialog.

Choose the monitor, diagnestic or recovery from the list below for which you want to apply
overrides for or view summary on:

Monitor (Server Resources)

Disable... || Qverride. .. ||ﬁewsu'rmy...

Examples:
Disable @ monitor: | want to disable monitor for all Windows Computers.
Override a diagnostic: | need to override this diagnostic for one of my Windows Computers.

View summary of a recovery: | need to view the objects this recovery has been enabled for.

FIGURE 2-40 Monitor overrides

5. When you click Override, you'll be given the option of creating an override for all
objects in the class, for a group, for a specific object, or for objects in another class. If
you only want to configure an override for a specific monitored object, rather than all
objects the monitor is used with, select Specific Object. You can only select a specific
object if Operations Manager already monitors that object.
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6. On the Override Properties dialog box, select the parameter that you want to modify,
set the Override value, ensure that the Enforced checkbox is selected, and choose the
unsealed management pack in which to store the override. For example, in Figure 2-41,
the Alert Priority is set to Medium, from Low.

Override Properties -
Server Resources
Custom
Class: Exchange Server
Override-controlled parameters:
QOvemide Parameter Name # Parameter Type Default Value Ovemide Value Effective Value Change Status Enforced -
[]  |Aert On State Enumeration The menitor... | The meniteri... | The menitor is... | [Ne change] O
» Alert Priarity Enumeration Low Medium Low [Added]
O | Aer severty Enumeration Critical Critical Critical [No change] O
O Auto-Resolve Mlett | Boolean False False False [No change] O
[0 |Eenabled Boolean True True True [No change] O
[0 |Generstes Alert Boolean False False False [Mo change] O
O Mairtenance mode | Enumeration Maintenanc... | Maintenance... | Maintenance ... | [No change] O
J Monitoring unavaila... | Enumeration Rollup monit... | Rellup monito... | Rellup monito... | [No change] J
[0 |Percentage Double 0 0 0 [No change] O -
Details:
Alert Priority Description Edit...
The new custom ovemide wil be created in the Tailspin
Toys Management Pack’ Click apply to view the new
effective value for this parameter.
Management pack
Select destination management pack:
Tailspin Toys Managsment Pack v [ New
oK ][y ][ Conce

FIGURE 2-41 Override options

MORE INFO OVERRIDES

You can learn more about Operations Manager management pack overrides at http://tech-
net.microsoft.com/en-us/library/hh212869.aspx.

Tuning management packs

Tuning a management pack is the process of adjusting what the management pack is telling
you so it provides you with the information that you want to know, rather than the informa-
tion that the management pack authors think you need to know. When tuning management
packs, you should consult with the service owner, subject matter experts, and the operations
team members who are responsible for monitoring and responding to alerts.
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You can use the following approach when tuning management packs:

m Start by tuning the highest severity alerts first, and then work through towards the
lowest.

m Remember that rules generate alerts that do not auto-close when the issue that caused
the alert is resolved. Alerts generated by monitors close, then the issue is fixed.

m Evaluate how actionable an alert is. Actionable alerts are those where you are informed
what event occurred to trigger the alert, and where there are clear steps to resolve the
cause of the alert. Consider disabling alerts for rules where no action is required.

m Evaluate the validity of the alert. Some alerts will inform you that they were triggered
by a particular event, such as a service failing. If you investigate and find that the
service that supposedly triggered the alert hasn't failed, assess whether you should
disable the alert.

m Evaluate whether multiple alerts are informing you about the same issue. You can sup-
press those alerts that are providing you with duplicate notification about the same
issue.

Microsoft provides the following recommendations for management pack tuning:

= Only import a single management pack at a time. This gives you a chance to concen-
trate on tuning one management pack. Tuning more than one management pack
concurrently consumes substantially more time.

m Review alerts reported for servers monitored by the newly imported management
pack. Use the Alerts and Most Common Alerts reports to determine which alerts are
being created the most often, and use this as a starting point for tuning.

m Disable monitors or rules when you determine that you don't need to be notified
about a particular issue.

m Alter the threshold of the monitor generating the alert if you want the underlying issue
to be monitored, but not at the sensitivity at which the current monitor is configured.

m Save overrides to an unsealed management pack that uses the name Management-
Pack_Overrides. For example, call the management pack that stores the overrides for
the Microsoft Exchange Server 2013 management pack, Microsoft Exchange Server
2013_Overrides. This simplifies the process of keeping track of overrides.

MORE INFO MANAGEMENT PACK TUNING

You can learn more about tuning Operations Manager management packs at http://tech-
net.microsoft.com/en-us/library/hh230704.aspx.
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Exporting management packs

Exporting a management pack allows you to create a backup of that management pack.
This can be useful for management packs that store overrides and customizations as export-
ing that management pack allows you to save all of the overrides and customizations that
you configured. This allows you to then import the custom unsealed management pack to

a management server in another management group so that you can use the overrides and
customizations with the sealed management pack in that management group. For example,
you might spend time tuning a new sealed management pack in a development-monitoring
environment before introducing it into a production-monitoring environment. Prior to
importing the management pack into the production environment, you would export the
customizations into a separate unsealed management pack, importing both the sealed and
unsealed management pack.

If you are using the Operations Manager console, you're only able to export unsealed
management packs. If necessary, you can export a sealed management pack using the Export-
SCOMManagementPack Windows PowerShell cmdlet, though it is usually simpler to reimport
the sealed management pack from the location from which you originally obtained it.

MORE INFO EXPORTING MANAGEMENT PACKS

You can learn more about exporting management packs at http://technet.microsoft.com/
en-us/library/hh320149.aspx.

Configuring synthetic transactions

Synthetic transactions are a form of outside-in monitoring which do not require an agent on
the monitored object. Synthetic transactions are performed by a third computer, with the Op-
erations Manager agent installed, called a watcher node. Synthetic transactions are tests that
are performed to determine the availability or performance of one of the following items:

m OLD DB Data Source

m Process

m TCP Port

m UNIX or Linux Log File

m UNIX or Linux Process

= Web Application Availability
m Web Application Transaction
= Windows Service

You can configure Operations Manager to run tests against these items by configuring one
of the management pack templates, available through the Authoring workspace of the Op-
erations Manager console, and shown in Figure 2-42. The Application Performance Monitor-
ing template, also listed here, is covered later in the chapter.
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FIGURE 2-42 Management pack templates

The tests that form the basis of synthetic transactions are initiated from a computer

termed a watcher node. A watcher node can be a management server, a computer or device
that hosts an Operations Manager agent. When configuring certain synthetic transactions,
you specify which computers will function as watcher nodes, as shown in Figure 2-43.

Manitoring Type
General Properties
Connection String

Query Performance

Watcher Nodes

Summary

r.' Choose Watcher Nodes

‘Watcher node

Choose agent managed computers to act as watcher nodes from different locations.

Select one or more agent managed computers:

Computer

[T HV-HOST-A. tailspintoys. internal
[[] HY-HOST-B. tailspintoys. internal
[ OpsMar. tailspintoys.internal

[] orchestrator. tailspintoys.internal
[+ 5YD-DC. tailspintoys.internal

Run this query every:

23] [Minutes v

<Previos | | Ned> || Creste | [ Cancel |

FIGURE 2-43 Watcher nodes
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MORE INFO WATCHER NODES
You can learn more about watcher nodes at http://technet.microsoft.com/en-us/library/

hh457584.aspx.

OLE DB data source

You can use the OLE DB data source template to create a synthetic transaction to monitor the
performance and availability of any database, not just those running Microsoft’s SQL Server,
that you can establish a connection to through OLE DB. It's possible to create this synthetic
transaction even when the computer that hosts the database does not have an Operations

Manager agent installed.

To create a synthetic transaction using the OLE DB Data Source Wizard, perform the fol-

lowing steps:

1. Under Management Pack Templates, in the Authoring workspace of the Operations
Manager console, click OLE DB Data Source, and click Add Monitoring Wizard on the
ribbon.

2. On the Monitoring Type page, select OLE DB Data Source, as shown in Figure 2-44,
and click Next.

L g

E Select Monitoring Type

Monitoring Type
General Properties
Select the monitoring type
Connection String

Query Performance
‘watcher Nodes

Summary

iy Windows Service

Description:
This template allows you to meniter an OLE DB compliant data source. You can choose from a list of OLE DB
providers or supply a connection string to monitor the tanget data source.

< Previous | |

FIGURE 2-44 OLE DB Data Source
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3. On the General Properties page, provide a name for the monitor, and select an un-
sealed management pack in which to store the monitor.

4. On the Connection String page, provide the connection string to the database that you
will be connecting to with the monitor. Provide a query that will be used to perform
the test and specify a timeout. Figure 2-45 shows a query against the Operations Man-
ager database.

L g

E Test OLE DB Data Source Settings

Monitering Type @ Help

Generzl Properties
Test Connectivity by using the OLE DB Provider

Connection String

Connection string:
Query Performance ‘QLNCLIll}Server=OPSMGR;DaEbase=Dperat|onsManager;Inhegrahed 5ecur|ty=55PI| ‘ Build...

‘wiatcher Nodes

Summary
[] Query to execute:

select * FROM [OperationsManager] . [dbo]. [Category]

Query time-out (in seconds):

P Test
@ Request processed successfully
Test Result in miliseconds
Connection Time 53
Execution Time 4
Fetch Time 15
<Ere|ﬂous|| Next > H Create H[Ja"»cel |

FIGURE 2-45 Connection string

5. On the Query Performance page, select the measurements that you want to monitor,
the error threshold, and the warning thresholds, as shown in Figure 2-46.

6. On the Watcher Nodes page, specify the computers with the Operations Manager
agent installed from which the OLE DB test will be performed.
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Manitoring Type
General Properties
Connection String
Query Performance
\Watcher Nodes

Summary

H Set Query Performance Thresholds

Set Timing Thresholds
Error Threshold: Warning Threshald:
[¥] Connection time in mil 5 H & H
[w] Query time in milli ’5—5 4
[+ Fetch time in milliseconds: 5 4
<Previos | [ Net> | Ceste | [ Cancel |

FIGURE 2-46 Query performance

7. Complete the wizard to create the OLE DB synthetic transaction.

MORE INFO OLE DB DATA SOURCE

You can learn more about performing tests against OLE DB data sources at http://technet.
microsoft.com/en-us/library/hh457575.aspx.

Process

A process monitoring synthetic transaction allows you to monitor whether a specific process
is running on a computer. You can use a process monitoring synthetic transaction to deter-

mine the following information:

= Number of processes running

Amount of time that the process has been running

m Processor utilization of the process

m Process memory utilization

122 CHAPTER 2

Deploy resource monitoring

From the Library of Ida Schander


http://technet.microsoft.com/en-us/library/hh457575.aspx
http://technet.microsoft.com/en-us/library/hh457575.aspx

When configuring a process monitoring synthetic transaction, you can also configure an
alert to be raised if the processor or memory utilization exceeds a specific threshold, as shown
in Figure 2-47.

Lg

_E Performance Data Collection Settings

Manitoring Type
General Properties
Performance counters

Process to Monitor
[ Generate an alert if CPU usage exceeds the specified threshald

CPU Usage (percentage)
N

[w] Generate an alert if memory usage exceeds the specified threshold

Running Processes

Performance Data

Summary
Memary usage (MB)
0]
Performance counter sampling

Specify the number of consecutive samples that should exceed a threshold
before an alert is generated

Number of samples:
=]

-

Sampling interval:

<Previous | [ Wexs | Cres= | [ Concdl |

FIGURE 2-47 Performance Data

MORE INFO PROCESSES

You can learn more performing tests against processes at http://technet.microsoft.com/
en-us/library/hh457551.aspx.

TCP Port

A TCP Port-based synthetic transaction allows you to perform a test to determine if a service,
host, or device is contactable over the network. When creating a TCP Port-based synthetic
transaction, you can determine the following:

m  Can the target host be contacted?
m [s the connection to the target host accepted?
m Has the connection to the target host timed out?

m Can the FQDN of the target host be resolved?
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When configuring the TCP Port-based synthetic transaction, you specify the computer
name or IP address, and the port that you want the transaction to connect to. Figure 2-48
shows a synthetic transaction that will connect to host Smtp.tailspintoys.internal on port 25.

E Test Port Settings

Menitoring Type .@ Help
General Properties

Target and Port
Computer or device name:

‘watcher Node
|smb:|‘|ailsp<ntoys.mtemal ‘ |

Enter the IP address and port that you want to monitor

Summary
Port:

<Previous | [ Mews | Ceste | [ Cancdl |

FIGURE 2-48 Target and port

MORE INFO TCP PORTS
You can learn more about performing tests against TCP Ports at http://technet.microsoft.
com/en-us/library/hh457544.aspx.

UNIX or Linux log file
The UNIX or Linux log file synthetic transaction type allows you to check whether specific text
is detected in a certain log file residing on a computer running the UNIX or Linux operating
systems. When configuring the synthetic transaction, you must provide the following infor-
mation:
= Computer Name This is the name of a computer running UNIX or Linux that has
the Operations Manager agent installed and which hosts the log file that you want to
monitor. As an alternative, you can specify a Computer Group, which will allow you to
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use the synthetic transaction to monitor multiple computers with the UNIX or Linux
operating system.
m Log file path The path to, and name of, the log file

m Regular expression This is a regular expression to detect the text that must occur
in the log file to trigger an alert. If the text is a simple string, you don't have to use a
regular expression.

MORE INFO UNIX OR LINUX LOG FILES

You can learn more about performing tests on UNIX or Linux log files at http://technet.
microsoft.com/en-us/library/hh457589.aspx.

UNIX or Linux Process

You can use the UNIX or Linux Process synthetic transaction type to determine if a particular

process is currently running on a computer running the UNIX or Linux operating systems that
have the Operations Manager agent installed. When configuring a synthetic transaction type
to determine if a process is running on a computer with a supported UNIX or Linux operating
system installed, you must provide the following information:

m Process name The name of the process.

m Computer group The Operations Manager computer group that contains the UNIX
or Linux hosts that you want to check for the process.

m Alert sensitivity The sensitivity of the alert to raise if the process is not running.

You can also configure a regular expression to filter process arguments to separate mul-
tiple instances of a process with the same name.

MORE INFO UNIX OR LINUX PROCESSES

You can learn more about performing tests against UNIX or Linux Processes at http://tech-
net.microsoft.com/en-us/library/hh457572.aspx.

Web application availability

A web application availability synthetic transaction allows you to create a monitoring test for
one or more web application URLs to determine that they respond to basic requests. To cre-
ate a web application availability synthetic transaction, perform the following steps:

1. Click the Management Pack Templates node in the Authoring workspace of the Opera-
tions Manager console, and then click Add Monitoring Wizard on the ribbon.

2. On the Monitoring Type page, select Web Application Availability Monitoring, as
shown in Figure 2-49, and click Next.
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H Select Monitoring Type

Monitoring Type

General
Select the monitoring type
Wwhat to Monitor -
Vinerete Monitor Frem MNET Application Performance Monitoring
View and Validate Tests OLE DB Data Source
Process Monitoring
Summary TCP Port

UNIX/Linux Log File Monitoring
UNIX/Linux Process Monitoring

'Web Application Availability Monitoring
‘Web Application Transaction Monitoring
Windows Service

Description:
This template allows you to create availabilty monitoring tests for one or more Web Application URLs and run these monitoring tests from
intemal or extemal locations.

<previoss | [ Net> |[ Ceate | [ Caned |

FIGURE 2-49 Web application availability monitoring

3. On the General page of the Add Monitoring Wizard, provide a name for the synthetic
transaction monitor, and specify an unsealed management pack in which to store the
transaction’s settings.

4. On the Enter URLs To Be Monitored page, specify the website name and the website
address. Figure 2-50 shows the default IIS site of the server named Orchestrator.tail-
spintoys.internal.
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E What to Monitor

Monitoring Type

@ Help
General
Enter URLs to be monitored
\where to Monitor From Add URLs to the list by typing. pasting or importing a file into the table. including the appropriate protocol (hitp-// o https:/). You can
paste entire rows as pairs of comma-separated values (CSV) that is in the format 'Name, URL', or you can paste just the list of URLs
View and Validate Tests
Summary
e Add.. =mRemove
Name URL
4 hitp://orchestrator tailspintoys intemal
*

<Previeus | [ Ne> || Crae | [ Concel |

FIGURE 2-50 URLs to monitor

On the Where To Monitor From page, specify which computers that have the Opera-
tions Manager agent installed will function as watcher hosts.

On the View And Validate Tests page, click Run Test to verify that the synthetic transac-
tion works, as shown in Figure 2-51.
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Test Results: -

URL:

|hﬂp -/forchestrator tailspintoys intemal

Result:

The request was processed successfully.

DONS resclution time (milliseconds): Total response time (milliseconds):

2 I |
HTTF status code: Response body size (bytes):

(200 | [ |

Server certificate expiration (days):
[4284967295 |

FIGURE 2-51 Test results

7. Complete the wizard to create the synthetic transaction.

MORE INFO WEB APPLICATION AVAILABILITY

You can learn more about performing tests against web application availability at http://
technet.microsoft.com/en-us/library/hh881883.aspx.

Web application transaction

A web application transaction synthetic monitor goes further than a web application availabil-
ity synthetic transaction as it not only verifies that the target web application is available, but
that the web application responds to specific prompts and inputs, including authentication.

You can use the Web Recorder to record a browser session that includes multiple requests
to a target web application. You can then use the information generated by the Web Record-
er as the transaction used in the synthetic monitor.
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To record a web application session and then create a synthetic monitor based on that
information, perform the following steps:

1. Inthe Authoring workspace of the Operations Manager console, select Web Applica-
tion Transaction Monitoring under Management Pack Templates.

2. In the Tasks menu, click Custom Actions, and then click Record A Browser Session.

3. Onthe Web Application Editor, shown in Figure 2-52, provide a name and select an
unsealed management pack in which to store the session information.

1. Name Your Web Application
Choose a name that best matches the web application you want to create. You can fill a description for it if you like.

MName: Description (optional):
|Web Application Transaction Demonstration

2. Save to a Management Pack
Select a management pack where your web application will be saved.

Management Pack:

FIGURE 2-52 Web application editor

4. On the Web Application Editor - Browsing Session dialog box, click Start Capture. In-
ternet Explorer will launch. Browse to the web application and perform the interaction
that you want to test.

5. When you complete the browsing session, close the browser, click Stop Capture, click
Apply on the Web Application Editor, then select a watcher node, and click Apply
again. Verify that the Web Application Data Imported Successfully message is dis-
played, as shown in Figure 2-53, and then close the Web Application Editor dialog box.
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Web Application Editor - Web Application Transaction Demonstration I;‘i-

Monitoring browser sessions Actions

Web Site - Requests Stop Processing Web Request N

t bing. co
€ Insert request

D Start capture

Stop capture

IE'I Group requests

i+ Move up

4 Move down

7< Delete

Properties

Request Details: Web Application =
http://www.bing.com = & Configure settings
Setting any criteria below will generate an error health state for this request:
Http Status Code: |Greater than or equals v ‘ | 400| |I| Run Now -

»

= RunTest

[[] content Match:

View Test Results
[] Response Time: Seconds
View Full Results

Generate an alert if any error criteria is met.
= Y Resources -
[] M Stop processing the subsequent requests if any error criteria is met.

@ Monitoring web sites

) . ) ) ) @ Creating
Setting any criteria below will generate a warning health state for this request: ~ components

You can verify the criteria by dlicking "Verify”

To discard your changes and edit another request, click ‘Discard Changes”

[=]

@ ‘Web Applicationdataimported successfully! Apply

FIGURE 2-53 Web application editor

Clicking Apply creates the web application synthetic transaction. You can also create the
web application synthetic transaction by performing the steps in the wizard.

MORE INFO WEB APPLICATION TRANSACTIONS

You can learn more about performing tests against web application Transactions at http://
technet.microsoft.com/en-us/library/hh457553.aspx.

Windows Service

You can create a Windows Service synthetic transaction to determine the state of a service
running on a Windows-based computer. When configuring the transaction, you need to pro-
vide the following information:

m Service name
m Operations Manager computer group

Once the service is selected, you can configure alerts to be triggered if specific CPU and
memory thresholds are exceeded. Figure 2-54 shows a Windows Service synthetic transaction
where an alert will be triggered if the CPU utilization exceeds 80 percent and the memory
utilization exceeds 150 MB.

130 Deploy resource monitoring

From the Library of Ida Schander


http://technet.microsoft.com/en-us/library/hh457553.aspx
http://technet.microsoft.com/en-us/library/hh457553.aspx

H Set Performance Data Collection Settings

Menitoring Type
General
Performance counters

Service Details
[w] Generate an alert if CPU usage exceeds the specified threshold

CPU Usage (percentage)
s el
=1

[w] Generate an alert if memory usage exceeds the specified threshold

Performance Data

Memery usage (MB)
Performance counter sampling

Specify the number of consecutive samples that should exceed = thresheld
before an alert is generated

Number of samples:
[~]

LA

Sampling interval

<Previous | [ Nee> || Ceme | [ Concd |

FIGURE 2-54 Performance data

MORE INFO WINDOWS SERVICE

You can learn more about performing tests against Windows Services at http://technet.
microsoft.com/en-us/library/hh457595.aspx.

Q) EXAM TIP

Remember the different types of synthetic transactions that you can configure.

Using Global Service Monitor

System Center Global Service Monitor is a cloud service that allows you to perform outside-in
monitoring of your organization's external web-based applications. Outside-in monitoring is
a type of monitoring that checks the availability and functionality of the monitored web-
based application from a location external to your organization’s internal network. Rather
than checking whether a web-based application is functioning from the perspective of a user
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and host on your organization’s internal network, a series of tests are performed against the
web application from multiple locations around the world including:

= Amsterdam, Netherlands
m  Chicago, United States

m London, United Kingdom
m Los Angeles, United States
®  Miami, United States

m  Moscow, Russia

m Newark, United States

m Paris, France

m San Antonio, United States
m Sao Paulo, Brazil

m Singapore

m Stockholm, Sweden

m Sydney, Australia

m Zurich, Switzerland

Global Service Monitor runs tests against the web application, rather than just verify-
ing that the web server that hosts the application is responding to traffic requests. You can
configure tests using Global Service Monitor where a test user signs on to the web application
and performs certain tasks, such as ordering an item from an online store.

Global Service Monitor has the following conditions:

m System Center 2012 Operations Manager or later must be deployed in your environ-
ment.

®m You must have a System Center Global Service Monitor subscription.

m The Operations Manager servers in the management server pool that will be used with
Global Service Monitor must be able to communicate with hosts on the Internet using
the HTTP protocol.

= Windows Identity Foundation must be installed on the management server that com-
municates with the Global Service Monitor servers in the cloud.

Global Service Monitor provides the following dashboards:

= Summary Dashboard This dashboard provides simple availability information
through a world map showing the locations that monitoring is being performed from.
It also displays rollup test status for each location.

m Detailed Dashboard This dashboard allows you to view the results of specific tests
and alerts. For each web application that you are monitoring, you can check a location,
and the tests performed from that location that you want to investigate.
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m Health Explorer This allows you to view the health status of a web application avail-
ability test on a per-location basis.

m Test Visualization Dashboard This allows you to view Global Service Monitor web
test results, including performance data.

MORE INFO GLOBAL SERVICE MONITOR

You can learn more about System Center Global Service Monitor at http://technet.
microsoft.com/en-us/library/jj860368.aspx.

Application Performance Monitoring

Application Performance Monitoring (APM) allows you to monitor Internet Information
Services (I1S) hosted .NET and Windows Communication Foundation (WCF) applications from
both the server and client side perspectives. This allows you to use Operations Manager to
collect detailed information about a specific application’s performance of reliability.

You use the .NET Application Performance Monitoring Template, available through the
Authoring workspace of the Operations console, to configure Application Performance
Monitoring. To view Application Performance Monitoring event details, it is necessary to have
installed an instance of the Operations Manger web console. You'll also have to import the
following management packs and their dependencies:

= Windows Server 2008 IIS 7.0
m Operations Manager APM Web IIS 7

If monitoring Windows Server 2012 or Windows Server 2012 R2, you'll need to import the
following management packs and their dependencies:

®  Microsoft Windows Server 2012 1IS 8
m  Microsoft System Center APM Web 1IS 8

Once these management packs are installed, you'll be able to view the ASP.NET applica-
tions that Operations Manager finds in the Monitoring workspace, under Application Moni-
toring, under the .NET Monitoring node in the ASP.NET Web Application Inventory node.
You'll be able to view WCF applications under the 1IS Hosted WCF Web Service Inventory
node. Once APM discovers an application, IIS will usually need to be restarted. This allows the
application pools to recycle, enabling the APM extensions, and allowing the APM function, to
be registered with the application.

The server-side monitoring capabilities of APM include:
m Performance event monitoring and alerting

m Exception event monitoring and alerting

m  Modifying performance event threshold

m Configuring performance event monitoring thresholds and sensitivity on a per-
namespace or per-method basis
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m  Configuring exception event monitoring types on a per-exception or per-exception
handler basis.

The client-side monitoring capabilities of APM include:
m Performance event monitoring and alerting
m Exception event monitoring and alerting
m Performance event thresholds for:
m Page load
m  Asynchronous JavaScript and XML
= WCF

m Collecting data related to images, scripts, CSS, HTML, global variables, and exception
stack

m Collecting load balancer header data
To configure Application Performance Monitoring, perform the following steps:

1. Inthe Authoring workspace of the Operations Manager console, click Management
Pack Templates, and then click Add Monitoring Wizard on the ribbon.

2. On the Monitoring Type page, shown in Figure 2-55, click .NET Application Perfor-
mance Monitoring.

Lg

E Select Monitoring Type

Monitoring Type

General Properties
Select the monitoring type
‘what to Menitor

Server-Side Configuration

NET Application Performance Monitoring
Summary OLE DB Data Source

Frocess Manitoring

TCP Pot

UNIX/Linux Log File Menitoring

UNIX/Linux Process Monitoring

Web Application Availabilty Menitaring

Wieh Application Transaction Moritoring
s Windows Service

Description:

This template lets you menitor ASP.NET and WCF Applications hosted in 1S 7.0 and 115 8.0, in addition to Windows Services that usethe |
Microsoft .NET Framework. To monitor ASP.NET applications and web services. you must install and import either the Windows Server D
2008 Irtemet Information Services 7.0 management pack or the Windows Server 2012 Intemet Information Services 8.0 management

pack. To use this template to monitor a Windows service that is based on the .NET framewarkc with the APM feature. you must install the

[ <Previous |[ MNet> || Cpate | [ Cancel |

FIGURE 2-55 .NET Application Performance Monitoring template
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3.

On the General Properties page, provide the name of the monitor and specify an un-
sealed management pack in which to store the monitor files.

On the What To Monitor page, click Add. On the Object Search page, click Search. A
list of web applications and services that have been discovered on servers that host the
Operations Manager agent will be displayed. Select the applications that you want to
manage, and click Add. This dialog box is shown in Figure 2-56.

To add objects, search for the objects and then add them to the selected objects list.

Search for:
Web Applications and Services

Filter by part of name (opticnal):

Ayailable items

Component Application Path

@Orchestmtorﬂ]ﬂ Microsoft System Center 2012 Orchestrator Web Service/...
&3 Trads Default Web Stte/Trads

ﬂTﬁdeWeb BSL Default Web Site/TradeWebBSL

e WSTest15 Default Web Site/WSTest15

Selected objects

Component Application Path

23 Trade Default Web Ste/Trade

&3 TradeWebBSL Default Web Site, TradeWebBSL
EAWSTest15 Default Web Ste/WSTest15

FIGURE 2-56 Web application search

On the Server-Side configuration, select Enable Additional Configuration Options
For Server-Side And Client-Side Monitoring, as shown in Figure 2-57, and then click
Advanced Settings.
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L g

H Server-Side Configuration

Monitering Type

General Properties
Configure the default monitoring settings
Wwhat to Monitor

Server-Side Configuration Event monitoring
Server-Side Customization [#] Turn on performance event alerts
Client-Side Configuration [+] Turn on exception events alerts
Enable Client-Side Monitoring
Configure pe event
S
e Ferformance gvent threshold (ms)
Use advanced settings to further ize the ion for the

[] Enable additional configuration eptiens for server-side and client-side menitoring

<Previous | [ DNee> || Ceme | [ Cancel |

FIGURE 2-57 Server-side configuration

6. On the Advanced Settings page, review the current configuration, click Use Default
Configuration, and then enable exception event monitoring for Application Failure
Alerts, as shown in Figure 2-58.

7. On the Server-Side Customization page, select the first segment, and click Customize.
Verify that you can configure separate performance event monitoring settings for each
application segment, and then click OK.
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[] Turn on exception events alerts

Configure performance event monitoring
Performance event threshold (ms):

[15000

Sensitivity threshold (ms):

[100

Configure exception event monitoring

[¥] Security alerts (®) Critical exceptions only

[] Connectivity alerts (O All exceptions

[] Applicaticn failure alerts

Monitors

Mame . Threshold
d > minutes

% Performance Events/sec excee... 55| minutes

%]
[ |Average Request Time exceedst... 1DDDD ms 5 minutes

Monitored servers
You can target a group to limit the scope of the monitoring to the group of servers.

Targeted group: p Search... == Remove

Use Default Configuration Ol Apply

FIGURE 2-58 Advanced monitoring settings

On the Client-Side Configuration page, enable performance event alerts and exception
event alerts, as shown in Figure 2-59. Review the page load threshold, and Ajax and
WCF threshold settings.
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H Client-Side Configuration

Mornitoring Type @ Help

General Propert
enerl Froperties Configure client-side monitoring

‘whiat to Monitor
Server-Side Configuration Event monitoring
Server-Side Customization [+ Turn on performance event alerts

Client-Side Configuration [ Turn on exception events alerts

Enable Client-Side Monitoring

Configure performance event collection
Page load thresheld (ms): Ajax and WCF thresheld (ms);

o0 R L

Configure dlient IP address fitter

Summary

£ Add... 7 Edit.. == Remove

| 1P Address & MNetmask Deny Type
A 128 P is ot in subnet

255.255.255.255 IP is not in subnet

More about client IP address filters

Use advanced settings to further customize the configuration for the application group

<Previous | [ Med> || Ceste | [ Camcel |

FIGURE 2-59 Client-side configuration

On the Enable Client-Side Monitoring, review the information presented, and then

complete the wizard. Note that it is likely that you'll need to restart IS on the server

that hosts the web application.

MORE INFO APPLICATION PERFORMANCE MONITORING

You can learn more about Application Performance Monitoring at http://technet.microsoft.
com/en-us/library/hh457578.aspx.

Creating distributed application models

A distributed application is one that consists of multiple objects. For example, a distributed
application could comprise a database running on one monitored computer, a web server
running on another computer, and a device that functions as a network load balancer. In
Operations Manager, you can monitor each of the disparate objects that comprise the distrib-
uted application as a way of monitoring the overall health of the application. To be included
in a distributed application, Operations Manager must already monitor each of these objects
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before you can add them to a distributed application using the Distributed Applications De-
signer, a tool available from the Operations Manager console.

The Distributed Application Designer allows you to create distributed applications using
a graphical tool. This graphical tool is shown in Figure 2-60. The figure shows three groups
named Databases, Management Servers, and Infrastructure.

Ble View Hep

Save Objects | (& Degails Add Component "%, Create Relationship 2% Remeve &) Rgset [ Propertics Ong Chart (North-Seutt = e Relgyour | &) &
el i | *» Ty
Objects =
Search for ofyects: |
EEE— - : -
Acvanced Search ] Databases &
L J Management Servers =
s (9 M35QLSERVER [OpsMar tailspintoys...
g Senpypey Ll MSSQLSERVER: [Orehestrator.tailsgin... | ' A1 Management Servers Resource P.
([ Distributed Applicaticn Component (0) &
@ Otioat 225)
Object Path -
S =
q L 3 Infrastructure 3]
YD-DC talspmioyent.., SYD-DC,.
%:ﬂ, M: i " SYD-DC tailspintoys.internal

| R SYDOC talspintoysint. SYDDC
dsm—l:cm.p'-mpn... Mozl
T

& SymenCenterCube/ M. [ . i E

| @ Tadspindtys Netwod: 01 ||| Distributed Application details

| G Tadspirdoys Network D T

= APP-ONE

Oject Path

el el i Distributed Application Deacription: B State View

Distributed Application Template, Elank [B] Mert View
Componert Groups. 3 2] Dengram View

2 $QL DB Engine (2)

- = Some lanks the dected abgect has not been saved yat
2% Service (1)

FIGURE 2-60 Distributed Application Designer

You create distributed applications with the distributed application designer by using the
following:

m Objects Any object that has been discovered by Operations Manager can be used
when building a distributed application.

m Component Groups These are collections of objects. Before you can add an object
to a distributed application, you need to add that object to the component group.
Component groups can contain any type of object, though it's also possible to restrict
component groups to objects of a specific class.

m Relationships These allow you to express that a relationship exists between two dif-
ferent component groups.
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You can build a distributed application in the Distributed Application Designer from a
blank template, or use one of the following built-in templates listed in Table 2-1.

TABLE 2-1 Distributed application templates

Template Name

Line of Business
Web Application

Messaging

.NET 3-Tier
Application

Description

Includes groups that describe
a common web application

Includes groups commonly
used by messaging services.
This template is shown in
Figure 2-61.

Includes objects and data
from synthetic transac-
tions as well as data gener-
ated through Application
Performance Monitoring

Container Groups

Web Sites
Databases

Messaging clients
Messaging com-
ponents
Directory Services
Network Services
Storage

Physical Network

Client Perspective
Presentation Tier
Business Tier
Data Tier

Contained Classes

Web Sites
Database

®  Computer Role

B Distributed Applica-
tion segment

B Logical Application

Logical Hardware
segment

Network Device
Perspective
Physical Entity
Service

Perspective
ASP.NET application

.NET application
segment

B Database

To create a distributed application, perform the following general steps:

1. Inthe Authoring workspace of the Operations Manager console, right-click Distributed
Applications, and click Create A New Distributed Application.
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File  Miew Help
Save “ Objects | [ Details gﬁ.dd LComponent % Create Relationship % Remove §) Reset || Properties
Objects [ﬁ‘r APP-FOUR Messaging Clients E]

Search for objects:

§)
Advanced Search |

& APP-FOUR Messaging Componants k]]
QOrganize Object Types

Only 7 Object Types can be visible in the
Object Picker. In this window, you can
worganize what Object Types you want to

:th wisible and which ones you want fa not [hl APP-FOUR Directory Services '3!] (. APP-FOUR Storage '3!]

E Computer Role

[W] [ Distributed Application Component
Local Application ADP.FOUR Netwark Servicar A
¥

Legical Hardware Component
[W* Network Device
[¥i5 Perspective

Physical Entity |
Service r
.l 58 APP-FOUR Physical Network ﬂ]

<| [ [

C Role Distributed Application details

[ istributed Application Camponent APP-FOUR
[ Local Application Key Details
@ e Distributed Application Description: State View

Diistributed Application Template: Mess Alert View
Component Groups: [ Diagram Yiew

= Some links are disabled because the selected object has not been saved yet.

FIGURE 2-61 Messaging distributed application
On the Create A Distributed Application dialog box, shown in Figure 2-62, provide a

name for the distributed application, choose a template, and choose an unsealed man-
agement pack in which to store the application.
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$ Create a Distributed Application

1. Name Your Distributed Application

Choose a name that best matches the distributed application you want to create. You can fill 2 description for it if
you like.

Name: Description (opiional):
Mew Distributed Application

2. Choose Distributed Application Template

Select a template that most closely matches the distributed application you have deployed. A distributed application
object will be created along with 2 set of monitors, rules, views, and reports.

Template: Descrphbon:

NET 3-Tier Application Thiz distributed application iz used for general purposes. This
Line of Business Web Application template will allow you to start from a blank slate and compose
your distributed application from the ground up.

Messaging
Blank (Advanced)

View Details

3. Save to a Management Pack
Select 2 management pack where your distributed application and its components will be saved.

Management Pack:

Tailspin Toys Management Pack

FIGURE 2-62 Blank application designer template

3. Click Add Component, to add a new component to the distributed application.

4. In the Create New Component Group, shown in Figure 2-63, specify the object classes
that you want to include in the component group.

MORE INFO DISTRIBUTED APPLICATIONS

You can learn more about distributed applications at http://technet.microsoft.com/en-us/
library/hh457612.aspx.
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Name your component group:
|New Component

‘what objects do you want to add to this component group?
() Al Objects
(®) Objects of the following type(s):

=L@
B Administration tem
Announcement
Connector
Global Settings
Microsoft. SystemCenter IntermalWordlow Target
Microsoft. SystemCenter, Warehouse .Cube CubeMetadata
Microsoft. SystemCenter, Warehouse . Dimension
Microsoft. SystemCenter, Warehouse . Dimension. Processing Interval
Microsoft. SystemCenter. Wordlow Target
Callection
=- Corfiguration tem
Logical Entity
. Physical Entity
I:—]--m Extension base class
ManagementPack element base class
ManagementPack subelement base class

e e

s, Cos.

FIGURE 2-63 Component group objects

5. Populate the component group by dragging objects to it from the sidebar. Create re-
lationships between component groups by clicking Create Relationship, and selecting
the source and destination component groups.

@ EXAM TIP

Remember that objects in the Distributed Application Designer must be members of com-
ponent groups.

Objective 2.2: Configure end-to-end monitoring CHAPTER 2 143

From the Library of Ida Schander



Thought experiment
Travel booking application at Margie’s Travel

The developers at Margie’s Travel have just deployed a .NET application across sev-
eral virtual machines on your organization’s perimeter network. One VM hosts the
1IS segment, and another hosts the web application’s database tier. This application
is supposed to be available to users around the world.

With this information in mind, answer the following questions:

1. Which service should you configure to verify that the external web application is
available to people around the world?

2. What would you configure to monitor the web application as a single entity?

3. What would you configure so that you can assess and monitor the performance
of the web application?

Objective summary

® You can tune a management pack so that it presents you with information that is rel-
evant for your particular environment.

m Tuning involves configuring overrides for monitors and rules that change how each of
these work.

m  When tuning a sealed management pack, you store the overrides in a separate un-
sealed management pack

m Synthetic transactions allow you to create monitors for a variety of items, including
UNIX and Linux processes, Windows Services, web applications, and OLE DB data
sources

m Global Service Monitor allows you to configure remote monitoring of externally avail-
able web applications

m  Application Performance Monitoring allows you to configure advanced monitoring for
.NET and WCF applications

m Distributed application models allow you to create models of applications that depend
upon multiple disparate segments.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of the chapter.

1.

Which type of synthetic transaction would you configure to verify that a SQL Server
database was responding to remote queries?

A. Windows Service.

B. TCP Port.

C. OLE DB data source.

D. Web application availability.

Which type of synthetic transaction would you configure to verify that a specific web
application was available? (choose the best answer)

A. TCP Port.
B. Windows Service.
OLE DB data source.
D. Web application availability.

Which type of synthetic transaction would you configure to verify that your ISP’s SMTP
Smart Host was available to route outgoing email traffic?

A. OLE DB data source

B. Windows Service

C. Web application availability
D. TCP Port

Objective 2.3: Create monitoring reports and
dashboards

Once you've configured the monitoring of the objects in your organization, you can view the
monitoring data in a variety of ways. Service level tracking allows you to configure perfor-
mance and availability benchmarks as a way of measuring whether the services that you are
monitoring are meeting the availability and performance expectation of the stakeholders
who use them. Reports allow you to generate visual representations of the information gath-
ered by Operations Manager. Dashboards allow you to configure at-a-glance representations
of important information.
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This section covers the following topics:
m Service-level tracking
m Reports

m Dashboards

Service level tracking

You can use Operations Manager to monitor how well your organization is meeting service
level agreements (SLA) and/or operating level agreements (OLA). This is done by configur-
ing Operations Manager to track service availability and performance against agreed upon
benchmarks between the organizations participating in the SLA or OLA.

To perform service level tracking in Operations Manager, you define a specific service level
objective (SLO) in terms of a set of monitors, such as performance and availability. You then
schedule and access regular reports to verify that the SLOs are being met, or, if they aren't,
change processes so that the SLOs will be met.

MORE INFO MONITORING SERVICE LEVEL OBJECTIVES USING OPERATIONS MANAGER

You can learn more about monitoring service level objectives using Operations Manager at
http://technet.microsoft.com/en-us/library/hh212753.aspx.

Application SLOs

Monitoring an application SLO with Operations Manager involves ensuring that availability
and performance goals are being met. To define a SLO against an application, in this case
the SQL Server 2012 database engine, which requires a SQL Server management pack, using
Operations Manager, perform the following steps:

1. Inthe Authoring workspace of the Operations Manager console, click Service Level
Tracking under Management Pack Objects.

2. On the ribbon, click Create.

3. On the General page of the Service Level Tracking Wizard, type the name SQL Server
2012 OpsMgr SLO.

4. On the Object To Track page, ensure that an unsealed management pack is selected,
and then click Select.
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On the Select A Target Class dialog box, click Distributed Application, and
All. In the list of results, click SQL DB Engine, as shown in Figure 2-64, and
OK.

then click
then click

Select a Target Class

Select the class, group, or object that you want to target from the list below. You can also filter or sort the list to make

items easier to find.

Look for:

Search result filter:

| Clear

[an

v]

Target

S0l Components

501 Camputers

50l Database

50L DB Engine

50L DE File

S0L DB File Group

50L DB Perspective
S0L Distributor

S0l Instances

S0L Integration Services
S0l Publication

S0L Publisher

S0L Reporting Services

Management Pack

S0L Server Core Library
S0L Server Core Library
S0L Server Core Library
S0L Server Core Librany
S0L Server Core Library
S0L Server Core Library
S0L Server Core Library
S0L Server Core Library
S0L Server Core Library
S0L Server Core Library
S0L Server Core Library
S0L Server Core Library
S0L Server Core Library
501 Role S0L Server Core Library
S0L Server 2012 Agent S0L Server 2012 [Discovery]
S0L Server 2012 Agent Job S0L Server 2012 [Discovery]
< m

11485 total Targets, 1149 visible, 1 selected

Description
A group containing all components related to Microsoft £
A group containing allWindows cormputers that are runn
All Microsoft SOL Server databases regardless of version
Aninstallation of anyversion of Microsoft SOL Server Dat
All Microsoft SOL Server database files independent of th
All Microsoft SOL Server database file groups independer
All Microsoft SOL Server database perspectives independ
All Microsoft SOL Server distributors regardless of versior
A group containing allinstances of Microsoft SOL Server
Aninstallation of Microsoft S0L Server Integration Servic
All Microsoft SOL Server publications regardless of wersio
All Microsoft SOL Server publishers regardless of wersion,
Aninstallation of Microsoft SOL Server Reporting Service
Aninstallation of anywersion of any Microsoft SOL Server
Microsoft SOL Server 2012 agent component

All Microsoft SOL Server 2012 agent jobs,

~

Hp  [[ oK |[ Cancel

FIGURE 2-64 Target class

On the Object To Track page, click a group or object that contains objects of the tar-
geted class, and then click Select. On the Select An Object dialog box, select the SQL
Server instance on the operations manager server that is of the class SQL 2012 DB En-

gine, as shown in Figure 2-65. This will ensure that the SLA only applies to
instance of the database engine.
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= |

Enter search keywords from the name of the group that contains object from the class you want to target, and click
search.

Select an Object

Look for:

Group or Object
ﬁOr\:hestmtor.tailspintws.irﬂemal
ﬁSYD—DC.tailspimoys intemal
ﬁOpsMgr.tailspintws.intemal

= Al Management Servers Resource ...
@y All Management Servers Resource ...
4% Data Access Service - OpsMartails...
lﬂ Data Access Service - OpsMartails...
E_!; Management Corfiguration Service
¥ Management Corfiguration Service
£ Microsoft Windows Server 2012 R...
rﬁ-, Microsoft. SystemCenter Apm.CamA..
ﬂ Microsoft. SystemCenter. Notffication...

Path

Microsoft. SystemCerter AgertWatch....
Microsoft. SystemCenter AgertWatch....
Microsoft. SystemCenter CollectionMa. ..
OpsMgr tailspintoys.intemal

OpsMgr tailspintoys intemal

OpsMar tailspintoys intemal

OpsMar tailspintoys intemal

OpsMar tailspintoys intemal

OpsMgr tailspintoys.intemal

OpsMgr tailspintoys intemal

OpsMar tailspintoys intemal

OpsMar tailspintoys intemal

Class ~
Health Service Watcher (Agent)
Health Service Watcher (Agent)
Health Service Watcher (Collection
Operations Manager Operational Dz
Operations Manager Data WarehoL
Windows Service Endpoirt

Data Access Service

Management Corfiguration Service
Windows Service Endpoirt
Windows Operating System
Client-Side Monitoring Agent
Notification Server

SQL Server 2012 Reporting Service

SQL Server 2012 DB Engine

MET Application Monitoring Agent

Root Management Server Emulator

SQL Server 2012 Installation Seed |~
»

OpsMar tailspintoys intemal
OpsMgr tailspintoys.intemal
OpsMgr tailspintoys intemal
OpsMar tailspintoys intemal

OpsMar tailspintoys. intemal
n

[MSSOLSERVER

I MSSQLSERVER

E“_‘,Ops Mar tailspintoys intemal
@ OpsMar tailspintoys intemal
£l OpsMar tailspirtoys intemal
<

oK || Cancel

FIGURE 2-65 Object selection

On the Service Level Objectives page, click Add, and then click Monitor State SLO.
Monitor state SLOs allow you to track the availability of the application.

On the Service Level Objective (Monitor State) dialog box, provide a name for the
objective, and list the states that qualify as downtime for the objective. The states
that you select will be dependent on the agreement made between the stakehold-
ers. Figure 2-66 shows a 99.99 percent service level objective goal where Unplanned
Maintenance, Unmonitored, Monitoring Unavailable, and Monitoring Disabled count
as downtime. Click OK.

On the Service Level Objectives page, click Add, and then click Collection Rule SLO.
Collection rule SLOs allow you to track the performance of the application.
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Enter a name for the SLO and then set the desired thresholds or states to track.

Service level objective name:
|Op5 Mgr DB Engine

Targeted class
[SGL DB Engine

Maonitor;
| Lvzilability

Service level objective goal (%4):

o0 [

Specify the states you want to be counted as downtime in this objective:
Critica
[w] Unplanned maintenance
[w] Unmenitored

[#] Monitering unavailable
[ Moniter disabled

[] Planned maintenance
[] wiarning

FIGURE 2-66 SLO Monitor configuration

@ EXAM TIP

Remember the difference between Monitor State SLOs and Collection rule SLOs.

10. On the Service Level Objective (Collection Rule) dialog box, provide a name. Next to
Performance Collection Rule, click Select. You can only select an existing performance
collection rule. You can create rules from the Authoring workspace of the Operations
Manager console. For example, if the SLO were about ensuring that the SQL Server DB
engine never exceeded 90 percent processor utilization, you'd use a performance col-
lection rule related to processor utilization.
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11. On the Service Level Objective Goal drop down menu, select Less Than, and specify 90.
This means that the engine should not exceed 90 percent processor utilization.

12. Complete the wizard.

MORE INFO APPLICATION SLOs

You can learn more about monitoring application related service level objectives using
Operations Manager at http://technet.microsoft.com/en-us/library/hh212753.aspx.

Group SLOs

You can configure a SLO against a group of computers by monitoring the computer objects
collectively. To create an SLO against a group of computers, perform the following tasks:

1. First create a group that contains the computers that you will monitor by clicking Cre-
ate A New Group when the Groups node is selected in the Authoring workspace of the
Operations Manager console.

2. On the General Properties page, enter a name for the group and specify an unsealed
management pack in which to store the group settings.

3. On the Explicit Members page of the Create Group Wizard, click Add/Remove Objects.
This will open the Object Selection dialog box.

4. On the Object Selection dialog box, enter the domain suffix, and click search. This will
list all of the computers in a particular domain. You can use other search parameters as
necessary. Add the Computer objects to the group. Figure 2-67 shows the computer
objects for OpsMgr.tailspintoys.internal, Orchestrator.tailspintoys.internal, and SYD-DC.
tailspintoys.internal.

5. Verify that the members that you want to monitor are members of the group, and
complete the wizard.

6. Inthe Authoring workspace of the Operations Manager console, select Service Level
Tracking under Management Pack Objects and on the ribbon, click Create.

7. Provide a name for the group SLO you are creating.

8. On the Objects To Track page, click Select.
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Select objects to be members of this group.

Search for:

| Object

Eilter by part of name {optional):

| tailspintoys.internal

Available items

Name

i"Ormestmtor.tailspirrtoys.intemal
@Ormestlator.tailspirrtws intemal
aOrmeshator.tailspirrto}'s intemal

@mmer.tailspintws.irmmal
& SYD-DC tailspirtoys intemal
Ed 5YD-DC tailspintoys.irtemal

% Report Console Watcher{OpsMar...  OpsMar tailspintoys intemal Microsoft SystemCenter. ReportConsal ..

Full Name

Microsoft. Windows.Computer:Orchestr...

Microsoft. SystemCenter. Management 5.
Orchestrator tailspintoys.intemal  Microsoft. SQLServer 2012 Seed:Crch_..

System Metwork Management.Pending....
Microsoft Windows Computer:SYD-DC...
SYD-DC tailspintoys.intemal Microsoft. SystemCenter. Health Service....

Selected objects

MName

OpsMgrtailspintays intemal
Ii?'Orc:hest|E|t»::r.tElilspirrtws.irltemElI
37 SYD-DC tailspintoys intemal

Full Name:

Microsoft. Windows Comput...
Microsoft. Windows Comput...
Microsoft. Windows. Comput...

FIGURE 2-67 Create group

On the Select A Target Class page, click Distributed Application, and click All. Type the
name of the group that you created, and select that group, shown in Figure 2-68, and

click OK.
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10.
11.

Select the class, group, or object that you want to target from the list below. You can also filter or sort the list to make
items easier to find.

Look for:

|tai|5pir1

Search result filter:
[

Target T Management Pack Description

[ TailspinToys Computer Grouw Tailspin Toys Computer SLO

1150 total Targets. 1 visible, 1 selected

FIGURE 2-68 Select a target class

On the Service Level Objectives page, click Add, and then click Monitor State SLO.

On the Service Level Objective (Monitor State) dialog box, provide the following infor-
mation as shown in Figure 2-69.

Service Level Objective Name A name for the SLO.
Monitor In this scenario, this will be set to Availability.
Service Level Objective Goal The availability goal.

What counts as downtime Allows you to specify which states count as downtime
towards measuring the SLO.

12. Click OK and complete the wizard.
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Service Level Objective (Monitor State) -

Enter a name for the SLO and then et the desired thresholds or states to track.

Service level objective name:
|Tai|spin Computer SLO |

Targeted class

|TailspinTU:,'s Computer Group | Select...

Monitor:

|A~:ai|abi|it-_.r

Service level objective goal (%):
59.000 £

W

Specify the states you want to be counted as downtime in this objective:

Unplanned maintenance
Unmenitored

Meonitoring unavailable
Maonitor disabled

[] Planned maintenance
[] Warning

FIGURE 2-69 SLO Monitor State

MORE INFO GROUP SLOs

You can learn more about monitoring group related service level objectives using Op-
erations Manager at http://technet.microsoft.com/en-us/library/hh212877.aspx.

Service level tracking reports

Running a service level tracking report allows you to view how an application or group is
performing in terms of the defined SLO. To create a service level tracking report, perform
the following general steps:

1. Inthe Reporting workspace of the Operations Manager console, click the
Microsoft Service Level Report Library under the Reporting node.

2. Click Service Level Tracking Summary Report, and click Open on the taskbar.
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3.

154 CHAPTER 2

On the Service Level Tracking Summary Report dialog box, click Add, and click Search.
The list of configured SLOs stored in the Operations Manager database will be listed
as shown in Figure 2-70. Select the SLOs that you want to run the report on, and click

Add.

To add Service levels to this report, search for the service level, then add them to the "Selected objects” list.
Type Name:

Contains W | |

Ayailable items

Service Level

%% ppplication Health SLA

(Al SaL Server 2012 OpsMar SLO
(== Tailspin Computer Group S5LO

Management group

Tailspin Toys
TailspinToys
TailspinToys

Target

MET 3-Tier Application

SGL DB Engine

TailspinToys Computer Group

<]

Selected objects

Service Level

Management group

FIGURE 2-70 Add Service Levels
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4. On the Service Level Tracking Summary Report dialog box, specify the range that you
want the report to encompass and the frequency that you want to use for data ag-
gregation. Figure 2-71 shows a report that will be configured to be run over the last 24
hours using an hourly aggregation.

Service Level Tracking Summary Report - Operations Manager - Report - TailspinToys I;‘i-
Ele Edit View Help
B Run - |[PageWidth -
DataAggregation Additional imeintervals
Senvice levels
|Huurly ] | Report Duration ~
Service Level Management group [] Last 24 Hours
Frme Tailspin Computer Group 5.0 TailspirToys Last 7 Days
[ resterday ] [mzem F] [ Last 30 Days
To [ Last 60 Days
|Tnday' v ‘ ‘11: 12PM | EWEEK to Date =
Last Week,
Time Zone
| - | []Manth to Date
(UTC-08:00) Padific Time (US & Canada) v [ Last Month
[[] Quarter to Date
[] Usebusinesshours [ Last Quarter
8:00 AM to 5:00 PM Vear to Date o
Man, Tue, Wed, Thu, Fri < (U Ed O

Ready

FIGURE 2-71 Report properties

5. Click Run, to run the Service Level Tracking Summary Report.

MORE INFO SERVICE LEVEL TRACKING REPORTS

You can learn more about monitoring service level objectives using Operations Manager at
http://technet.microsoft.com/en-us/library/hh212726.aspx.

Reports

Operations Manager leverages the functionality of SQL Server Reporting Services to provide
comprehensive reporting functionality. Operations Manager ships with a large number of
built-in reports. Importing management packs also adds to the available reports. Administra-
tors can also create their own reports. Reports are available in the Reporting node. Figure
2-72 shows the reports in the Generic Report Library.
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Reports - TailspinToys - Operations Manager = = -
Eile Edit ¥iew Go Tasks JTools Help
. seach~ PP oOpen o %0 @ .
Reporting < Reports <
4 | Reporting ~  MName v
= = Alert Logging Laten
> Ljg ApplicationMonitoring ;ﬂ Alert ading ¥
= | Alerts
jo Client Monitoring Views Library ;ﬂ_ Auvailability
|.;. Microsoft Data Warehouse Reports = i Contiguration Changes
|é. Microsoft Generic Report Library - iﬂ- Custormn Configuration
|é. Microsoft ODR Report Librarny ;':" Custom Event
i} Microsoft Service Level Repart Librs ;D' Event Analysis
- 5 Health
i Metwork Management Reparts i':" Most Common dlerts

|é. SOL Server 2012 {Monitoring) 1.::

| Most Cammon Euents ;
j= System Center Core Manitoring Re ;n COwerrides o
El sbion nnmiicasinm miisniincninnis | §8) Performance 23
< m > . 1
2 Performance Detail =
1]
— 5 Performance Top Instances
Monitorin ]
'.' 2 12 Performance Top Objects
_yf‘ Authoring < m >
ID R . Report Details: v
. Reporting
Administration i= Availability ~
!1 My Workspace Summary

This report shows for selected objects the time in state during the selected report duration, Time
in state is summarized by default as per the objects availability Monitors

Ready

FIGURE 2-72 Generic Reports

The generic report library includes the following reports:

Alert Logging Latency Displays the logging latency of an alert for monitored ob-
jects over time.

Alerts Lists alerts raised during a specific duration for given filter parameters.
Availability Availability state for selected monitored objects.

Configuration Changes Changes in configuration for monitored objects over time.
Custom Configuration Configuration data filtered by specific parameters.

Custom Event Event data filtered by specific parameters.

Event Analysis Events and a count by monitored server filtered by specific param-
eters.

Health Health state for monitored objects based on overall entity health. Figure 2-73
shows a health report for three monitored computers over the last 24 hours.

Most Common Alerts Most common alerts rose during report duration for given
parameters.

Most Common Events Most common events rose during report duration for specific
parameters.

Overrides Overrides applied to specific management packs over time.

Performance Performance counter values over time.
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Performance Detail Detailed performance information over time.

Performance Top Instances Top or bottom set of instances for selected objects for
a specific performance counter rule.

Performance Top Objects Top or bottom set of objects for selected objects for a
specific performance counter rule.

E T e
| fle Bt Yiew belp |
§: b fur dldm B 1 el |13 o s PrgeWidth -
Operations Manager Microsoft System Center 2012 R2
Availability Report
(B Tk o s sinn o e @ Full desiri his redort
Report Trne: 1 632014 12:12 AN
Data Agyregatn 1 Mourly
Report Duration 5 From /272004 12:11 AM to &3/2014 12:11 AM
B onjeais) 1 3 objecs nouded n this repon
Honitor + Entty Health
Avadabity Tracker Wl 0OV Mosntra] BB P fUsima) U dmming) ] up unmontomd) UP (Maonkor deatied) B 50 Montorng wra v slabls]

I 00w (e med Mursimres) W v Farad Mustieancs]

Windows Comprte : DpaMge. tabaantoys nternal F i 10000 % 00 24:00:00 0000

L i Aty Tace
Windows Cormpater: Orchestrator taibpntors. ntermal F § 10000 % 000% H:00:00 L

@ Dol e
I L )
Windows Compater: SYD-DC,takgantoys. riterral i 100,00 % 000 % 24:00:00 0000

@ | TabspinToys Aoy Tecer

Al datag 3nd times ar shown in (UTE-0R:00) Pacfic Tem (U5 & Carads) magat ol

FIGURE 2-73 Availability report

MORE INFO OPERATIONS MANAGER REPORTS

You can learn more about reports in Operations Manager at http://technet.microsoft.com/

en-us/library/hh212786.aspx.

Running reports

When running a report you'll need to specify the report parameters. This includes specifying
the objects you want the report run on, and the period that the report should recover. Other

reports will require report specific parameters be configured.

For example, to run the generic Availability report for the last day, perform the following

steps:

1. Inthe Reporting workspace of the Operations Manager console, expand the Reporting
pane, click the Microsoft Generic Report Library node, and click the Availability Report.

2. On the ribbon, click Open.

3. On the Availability - Operations Manager - Report dialog box click Today under From,

and then click Yesterday.

Objective 2.3: Create monitoring reports and dashboards ~CHAPTER 2 157

From the Library of Ida Schander


http://technet.microsoft.com/en-us/library/hh212786.aspx
http://technet.microsoft.com/en-us/library/hh212786.aspx

4. On the Availability - Operations Manager - Report dialog box, click Add Object.
5. On the Add Object dialog box, click Options. On the Options dialog box, click Add.

6. On the Add Class dialog box, type Computer, and click Search. Click Computer, and
click Add, as shown in Figure 2-74, and click OK.

To filter the ‘Available Items' list by class, search for the class and then add them to the 'Selected Objects’ List.

Class Mame:
Contains v | |Computer |

Search || Options => |

Ayailable items

Mame

[F1AEM Computer: DEPRECATED
ﬁi-,ﬁugemless Managed Computer Group
éNI Windows Computers

ﬁ Computer

é&:mputer Group

[ICnmerter Hardware

[ Computer Network Adapter
EComerter Metwork Adapter

Selected objects
Mame
ﬂ Computer

FIGURE 2-74 Computer class

7. On the Options dialog box, click OK, and on the Add Object dialog box, click Search.

8. A list of Computers that are monitored by Operations Manager will be displayed, as
shown in Figure 2-75. Select the computers that you wish to generate the Availability
Report for, and then click OK.
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To add Objects to this report, search for the object, then add them to the "Selected objects” list.
Object Name:
| Contains v | | |

i\ Filter Options have been applied Search | [ Optiors... |

Lyailable items

Name Class

F" HV-HOST-A tailspintoys intemal Windows Comp...

F" HV-HOST-B tailspintays intemal Windows Comp...
OpsMgrtaispintoys intemal Windows Comp...

i?Ormestmtor.tailspirﬂoys.intemal Windows Comp...

fSYD-DC.taiIspintoys.intemal Windows Comp...

[<]

FIGURE 2-75 Add computer objects

In the list of Down Time items, select all of the options. Figure 2-76 shows an approxi-
mation of what this dialog box would look like if completed using these instructions for
computers OpsMgr.tailspintoys.internal, Orchestrator.tailspintoys.internal, and SYD-DC.
tailspintoys.internal.

A

File  Edit ew Help

iprn B ® G 4] |p M B & & [[Pagewidn -

s gegton Objects | Add Group... | | Add Object... ‘ ‘ Remove | i e

[Hourty ~] ] Warning

From Object Incude Object class Ob ¥ Monitoring unavailable
| [ opsvar intemal This object _ Windows Compu... ) Plarned Maintsnance

[vesterday v|zszam ] " Orchestrator. tailspintoys.internal  This object  Windaws Compu... ] Unplanned Mairksnanice

To f SYD-DC. tailspintoys.internal This object  Windows Compu... [ Monitor disabled

[Today v][zz2am ] onitore:

Time Zone

|(UTC{JS:00) Padific Time (US & Canada) v |

[] Usebusinesshours Business hours...

8:00 AM to 5:00 PM
Man, Tue, Wed, Thu, Fri < m >

Ready

FIGURE 2-76 Report properties

Objective 2.3: Create monitoring reports and dashboards CHAPTER 2 159

From the Library of Ida Schander



10. Click Run, to run the report. Figure 2-77 shows a sample of the report output.

Eile Edit  Miew Help
pfun [ e m G4

of 1 b i |5} i (sl | PageWidth -
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Operations Manager Microsoft System Center 2012 R2
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FIGURE 2-77 Availability report

11. To view more detailed information about an individual computer’s availability, you can
click the Availability Tracker hyperlink. This will generate a report similar to the one

shown in Figure 2-78.
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FIGURE 2-78 Detailed report information
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12. You can save the report parameters by clicking Save To Favorites on the file menu once
the report has run. When you do this, you provide a name for the report. Figure 2-79
shows the Save To Favorites dialog box.

Save to favarites

% Enter a name for this report.

MName: |Critica| Servers Availabilty Last 24 Hours | Cancel

FIGURE 2-79 Save To Favorites

MORE INFO RUNNING OPERATIONS MANAGER REPORTS

You can learn more about running reports in Operations Manager at http://technet.
microsoft.com/en-us/library/hh230683.aspx.

Scheduling reports

By scheduling reports, you can have reports periodically delivered through email or published
to a file share. SQL Server's report server also caches scheduled reports, making them quicker
to access through the console. Prior to scheduling a report, you should create a template

of the report that you wish to schedule and save it as a favorite report. If you want to email
reports, you'll need to create an email channel by specifying an SMTP server through the
channel’s node, under notifications in the Administration workspace.

To create a scheduled report based on a report that has been saved as a favorite report,
perform the following steps:

1. Inthe Reporting workspace of the Operations Manager console, click the Favorite
Reports node, and then click the favorite report that you want to configure as a sched-
uled report.

2. On the Tasks menu, click Report, and then click Schedule.
3. On the Delivery Settings page, shown in Figure 2-80, specify the following information:
m Description A description of the scheduled report.

m Delivery Method How the report will be delivered. By default you can select a
file share location, or, if configured, for the report to be emailed.

m File Name The name associated with the report.
m Path When using a network share, this will be the share that will host the report.

m Render Format The format the report will be saved in. Options include Excel,
HTML 4.0, Word, Data Feed, TIFF file, RPL Renderer, MHTML, PDF, Excel 2003, CSV,
Word 2003, and XML file with report data.
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m Write Mode This determines whether the name of the report will be updated
each time the report is run, whether any existing report will be overwritten, or if no
report will be written if one already exists.

= File Extension Determines if the appropriate file extension will be appended to
the report name.

m User Name and Password Credentials used to write the report to the shared
folder.

Delivery Settings

Description:
Parameters |Critica| Server Availability Last 24 Hours

Delivery method:
|Window5 File Share
Settings
File name (required):
|CritServ24Avai
Path (required):
|\\opsrngr\0p5Mngeports
Render Format (required):
[Excel
\wirite mode:

[+ File Extension
User name (required):

|tsitspintoys‘administrator
Password (required):

< Previous | | Mext > | | Finish

FIGURE 2-80 Report subscription
On the Schedule page, shown in Figure 2-81, specify the report schedule. You can con-

figure reports to be run once, hourly, daily, weekly, or monthly, as well as configuring
how often each period the reports are generated.
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Subscription Schedule

Schedule Specify the schedule to use with this subscription
Generate the report
O Once Brery [1 [ dayls)
) Hourly
® Daily
2 \eekly
() Monthly

The subscription is effective beginning
[ Tuesdsy . June 32014 E-|[157am  [Z]

[] The subscription expires on
| Tuesdsy . June  3,2014 |

|| Fmsh | [ Cancel

FIGURE 2-81 Report schedule

5. On the Parameters page, you can review or alter the parameters of the report. For
example, if you had a favorite report for availability that included four servers, but you
wanted the scheduled report to only provide information on three, you could alter the
parameters of the report to generate the desired report here. Figure 2-82 shows the
parameters page of the Subscribe To A Report Wizard. Click Finish to create the report.

MORE INFO SCHEDULING OPERATIONS MANAGER REPORTS

You can learn more about scheduling reports in Operations Manager at http://technet.
microsoft.com/en-us/library/hh230723.aspx.
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Report Parameters

Delivery
Schedule

Parameters

Specify the parameters to use with this subscription

i@ Help

Data Aggregation

| Hourly Y] |
From

| ‘festerday
To

|Today
Time Zone
[ (uTc-08:00) Pacific Time (Us & Canada) v|

Business hours...

v|[ z21am £

v|[ z21am £

[] Usebusinesshours

8:00 AM to 5:00 PM
Mon, Tue, Wed, Thu, Fri

Objects

Add Group
Object

" OpsMgr. tailspintoys.internal
i’ Orchestrator. tailspintoys.internal
" svD-DC. tailspintoys.internal

FIGURE 2-82 Report parameters

Dashboards

Dashboards provide a method of quickly displaying relevant Operations Manager information
by allowing you to present multiple types of data in a single view. Dashboards can be viewed

using the Operations Manager console, or published to SharePoint.

When creating a dashboard, you can choose from one of the following templates, as
shown in Figure 2-83:
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Column Layout
Grid Layout
Service Level Dashboard

Summary Dashboard
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M Select a dashboard layout or widget template

Template |‘ All Templates Template Folder

General Properties b Microsoft Service Level Dashboard  Layouts
Scope Summary Dashboard Microsoft
Summary Column Layout Layouts
Completion Grid Layout Layouts

< Previous || Next > || Create | | Cancel

FIGURE 2-83 Dashboard layout

Q) EXAM TIP

Remember the different types of template that you can use when creating a dashboard.

The service level dashboard allows you to display service level tracking information. The
summary dashboard will display the top selected number of performance counters for chosen
values. Column layouts consist of multiple columns. Grid layouts consist of multiple cells.
Once you choose between a flow layout or a grid layout, you add widgets to the dashboard
that display information. Operations Manager includes the following widgets:

State Allows you to view the state of monitored objects.

Performance Allows you to view performance metrics.

Alert Allows you to view alert information.

Details The properties of the item that is highlighted in the dashboard.
Instance Details Provides details of the instances related to the object.

Objects By Performance Performance counter data in tabular format for the se-
lected object.
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To create a grid layout dashboard view named Domain Controller Availability And Alerts in
Operations Manager, perform the following tasks:

1. Inthe My Workspace view of the Operations Manager console, right-click New View,
and then click Dashboard View.

2. On the Template page, click Grid Layout, and then click Next.

3. On the General Properties page, type the name Domain Controller Availability and
Alerts, and click Next.

4. On the Layout page, click 2 Cells, and then click the layout on the left as shown in
Figure 2-84, and click Next.

™ Specify the layout of the dashboard

Template Select the number of cells in the dashboard

General Properties 2 Cells H

Layout
Select a Layout Template:
Summary

Completion

<Previous | [ Next> || FEnish | [ cancel

FIGURE 2-84 Dashboard cells

5. On the Summary page, click Create, and then click Close.
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6.

The new Dashboard will appear under the Favorite Views node. Click the new dash-
board, in this case named Domain Controller Availability, and then click the text Click
To Add Widget. This will open the New Dashboard And Widget Wizard. Click State
Widget as shown in Figure 2-85, and click Next.

™ Select a dashboard layout or widget template

Template 4 All Templates
General Properties I Microsoft
Scope

Criteria

Display

Summary

Completion

Template Folder

Objects by Performance  Widgets

Object SLA Widget Widgets

Performance Widget Widgets

State Widget ]

SLA Widget Widgets

Column Layout Dashboard Layouts

Alert Widget Widgets

Details Widget Widgets

Instance Details Widget  Widgets

Grid Layout Dashboard Layouts
< Previous ‘ | MNext = | | Create | | Cancel

FIGURE 2-85 Dashboard widget

On the General Properties page, type Domain Controller State, and then click Next.

On the Scope page, click Add. On the Add Groups Or Objects dialog box, click Show
All Objects And Groups. Type the domain suffix to limit the displayed items, and then
navigate to the object that represents one of your organization’s domain controllers.
Figure 2-86 shows SYD-DC tailspintoys.internal selected. Click Add, and then click OK.
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Add available items to the Selected Items list.

) Show only groups (select this option to display graup members in the dashboard)
®) Show all objects and groups (select this option to display groups but not group members)

Enter text to search for a match with names of objects or groups:

tailspintoys.internal

# Available items (21):

Display Mame
router.tailspintoys.internal
SYD-DCtailspintoys.internal
SYD-DCtailspintoys.internal

| SYD-DCtailspintoys.internal

SYD-DC tailspintoys.internal

* Selected items (0):
Display Mame & Show Members  Class  Path

FIGURE 2-86 Add object

9. On the Scope page, verify that the domain controller computer object is listed.

10. On the Criteria page, select all of the available criteria except Display Only Objects In
Maintenance Mode, as shown in Figure 2-87.
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Specify the Criteria

Template

General Properties
Scope

Criteria

Display

Summary

Completion

Specify criteria to limit the objects displayed.
Display objects only in the specified health states:
Healthy
Warning
Critical
Not Monitored

<I_’reviuus|| Next > H Finish

| [ Cancel ]

FIGURE 2-87 Dashboard criteria

11. On the Display page, select the Columns To Display, as shown in Figure 2-88, and then

click Next.

Template

General Properties
Scope

Crileria

Display

Summary

Completion

|_{ Coliimins 16 display: [ Sortby ) i
¥ tiealth %] [ 6 | Display Neme (] Ascending
) Display Name - et '.:' Descend_ ing
[V path hd €]

[ 1con &l
["1 Maintenance Mode i:!
Lad
ORIy ~ )
= () Ascending
e ) Descending
(+]
=]
[ <Previous | [ Nets || Fnish | [ Concd |

FIGURE 2-88 Display configuration
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12. On the Summary page, click Create, and then close.

13. With the Domain Controller Availability And Alerts node selected, click the Click To
Add Widget text.

14. On the Select A Dashboard Layout Or Widget template page of the New Dashboard
And Widget Wizard, click Alert Widget, as shown in Figure 2-89, and click Next.

M Select a dashboard layout or widget template

Template 4 All Templates Template Folder
General Properties I Microsoft Objects by Performance  Widgets
Scope Object SLA Widget Widgets
Criteria Performance Widget Widgets
Specify Display Preferences State Widget Widgets
Summary SLA Widget Widgets
Completion Column Layout . Dashboard Layouts
Alert Widget ; Widg
Details Widget Widgets
Instance Details Widget  Widgets
Grid Layout Dashboard Layouts
< Previous | | Mext > | | Create | | Cancel

FIGURE 2-89 Alert widget

15. On the General Properties page, type the name, Domain Controller Host Alerts, and
click Next.

16. On the Select Group Or Object page, click the ellipsis button (...).

17. On the Select A Group Or Object dialog box, click Groups And Objects, and then type
the domain name suffix, and click Search. Figure 2-90 shows the SYD-DC tailspintoys.
internal object, and the Health Service Watcher Class is selected. Click OK.
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Add available items to the Selected ltems list.

@] Groups
®) Groups and ohjects

Enter text to search for a match with names of objects or groups:

tailspintoys.internal

Available items (31):

Display Name
CpsMgr.tailspintoys.internal
OpsMagr.tailspintoys.internal
Orchestrator.tailspintoys.internal
Crchestrator.tailspintoys.internal
Orchestrator.tailspintoys.internal
Orchestrator.tailspintoys.internal
Crchestrator.tailspintoys.internal
Orchestrator.tailspintoys.internal
Report Console Watcher(OpsMgr.tailspintoys.internal)
router.tailspintoys.internal
SYD-DC tailspintoys.internal
SYD-DC tailspintoys.internal
SYD-DC tailspintoys.internal

Class

Health Service
Microsoft.SystemCenter.Managen
Health Service Watcher

MET Application Monitoring Ager
Microsoft.SystemCenter.Managen
SQL Server 2012 Installation Seed
Health Service

Windows Computer

Report Console Watcher
Network Device (Pending)

Health Service

Microsoft.SystemCenter.Managen 3

Windows Computer

SYD-DC tailspintoys.internal

Health Service Watcher

SYD-DC tailspintoys.internal

'

nARBmLBs B AR L@

NET Application Monitoring Ager

3

FIGURE 2-90 Health Service Watcher object

ok || cancel

18. On the Criteria page, select the following check boxes as shown in Figure 2-91:

m Display Alerts Only With The Specified Severities
m Critical

= Warning
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Specify the Criteria

Template . . . -
Display alerts only with the specified severities:
General Properties

M Critical
Scope [VIWarning
Criteria [information
Specify Display Preferences ()
Summary O High
Completion [IMedium
Crow

[_] Display alerts only with the specified resclution states:

Cnew ()

[[JAwaiting Evidence (247)
DA&SIQ ned to Engineering (248)
[JAcknowledged (249)
[Scheduled (250)

[CResolved (254)

[JClosed (255)

<Previous | [ Next> || Finish | [ Cancel

FIGURE 2-91 Criteria selection

19. Review the options on the Display tab, and click Next. Then click Create, and click
Close. The resultant dashboard will look similar to Figure 2-92.

Ele [dit Yiew Go Tasks JTools Lelp
L lsearcnv _ i scope
My Workspace ¢ Domain Controller Availability and Alerts ¥ |«

““ﬁ_"‘:x::::ﬂ Domain Controller State (1) o Domain Controller Host Alerls

1] Domain Conlralies Availahility ard & P p
19 saved searches

Health  Dicplay Name - Path Severity Scurce  Maintenance Mode — Mam
@  sYD-DCtailspintays.intemal

3 e
MNews View »

Bl Monitning

7 Authoning

{5 Reporting

@ﬂl"l =

auey yse|

T8 wy Workspace

FIGURE 2-92 Dashboard view
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To be able to display a dashboard in SharePoint, you need to have installed the Operations
Manager SharePoint Web Part on the SharePoint server. A user that has administrative per-
missions on the SharePoint server must install the Operations Manager SharePoint Web Part.

MORE INFO OPERATIONS MANAGER DASHBOARDS

You can learn more about dashboards at http://blogs.technet.com/b/momteam/ar-
chive/2011/09/27/introducing-operations-manager-2012-dashboards.aspx.

Thought experiment
Performance dashboards at Contoso

You want to provide application administrators with dashboards, published on your
organization's SharePoint server that allows them to view performance counter data
about services that you monitor in tabular format. With this information in mind,
answer the following questions:

1. Which widget would you include in the dashboard to provide the appropriate

information?

2. What steps must the SharePoint Administrator take before you can publish the
dashboard to SharePoint?

Objective summary

®m You can use Operations Manager service level objectives (SLOs) to set availability and
performance benchmarks.

®m You run service level tracking reports against SLOs to determine whether those avail-
ability and performance objectives have been met.

m Operations Manager includes a number of built in reports that allow you to view the
data collected by Operations Manager agents. Management packs contain additional
reports.

m Dashboards allow you to build “at-a-glance” summaries of important Operations Man-
ager information. Dashboards can be published to SharePoint.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of the chapter.

1. You want to perform service level tracking to verify the availability of your organiza-
tion’s Exchange 2013 mailbox servers. You want to measure the availability of the
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virtual machines that host this role. Which of the following would you configure to
accomplish this goal?

A. Windows Service synthetic transaction
B. Group SLO

C. Application SLO

D. Computer Group

2. Which of the following reports would you run to view figures for a group SLO used to
measure the availability of a number of critical servers?

A. Availability

B. Service level tracking summary report
C. Overrides

D. Performance

3. You want to create a dashboard that provides performance and alert information for a
group of computers. Which of the following widgets should you include when creating
the dashboard?

A. State

B. Alert

C. Performance
D. Details
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Answers

This section contains the solutions to the thought experiments and answers to the lesson
review questions in this chapter.

Objective 2.1: Thought experiment

1. You must remove any management packs that have the management pack that you
want to remove as a dependency.

2. An SNMP v3 Run As account includes User name, Context, Authentication Protocol,
Authentication key, Privacy protocol, and Privacy key.

3. You use the MOMADAdmin.exe utility to configure automatic agent assignment.

Objective 2.1: Review
1. Correct answer: A
A. Correct: You must configure the Run As account with the SNMP v2 community
string.
B. Incorrect: You do not have to configure the Run As account with the device name.

C. Incorrect: You do not have to configure the Run As account with the Device IP
address.

D. Incorrect: You do not have to configure the Run As account with the Authentica-
tion key. This is only necessary with SNMP v3 Run As accounts.

2. Correct answers: A, Band D

A. Correct: For a domain joined computer to automatic connect to a management
server, Active Directory must be configured.

B. Correct: This option will allow automatic agent installation, as long as Active Di-
rectory is configured and the other Global Management Server setting is config-
ured.

C. Incorrect: This option, if configured, would not allow automatic agent installa-
tions.

D. Correct: You must configure the Review New Manual Agent Installations In
Pending Management View before you can configure the Automatically Approve
option.

3. Correct answer: A

A. Correct: You use MOMADAdmiIn.exe to configure Active Directory with manage-
ment server settings.

B. Incorrect: Cmtrace.exe is a log file viewer usually used with Configuration Man-
ager.
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C. Incorrect: MOMagent.msi is used to manually install the Operations Manager
agent.

D. Incorrect: Gpedit.msc is used to configure local Group Policy settings.

Objective 2.2: Thought experiment

1.

2.

3.

You would configure Global Service Monitor to verify that the external web application
is available to people around the world.

You would configure a distributed application model to monitor the disparate seg-
ments that make up the external web application.

You would configure Application Performance Monitoring to assess and monitor the
performance of the web application.

Objective 2.2: Review

1.

Correct answer: C

A. Incorrect: You use this type of synthetic transaction to verify that a service is run-
ning.

B. Incorrect: You use this type of synthetic transaction to verify that a TCP Port is
available.

C. Correct: You can use this type of synthetic transaction to verify that an OLE DB
compatible database is responding to remote queries.

D. Incorrect: You use this type of synthetic transaction to verify that a web applica-
tion is responding to requests.

Correct answer: D

A. Incorrect: You use this type of synthetic transaction to verify that a TCP Port is
available. While a TCP Port test would verify that a web server was present, you
couldn't use it to test the functionality of an application.

B. Incorrect: You use this type of synthetic transaction to verify that a service is run-
ning.

C. Incorrect: You use this type of synthetic transaction to verify that an OLE DB com-
patible database is responding to remote queries.

D. Correct: You use this type of synthetic transaction to verify that a web application
is responding to requests.

Correct answer: D

A. Incorrect: You use this type of synthetic transaction to verify that an OLE DB com-
patible database is responding to remote queries.

B. Incorrect: You use this type of synthetic transaction to verify that a service is run-
ning.
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C.

Incorrect: You use this type of synthetic transaction to verify that a web applica-
tion is responding to requests.

Correct: You use this type of synthetic transaction to verify that a TCP Port, such as
port 25 on an SMTP smart host, is available.

Objective 2.3: Thought experiment

1.

You would select the Object By Performance as this presents performance counter
data in tabular format.

To be able to display a dashboard in SharePoint, you need to have installed the Opera-
tions Manager SharePoint Web Part on the SharePoint server.

Objective 2.3: Review

1.

Correct answer: B and D

A.
B.

Incorrect: You want to measure the availability of a group of computers.

Correct: You should use a group SLO to measure the availability of a group of
computers.

Incorrect: You use an application SLO to measure the availability of an application
or service.

Correct: You must add the computers that you want to monitor to an Operations
Manager group before you'll be able to configure a group SLO.

Correct answer: B

A.

Incorrect: While an availability report will provide availability information, it won't
provide information in terms of a specific service level benchmark.

Correct: The service level tracking summary report allows you to view information
on an existing SLO.

Incorrect: The overrides report provides information on configured overrides.

Incorrect: The Performance report provides performance information, but does
not measure this data against a specific service level benchmark.

Correct answers: B and C

A.

Incorrect: The State widget allows you to view state information about a moni-
tored object.

Correct: The alert object provides Alert information.
Correct: The performance widget provides performance information.

Incorrect: The details widget provides details of the instances related to an object.

Answers 177

From the Library of Ida Schander



This page intentionally left blank

From the Library of Ida Schander



Monitor resources

On a day-to-day basis, an Operations Manager administrator needs to manage and respond
to alerts, ensuring that they are notified about particularly important events that have
occurred with the items that they are monitoring. They also need to be familiar with the va-
riety of ways that Operations Manager displays collected data, knowing which dashboards
and views are going to provide the most meaningful insight into the health and perfor-
mance of the objects that they are responsible for monitoring.

Objectives in this chapter:
m  Objective 3.1: Monitor network devices
m  Objective 3.2: Monitor servers
m Objective 3.3: Monitor the virtualization layer

m  Objective 3.4: Monitor application health

Objective 3.1: Monitor network devices

Once you have configured Operations Manager to collect data from network data, you
need to configure how Operations Manager displays and interprets that data, from config-
uring notifications and alerts, through to analyzing overall network health. In the previous
chapter you learned how to set up synthetic transactions, how to monitor network devices
and how to perform device discovery. In this section you'll learn about managing alerts as
well as how to view network devices and data.

This section covers the following topics:
®m Managing alerts
m Configuring alert notifications

m  Analyzing network devices and data
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Managing alerts

Rules and monitors generate Operations Manager alerts. You view alerts in the Monitoring
workspace shown in Figure 3-1. Rules and monitors can be configured to trigger an alert
when certain sets of conditions are encountered. For example, an alert might be generated if
a specific event is written to an event log of a monitored device or server, or when a moni-
tored port on a network device surpasses a specific error threshold. Not all rules and monitors
generate alerts. Alerts are raised by all types of monitored objects and aren't specific to net-
work devices. However, rather than provide the same coverage across the different sections
of this chapter, managing alerts is covered in this first section in a way that is universal to the
way alerts are dealt with across all of the different objects you can monitor with Operations

Manager.

=]
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A OpsMyr Lailspintoys.intemal
Ay OpsMagrtailspintoys.internal
24 UpsMgrtailspintoysanternal

< | m

0~  Alert Details

Ma...

Rgra Alert Actions
OLE DB Monilor OLE DB stali
Failed Agent Push/Repair - C
Failed Agent Push/Repair - L
Run As Account does not exd
Run As Accounl dues not ex Ky Overrides b

[T Personatice view..
Power Shell Scnpt failed to n

i
Failed to perform Web She d_>UDsription

An error veeurred during cor o Createn
Power Shell Script failed tonu ./ Modify..
Power Shell Scnpt failed to n

Tasks

[ alert Properties

L Ciose Mert

-

Wiew or edil the sellings of this monilor

K Start Maintenance Mode..

Set Recolution State b

i1 Entity Propertics
M Heallh Explurer

You can configure a monitor to create an alert when the monitored item’s health state
changes from healthy (green) to warning (yellow), or from healthy to critical (red). An alert
is only sent if the state changes from warning to critical, if the original alert sent when the
monitor changed from healthy to warning has been closed. Alerts are not sent if the health
state changes from warning or critical to healthy, but will again be sent if, once returned to
healthy, the state changes again to warning or critical.

Monitor resources

From the Library of Ida Schander



The majority of alerts generated by monitors automatically resolve when the monitor re-
turns to a healthy state. If an alert does not automatically resolve when a monitor returns to a
healthy state, you can ensure that it will in the future by configuring an override on the Auto-
Resolve Alert parameter for the monitor. Figure 3-2 shows the configuration of an override for
the Auto-Resolve Alert parameter on a monitor named Security.

Override Properties -
Security
Security Health
Class: Active Directory Group
Override-controlled parameters:
Ovemide Parameter Name = Parameter Type Default Value  Overide Value  Effective Value  Change Status Enforced
[0 |MetOn State Enumeration The monitor._. | The monitori__. | The monitoris.... | [Mo change] O
(] Mert Pririty Enumeration Low Low Low [Mo change] O
[0 |Met severity Enumeration Critical Critical Critical [Mo change] O
4 Auto-Resolve Mlet  LEELEER) False True False [Added]
[0 |Eenabled Boolean True True True [Mo change] O
[0 |Generates Alett Boolean False False False [Ma change] O
O Rollup Algorithm Enumeration Worst healt... |Worst health ... [Worst health ... | [Mo change] O
Details:
Auto-Resolve Alert Description Edit.
The new custom ovemide will be created in the Tailspin
Toys Management Pack’Click apply to view the new
effective value for this parameter.
Management pack
Select destination management pack:
Tailspin Toys Management Pack v [ New.
ok [ ety | [ Conce

FIGURE 3-2 Override auto-resolve

Just as it is possible to configure a monitor that sends alerts with an override to stop it
from sending alerts, it is also possible to configure a monitor that does not send alerts by
default with an override so that it does send alerts.

Rules and monitors handle alerts differently. Rules cannot automatically resolve alerts.
Unlike a monitor, that will send one alert while the condition that caused the alert is pres-
ent, rules will continue to send alerts while the condition that caused the alert is present. To
deal with the potential flood of alerts, you can configure alert suppression for the rule during
rule creation. When you configure alert suppression, only the initial alert will be sent. Further
alerts will be suppressed. Operations Manager will only suppress duplicate alerts that have
suppression criteria, specified in the rule, that are identical. To be tagged as a duplicate, an
alert must be created by the same rule and be in an unresolved state.
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EXAM TIP

You can only configure alert suppression during rule creation. You can't configure alert
suppression as an override.

To view the number of suppressed alerts for a particular alert, you can add the Repeat
Count column to the Active Alerts view. The repeat count will be incremented each time a
new alert is suppressed. Figure 3-3 shows the Repeat Count column, with a figure of 307 for
the first alert from MSSQLSERVER.

Active Alerts - TailspinToys - Operations Manager - [o=]
File Edit View Go Tasks Tools Help
L Jsearchv | {oOuemides~ . {fScope -
»  Active Alerts (18) <
o Xleokfor | | BndMow  Clear
§ = | Source /@ Ma... Mame Resolution ... Created Age Repeat Count ~
S 4 Severity: Critical (12)
= (4 MSSOLSERVER Run As Account does not existon th..  New 6/1/2014 5:09:... 8 Days, 22 Hour... 307
g’ '@ MSSQLSERVER Run As Account does not existon th.,  New 6/1/2014 5:09... & Days, 22 Hour.., 42 _
g l@ OpsMgrtailspint... Agent proxy not enabled New 6/0/2014 2:55:...  5Hours, 33 Mi... 0 - =
'@ OpsMgr.tailspint... Agent proxy not enabled Mew 6/9/2014 3:3%... 11 Hours, 33 Mi... 0 3:7;
.-,‘ .@ QOpsMgrtailspint... Agent proxy not enabled New 6/9/20149:55.... 17 Hours, 33 Mi... 0 =
;/;I. l@ OpsMgrtailspint... Agent proxy not enabled New 6/9/2014 3:55.... 23 Hours, 35 Mi... 0 3
'Q OpsMgrtailspint... Agent proxy not enabled New 6/9/2014 3:00.... 1 Day, 31 Minut.. 0
ID. .@ QOpsMgrtailspint... Agent proxy not enabled New 6/9/2014 2:58.... 1 Day, 31 Minut... 0
-':"_‘. l@ OpsMgrtailspint... Agent proxy not enabled New 6/9/2014 2:59.... 1Day, 31 Minut... 0
~ @3 OLE DB Menitor OLE DB Monitor OLE DB status Mew 6/8/2014 3:02:... 2 Days, 28Min... 0
Ij?—] 4 ServiceManagert... Failed Agent Push/Repair - Could no...  New 6/7/2014 10:43... 2 Days. 4 Hours... 0 hd
T Alert Details b4
Ready

FIGURE 3-3 Repeat count

MORE INFO ALERT CREATION

You can learn more about alert creation at http://technet.microsoft.com/en-us/library/

hh212847.aspx.

Alert details

Viewing the details of an alert is straightforward. Locate the alert in the Active Alerts node of
the Monitoring workspace, and then click Alert Properties. This will bring up the Alert Proper-
ties dialog box, an example of which is shown in Figure 3-4. The General tab will provide
information about the alert source, severity, priority, and repeat count in the event that the

error has occurred more than once.
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Product Knowledge I Company Knowledge I History I Alert Context I Custom Fields |

e Run As Account does not exist on the target system or does not have enough permissions

Key Details:

Alert source: [AIMSSQLSERVER

Sewverity: Critical

Priority: Medium

Age: 8 Days, 23 Hours, 1 Minute
Repeat Count: 319

TFS Work Item ID:

TFS Work Item Owner:

Qwner:

Ticket ID:

Alert Description:

Management Group: Tailspintoys. Script: DiscoverSQL2012FleGroups.js : Cannot login to database
[Orchestrator. tailspintoys.internal] [MSSQLSERVER : CapacityPlanner]

Alert Status:

Once you have identified the problem and taken corrective action, you can select "Closed’ which will remove the Alert fram
the system once changes are committed.

New

4+ Previous | | ¥ Next |

FIGURE 3-4 Alert properties

The Alert Properties dialog box also has the following information:

m The Product Knowledge tab will provide you with a summary of the alert, information
about the causes of the alert, and possible resolution steps that you could implement.

m The Company Knowledge tab allows you to edit the rule that triggered the alert, and
add extra information about the alert.

m The History tab allows you to enter history information in the form of comments about
the alert.
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m The Context tab provides further detail, including Log Name, Source, Event Number,
Level, and Logging Computer, and is shown in Figure 3-5.

sl Alert Properties -

| General | Product knowledge | Company Knowledge | History || Alert Contest | custom Fields |

Dateand _, . ... _— Description:

6/10/2014 3:43:50 AM
Time: Management Group: Tailspintoys. Seript: DiscoverSQL2012FileGroups.js ¢
Log Name: Operations Manager Cannot login to database [Orchestrator. tailspintoys.internal]
Source:  Health Service Script [MSSQLSERVER.:CapacityPlanner]
Event
Humber:
Level: 1
Logging
Computer:
User: MfA

4001

Orchestrator. tailspintoys.internal

Event Data:
< Dazlem type =" System.XmlData " tme =" 2014-06-10T03:42:50.4895044-07:00 " sourceHezkthSarviceld ="
D34DC1B1-FOEE-3C15-C769-7AC2E40D743B "=
= EventData >

< Dats > Group: T. Script: QL2012 js </ Dats >
< Dz » Cannot login to database [ Orchestrator.tailspintoys.internal ] MSSQLSERVER:CapacityPlanner] </
Dtz =

</ EventData >
</ Dataltem >

FIGURE 3-5 Alert context

m The Custom Fields tab allows you to enter custom field information.

MORE INFO VIEWING ALERT DETAILS

You can learn more about viewing alert details at http://technet.microsoft.com/en-us/
library/hh212923.aspx.

Closing alerts

Closing an alert removes it from the list of Active Alerts. In most cases, you'll only close an
alert if you can verify that the issue has been resolved. Resolving alerts works differently
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depending on whether an alert was generated by a monitor, or by a rule. The differences are
as follows:

m If you close an alert that was generated by a rule and the issue that generated the alert
occurs again, another alert will be sent. You can close an alert generated by a rule as
part of the diagnostic process, as new alerts will be sent if you haven't resolved the

underlying issue.

If you close an alert that was generated by a monitor when the issue is not fixed, no
additional alerts will be sent because alerts from monitors are generated by changes in

state.

Since the alert won't be raised again unless there is a negative change of health state, you
have to take care when closing alerts generated by monitors as you may simply hide an issue
rather than fix it. For the most part, monitors automatically resolve the alerts that they gener-
ate. Having said that, not every monitor will automatically resolve the alerts it generates. Be-
fore closing an alert generated by a monitor, check Health Explorer, and verify that the state
of the monitored segment has returned to healthy.

You can set multiple resolution states for alerts, and even create your own alert resolution
states. Resolution states can have a value between 1 and 254, with the ID of 1 assigned for
the New resolution state, and the ID of 255 assigned for the Closed resolution state. Figure
3-6 shows configuring the resolution state for an alert.

=

s

Open

Motification subscription

Set Resolution State

al

O
i
,E"l

Close Alert

Forward to
Maintenance Mode

Owerrides

View or edit the settings of this rule

Refresh F5

Perzonalize view...

Properties

Mew

Awaiting Evidence
Assigned to Engineering
Acknowledged
Scheduled

Resolved

Closed

FIGURE 3-6 Resolution states

1.

You configure additional alert resolution states by performing the following steps:

In the Administration workspace of the Operations Manager console, click Settings,
click Alerts, and then click Properties in the Tasks pane.
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2. On the Alert Resolution States dialog box, shown in Figure 3-7, click New.

Alert Resolution States | Automatic Alert Resclution
Alert Resolution State Settings:
Alert resolution states allow you to classify alerts into various states, and to define the behavior assodated with 2ach
state to fit your business environment. Listed are the default alert states, which you can modify, delete or add,
except for the 'New' and "Closed’ alert states.
o New... 7 Edit.. 2 Delete

Resolution State D

Adknowledged 249

Assigned to Engineering 248

Awaiting Evidence 247

Closed 255

Mew 0

Resolved 254

Scheduled 250

OK | [ Cancel | [ ioply |]

FIGURE 3-7 Alert resolution states
3. Onthe Add Alert Resolution State dialog box, provide a resolution state name, and an

ID that has not been used. Figure 3-8 shows the resolution state set to Under Investi-
gation, and a Unique ID set to 100.

To add resolution state, enter the following details:

Resolution state: |Ur1der Investigation

Unigque ID:

FIGURE 3-8 Add Alert Resolution state
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4. The new resolution state will be listed, as shown in Figure 3-9.

Global Management Group Settings - Alerts -

Alert Resolution States | & tomatic Alert Resolution

Alert Resolution State Settings:

Alertresolution states allow vou to classify alerts into various states, and to define the behavior associated with each

state to fit your business environment. Listed are the default alert states, which you can modify, delete or add,

except for the 'New' and "Closed’ alert states.

o New... 7 Edit... 3¢ Delete

Resolution State D

Acknowledged 245

Assigned to Engineering 243

Awaiting Evidence 247

Closed 255

Mew a

Resolved 254

Scheduled 250

Under Investigation 100

oK | [ Camcel | [ Apply

FIGURE 3-9 Review alert resolution states

MORE INFO CLOSING ALERTS

You can learn more about closing alerts at http://technet.microsoft.com/en-us/library/
hh212903.aspx.

Automatic alert resolution

Operations Manager automatically resolves alerts after a certain number of days. The default
settings are to automatically resolve all active alerts that are in a new resolution state after
30 days. This automatic resolution only applies to alerts that haven't had their resolution
changed to another resolution state. If, for example, the resolution state had been set to
Acknowledged or Scheduled, then the alert will not be automatically resolved.
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Automatic alert resolution will also occur in the event that the alert source remains in a
healthy state after a specified number of days, with the default being 7 days. To configure
Automatic Alert Resolution settings, perform the following steps:

1. Inthe Administration workspace of the Operations Manager console, click Settings,

click Alerts, and on the Tasks pane, click Properties.

2. On the Global Management Group Settings - Alerts dialog box, click the Automatic

Alert Resolution tab.
3. Configure the appropriate automatic alert resolution settings on the Global Manage-
ment Group Settings - Alerts dialog box, as shown in Figure 3-10.

Global Management Group Settings - Alerts -

Mert Resolution States | Automatic Alert Resolution

Settings:

After a period of time, active alerts which are no longer relevant can be automatically resolved. Once an alertis ina
resolved state the alert can be groomed out of the Operations Manager database.

Resolve all active alerts in the new resolution state after:
30 5 Days

Reszolve all active alerts whenthe alert source is healthy after:

7 | Days

BR[| Cancel | | Aeply |

FIGURE 3-10 Automatic alert resolution

MORE INFO AUTOMATIC ALERT RESOLUTION

You can learn more about automatic alert resolution at http://technet.microsoft.com/en-us/
library/hh212897.aspx.
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Configuring alert notifications

You can configure Operations Manager to automatically send an email, instant message, send
an SMS, or run a command when an alert is raised. Of course, you learned in Chapter 1 that

if you integrate Orchestrator with Operations Manager, you can trigger runbook automation
when an Operations Manager alert is raised, however this chapter is focused on Operations
Manager.

To configure alert notifications, you must have prepared the following elements:
m Configure the Notification Account Run As Profile with a Run As account.

m Prepare a notification channel. The notification channel defines the notification format
and method of transmission.

m  Configure notification subscribers. Subscribers define the notification recipients and
notification schedule.

m Prepare a notification subscription. This specifies the conditions for sending a notifica-
tion, which notification is used, and which subscribers receive the notification.

MORE INFO ALERT NOTIFICATIONS

You can learn more about alert notifications at http://technet.microsoft.com/en-us/library/
hh212725.aspx.

Notification action accounts

Operations Manager uses the Notification Account Run As profile to send notifications. The
Notification Account Run As profile requires a Run As account that has the necessary creden-
tials for sending notifications. To create a notification action account, perform the following
steps:

1. Right-click the Security node in the Administration workspace of the Operations Man-
ager console, and click Create Run As Account.

2. On the General Properties page of the Create Run As Account Wizard, ensure that
Windows is selected as the Run As account type. In the Display Name text box, type
Notification Action Account, as shown in Figure 3-11.
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G

s
Iiﬁ General Properties

Introduction

General Properties
Credentials
Distribution Security

Completion

Specify general properties for the Run As account

Select the type of Run As account that you want to create, and then provide a display name
and description.

Run As account type:
| Windows

Display name:

|Noﬁﬁaﬁon Action Account

Description{optional):

FIGURE 3-11 Notification action account

On the Credentials page, provide the username, password, and domain of the user ac-
count that will be used to send notifications.

On the Distribution Security options page, click More Secure, and then click Create,

and then click Close.

Under Run As Configuration in the Administration workspace, click Accounts.

Double-click Notification Action Account.

On the Distribution tab, click Add. On the Computer Search page, click Search. In the
list of available items, specify the computers to which you want the Action account
distributed, and click Add, as shown in Figure 3-12, and then click OK. Click OK again to
close the Run As Account Properties dialog box.
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9.

To add computers, search for available computers and then add them to the selected computers list.

QOption:

| Search by computer name (Default)

Filter by (optional):

Available items

Mame

I HV-HOS T-A tailspintoys intemal
I HV-HOS T-B tailspintoys intemal
ﬁOps Mar tailspintoys intemal

[ Orchestrator tailspintoys intemal
[ SYD-DC tailspintoys intemal

B VMM tailspintoys intemal

Selected objects

Mame
DPM tailspintoys intemal

I HV-HOST-A tailspirtoys intemal
HV-HOST-E tailspintays intemal
@Ops Mar tailspintoys intemal
Ordﬂestmtor.tailspintoys.intemal
B 5YD-DC tailspirtoys intemal

[ KWL T P O Sy |

FIGURE 3-12 Computer Search

In the Administration workspace of the Operations Manager console, click Profiles
under Run As Configuration. Double-click the Notification Account profile.

On the Run As Accounts page of the Run As Profile Wizard, click Add.

10. On the Add A Run As Account dialog box, use the drop-down menu to select the Noti-

fication Action Account created earlier, as shown in Figure 3-13, and then click OK.
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Select a Fun As account to add to this profile. Choose an account that has privileges that are
sufficient to monitor the objects that you specify.

Bun As account:

| Notification Action Account

This Run As Account will be used to manage the following objects:
®) All targeted objects
(O Aselected class. group, or object:

FIGURE 3-13 Add a Run As Account

11. Verify that the Run As account is listed, as shown in Figure 3-14, and then click Save.

Run As Accounts

3

Intreduction

General Properties Add Run As accounts

Run As Accounts

Add a Run As account to this Run As profile. Additional Run As accounts can be added to manage specific classes,

Completion groups, or ebjects
Run As accounts: g Add... . Edit.. < Remove
Account Hame Association  Used For Class Fath
@ Motification Adtion & Class All targeted objects  Objedt

FIGURE 3-14 Run As Profile Wizard
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MORE INFO NOTIFICATION ACTION ACCOUNTS

You can learn more about configuring notification action accounts at http://technet.
microsoft.com/en-us/library/hh212835.aspx.

Email notification channel

The most common method of notification is through email. This is especially true now that
smartphones have email capability, and the cost of sending an email to a smartphone is an
order of magnitude lower than the cost of sending an SMS. Prior to configuring an email noti-
fication channel, you'll need to have access to an SMTP server and have configured a mailbox
to be used for return email addresses, should it be necessary to provide an email response to
a notification.

To enable an email notification channel, perform the following steps:

1. Inthe Administration workspace of the Operations Manager console, right-click the

Channels node under Notifications, click New Channel, and then click E-Mail (SMTP).

2. On the Settings page of the E-Mail Notification Channel Wizard, click Add.

3. On the Add SMTP Server dialog box, enter the FQDN of the SMTP server. Figure 3-15
shows this set to Smtp.tailspintoys.internal, and click OK.

Add SMTP Server -

SMTP server (FQDN]):
|smtp.tailspintcﬂ_.fs.intemal |

Port number:

Authentication method:

|:’-\non1,'1'nous W |

FIGURE 3-15 Add SMTP Server
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4. On the Settings page, enter the return address. Figure 3-16 shows this set to alerts@

tailspintoys.internal.

B

g E-Mail Notification Channel

Settings ﬂ:ngd... /Edit.‘. X Remoye # &
SMTP servers

SMTP Server (FQDN) Pot #  Authentication Failover Crder
smtp tailspintoys intemal 25 Anonymous Primary

Return address
alerts @tailspintoys intemal

How long to wait befare

Retry interval (min):

-

<Prviows | [ Ned> ]| nsn | [ Cancel

FIGURE 3-16 E-mail Notification Channel

5. On the Format page, review the default email format, as shown in Figure 3-17. You
can modify this as necessary for your own environment. Click Finish to complete the

wizard.

MORE INFO EMAIL NOTIFICATION CHANNELS
You can learn more about configuring email notification channels at http://technet.
microsoft.com/en-us/library/hh212914.aspx
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e

!___ E-Mail Notification Channel

Description
Settings Diefault e-mail notification format:

Format
E-mail subject

|Name$ Resolution state: $Data[Default="Not Present']f'Context/Datahem/ﬂesolutianstaieName$| lz‘

[] Generate subject line with no encoding (use if notification e-mails contain
malformed subject lines)

E-mail

Alert: SData[Default="MNot Present]/Context,/Dataltem./Alet Names

Source: SData[Defautt="Not Present]/Context/Datatem/ManagedEntity DisplayNames
Path: $Data[Default="Not Present]/Context/Datatem/ManagedErtityPaths

Last modified by: $Data[Default="MNot Present’]/Contexd/Datalttem./LastModifiedByS
Last modified time: SData[Default="Not Present]/Context/Datattem//Last Modified Local$
Alert description: SData[Default="Mot Present]/Context/Dataltem./Alert Description$

Mlert view link: "STarget/Property[Type="Notffication!

Importance:

Enceding:
[ Unicode (UTF-8)

FIGURE 3-17 E-Mail Notification Channel

Notification subscribers

Notification subscribers are the people who you want to receive notifications about an alert.
You can only create notification subscribers after you've created a notification channel. To
create a notification subscriber, perform the following steps:

1. Inthe Administration workspace of the Operations Manager console, click Subscribers
under the Notifications node. In the Tasks menu, click New.

2. On the Description page of the Notification Subscriber Wizard, specify a name for the
subscriber.
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3. On the Schedule page, select whether you want to send notifications at any time, or
whether subscribers should only receive notifications at specific times. For example,
Figure 3-18 shows a configuration where notifications will only be sent between 9:00
A.M. and 5:30 P.M. on weekdays. This is the master schedule. It is possible to configure
schedules for individual subscribers when adding those individual subscribers.

: 3]

“ Schedule Notifications
»-

Description
Schedule

Set the master schedule for notifying the person. Netification schedules can be further

O Always send notifications
(®) Notify gnly during the specified times:

gpAdd... 7 Edit.. ) Remove..

Time Range Weekdays
9:00 AM - 5:30 PM Week days

Frish | [ Cancel

FIGURE 3-18 Notification subscriber schedule

4. On the Addresses page, click Add. This will launch the Subscriber Address Wizard, al-
lowing you to specify the notification.
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5. On the General page, specify the name of the address. This does not need to be the
email address, but instead needs to be descriptive. For example, Figure 3-19 shows this
set as Administrator Email Address.

E’ Describe the Subscriber Address
i

General

Provide a name that will make it easy to identify this subscriber address later.
For example, Home e-mail address.

Lddress name:

Administrator Email Address

< Previous | | Neat >

FIGURE 3-19 Subscriber Address

6. On the Channel page, use the drop-down menu to select the E-Mail (SMTP) Channel
Type, and then specify the email address that will be used with this channel. Figure
3-20 shows the delivery address set to administrator@tailspintoys.internal.
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F Provide the Channel and Delivery Address
i

Select the notification channel and enter your address for that channel

Channel Type
[E-Mail (SMTF)

& i cH |
Delivery address for the selected channel:
|administmtor@tailspintoys.intemal

Frish | [ Cancel

FIGURE 3-20 Subscriber address channel

7. On the Schedule page, you can specify when notifications can be sent to this particular
subscriber. If you want to use the master schedule configured earlier, you don’t have to
configure a schedule here.

MORE INFO NOTIFICATION SUBSCRIBERS
You can learn more about configuring notification subscribers at http://technet.microsoft.
com/en-us/library/hh212812.aspx.

8. On the Addresses page, shown in Figure 3-21, verify that all of the individual subscrib-
ers that you want to add are listed, and then click Finish.
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2

“ Subscriber Addresses

Addresses iating specific add with mhﬁcahun scheddas dlows subscribers to be
contacted when and where they are a iber could be notified
using E-mail between 9 AM and 5 PM, ﬂ\enmhﬁedumngtex‘tmsagngumﬂdeofﬂ'me
hours.

S - op Add... . Edit.. »{Remove

Mame Channel Type Delivery Address
Administrator Email A...  E-Mail (SMTF) administrator@tailspintoys intemal

FIGURE 3-21 Notification subscriber addresses

Notification subscriptions
Notification subscriptions allow you to define the criteria for when a notification should be
sent, whom it should be sent to, and the method that should be used to send that notifica-
tion. You can create notification subscriptions based on the following criteria, shown in Figure
3-22:

m Raised By Any Instance In A Specific Group

m Raised By Any Instance Of A Specific Class

m Created By Specific Rules Or Monitors

m Raised By An Instance With A Specific Name

m  Of A Specific Severity

m  Of A Specific Priority

m  With A Specific Resolution State

m  With A Specific Name

m  With Specific Text In The Description
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E Criteria

Criteria

Channels

Summary

Subscribers

Created In A Specific Time Period

Assigned To A Specific Owner

Last Modified By A Specific User

That Was Modified In A Specific Time Period

Had Its Resolution State Changed In A Specific Time Period
That Was Resolved In A Specific Time Period

Resolved By Specific User

With A Specific Ticked ID

Was Added To The Database In A Specific Time Period
From A Specific Site

With Specific Text In Custom Field (1-10)

With A Specific TFS Work Item ID

With A Specific TFS Work Item owner

Subscription Criteria

‘when alerts are generated for the objects that match the criteria specified below, notifications will be sent to
specified subscribers.

g

nditions

raised by any instance in a specific group ~
raised by any instance of a specific class

created by specific wles or monitors (e.g., sources) H
raised by an ingtance with a specific name

of a specific severity

of a specific priority

with specific resolution state

with a specific hame

with specific text in the description

created in specific time period e

Criteria description (click the underlined value to edit)
Motify on all zlerts

<Previous | [ Med> || Frsh | [ Cancdl |

FIGURE 3-22 Notification subscription criteria
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To create a notification subscription, perform the following steps:

1.

2.

In the Administration workspace of the Operations Manager console, click the Sub-
scriptions node under the Notifications node. In the Tasks pane, click New.

On the Description page of the Notification Subscription Wizard, provide a meaningful
subscription name.

On the Criteria page, specify the criteria that should trigger the notification. For ex-
ample, Figure 3-23 shows a notification subscription that uses the criteria that an alert
must have a critical severity and a high priority.

E Criteria

Description

Criteria Subscription Criteria

Subscriber . - . .
Hbscribers ‘wihen alerts are generated for the objects that match the criteria specified below, notifications will be sent to
Channels specified subscribers
Summary
Conditions
raized by any instance in & specific group ~
raised by any instance of a specific class
created by specific rules or monitors [e.q.. sources]

raized by an instance with a specific name
of a specific severity
ity

ity

with specific resolution state
with a specific name

with specific text in the description

created in specific time period w

OOO0ORIEROO0O0

Criteria description (click the underlined value to edit)
Motify on all alerts
of a Critical severity

and of a High priority

<Pevious | | Net> || Fmsh | [ Camcel |

FIGURE 3-23 Notification subscription criteria

On the Subscribers page, click Add. On the Subscriber Search page, click Search. The

list of subscribers that you have configured will be displayed. Select the ones that you
wish to add to the notification subscription, and click OK. Figure 3-24 shows the sub-

scriber named TAILSPINTOYS\Administrator being added as a selected subscriber.
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To add subscribers, search for the subscriber by name and then add them to the selected objects list.
Eilter by (optional):

Ayvailable subscribers:

Mame Channel Type
tlTNLSPINTDYS\administrator E-Mail {(SMTP})

Selected subscribers:

Mame Channel Type
$_ITAILSPINTOYS\adrnini5t|Etor E-Mail (SMTP)

FIGURE 3-24 Subscriber Search
5. On the Channels page, click Add. On the Channel Search page, click Search. Select the

channel that you want to use, click Add, and click OK. Figure 3-25 shows the Channels
page with the SMTP Channel selected. Complete the wizard.

MORE INFO NOTIFICATION SUBSCRIPTIONS

You can learn more about creating notification subscriptions at http://technet.microsoft.
com/en-us/library/hh212789.aspx.
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E Channels

Description
Criteria Channels
Subscribe
upseribers You can set the channels for nofifications aenerated by this subscription. Currently the
Channels following channels are specified:
Summary
[ New... / Edit.. [B5Add.. )¢ Remove...

Channel \ Type \ Endpoint

SMTP Channel E-Mail (SMTP) SMTPEndpoint for SMTP Channel

Alert aging:

® Send notifications without delay

fe) Delay sending if remain for longer than (in
minutes):

I

[<Previous | [ MNe> || Frsh [ Camcel |

FIGURE 3-25 Notification subscription channels

Subscribe to an alert notification

While you can configure a notification subscription by setting up the conditions under which
you should be notified, you can also use the Alerts view in the Monitoring workspace to lo-
cate a specific alert and use that as the basis of creating a new notification subscription.

To create a notification subscription from an existing alert, perform the following steps:
1. Inthe Monitoring workspace of the Operations Manager console, select the alert for
which you want to create the notification subscription.

2. In the Tasks pane, under Subscription, click Create. This will launch the Notification
Subscription Wizard. The Description and Criteria pages of this wizard will already be
populated with description and criteria information about the alert from which you are
creating the notification subscription.

3. On the Subscribers page, click Add to select the subscriber who will be notified by the
notification subscription.

4. On the Channels page, click Add to specify the method through which the subscriber
will be notified. Figure 3-26 shows that the SMTP Channel is selected.
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Channel Search _

To add channels, search for the channel by name and then add them to the selected channels list.
Filter by (optional):
Available channels:

Channel Channel Type Endpoint

?)JSMTP Channel E-Mail {SMTP} SMTPEndpairt for SMTP Channe!

,l}_ISMTF' Channel E-Mail {(SMTF) SMTPEndpairt for SMTP Channe!
Selected channels:

Channel Channel Type Endpoirt

?)JSMTP Channel E-Mail (SMTF) SMTPEndpairt for SMTP Channe!

o

FIGURE 3-26 Channel Search

5. Complete the wizard to create the notification subscription based off of the alert.

MORE INFO SUBSCRIBE TO NOTIFICATIONS FROM AN ALERT

You can learn more about subscribing to notifications from an alert at http://technet.micro-
soft.com/en-us/library/hh212895.aspx.

Analyzing network devices and data

The Network Monitoring node of the Monitoring workspace of the Operations Manager con-
sole allows you to view network-related monitoring information. These views include:

m Active Alerts
m Hosts
m  HSRP Groups
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m Legacy Network Devices

m  Network Devices

m Network Summary Dashboard
m Routers

m Switches

= VLANS

m Performance

Network Summary Dashboard view

The Network Summary Dashboard view provides you with the following information about
network devices, termed nodes that Operations Manager monitors:

= Nodes With Slowest Response (ICMP Ping)
= Nodes With Highest CPU Usage

m Interfaces With Highest Utilization

m Interfaces With Most Send Errors

m [nterfaces With Most Receive Errors

m Notes With The Most Alerts

m Interfaces With The Most Alerts

Network Node Dashboard view

The Network Node Dashboard view is a network device specific dashboard view. You can
access this view by selecting the network device you wish to view information for, and then in
the Tasks pane, clicking Network Node Dashboard. This view allows you to view the following
information about a specific device:

m Vicinity view of the node

m  Availability statistics of the node over the last 24 hours / 48 hours / 7 days / 30 days
m Node properties

m  Average response time

m Processor usage over the last 24 hours

m Current node interface health

m Alerts generated by the node

m  Alert details

Network Interface Dashboard view

Operations Manager monitors network interfaces, such as the ports on monitored switches,
as long as they are connected to other devices that Operations Manager also monitors. For
example, a port on a monitored switch will be monitored if it also connects to a computer
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that is monitored by Operations Manager. The Network Interface Dashboard view allows you
to view information about a specific interface on a monitored network device. This dashboard
is accessible through the Network Node Dashboard view by clicking on Network Interface
Dashboard in the Health Of Interfaces on this node area. The Network Interface Dashboard
view provides the following information:

m Bytes sent and received over the past 24 hours

m  Packets sent and received over the past 24 hours

m Interface properties

m Send and receive errors and discards over the past 24 hours
m  Network interface usage percentage

m  Alerts generated by this interface

m Alert details

Q’ EXAM TIP

Remember what is visible through the Network Interface Dashboard view.

Network Vicinity Dashboard

The Network Vicinity Dashboard allows you to view a diagram of a device and all of the
monitored devices and computers that connect directly to that device. You can configure the
Network Vicinity Dashboard to go beyond direct connection, expanding out to five levels

of connection. The Network Vicinity Dashboard provides a graphical representation of each
monitored object and the health of the connections between those objects.

MORE INFO NETWORK DEVICES AND DATA

You can learn more about network devices and data at http://technet.microsoft.com/en-us/
library/hh212706.aspx.
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Thought experiment
Network device monitoring at Contoso

You are in the process of deploying Operations Manager as a network monitoring
device solution at Contoso. As part of this deployment, you are training the existing
network monitoring team on the features of Operations Manager’s network moni-
toring dashboards. With this in mind, answer the following questions:

1. Which dashboard would you use to view the list of network device interfaces in
the organization that had the most send errors?

2. Which dashboard would you use to view the availability statistics of a particular
network device over the last seven days?

3. Which dashboard would you use to view the number of bytes sent on a specific
router interface where Operations Manager monitors the router?

Objective summary

Automatic alert resolution allows you to specify how long it will be before an alert is in
a new resolution state.

Closing an alert generated by a monitor will mean no new alerts will be generated
unless a state change occurs from healthy to warning, healthy to critical, or warning to
critical.

Closing an alert generated by a rule will close the current alert, but new alerts gener-
ated by the rule will still be displayed.

To subscribe to an alert notification, you need to configure a notification action ac-
count, notification channel, notification subscriber, and a notification subscription.

The Network Summary Dashboard provides information about monitored network
devices.

The Network Node Dashboard provides information about a specific monitored net-
work device.

The Network Interface Dashboard provides information about a specific monitored
device interface.

The Network Vicinity Dashboard provides information about monitored objects con-
nected to a monitored device.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. A monitor is configured for a network device. In which of the following situations will
an alert be generated?

A. Monitor state changes from healthy to critical
B. Monitor state changes from critical to healthy
C. Monitor state changes from warning to healthy
D. Monitor state changes from healthy to warning

2. You have imported a management pack for a network device that includes a monitor
that raises an alert related to network connectivity. While you find this alert useful,
you have noticed that the alert does not automatically resolve itself when the monitor
returns to a healthy state. Which of the following parameters would you configure an
override for on the monitor to ensure that the alert was automatically resolved when
the monitor returned to a healthy state?

A. Alert On State

B. Alert Priority

C. Alert Severity

D. Auto-Resolve Alert

3. Which of the following statements about closing alerts generated by rules and moni-
tors is true?

A. Ifyou close an alert generated by a monitor without resolving the issue that gen-
erated the alert, the monitor will generate another alert.

B. If you close an alert generated by a rule without resolving the issue that generated
the alert, the rule will generate another alert.

C. Ifyou close an alert generated by a monitor without resolving the issue that gen-
erated the alert, the monitor will not generate another alert.

D. If you close an alert generated by a rule without resolving the issue that generated
the alert, the rule will not generate another alert.

4. Which of the following Operations Manager network dashboards would you use to
determine the monitored servers connected to a specific monitored switch?

A. Network Summary Dashboard

B. Network Node Dashboard view

C. Network Interface Dashboard view
D. Network Vicinity Dashboard
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5. Which of the following Operations Manager network dashboards would you use to
determine the statistics of a switch uplink port that connected two network switches
monitored by Operations Manager?

A. Network Vicinity Dashboard
B. Network Interface Dashboard view
C. Network Node Dashboard view

D. Network Summary Dashboard

Objective 3.2: Monitor servers

Once you have configured Operations Manager to collect data from the servers in your
environment, you will need to configure how Operations Manager displays and interprets
that data, including configuring notifications and alerts about important items that should be
brought to the attention of the people responsible for monitoring these computers. Manag-
ing servers also involves following up on agents that are reporting problems, being able to
put monitored objects into maintenance mode, understanding how heartbeat alerts work, as
well as configuring health explorer, and audit collection services.

This section covers the following topics:
m Understanding not monitored and gray agents
m Using maintenance mode
m Understanding heartbeat alerts
m Using Health Explorer
m  Configuring Audit Collection Services (ACS)

Understanding not monitored and gray agents

In some scenarios, you'll find computers that you've just deployed the Operations Manager
agent to, listed as having a healthy agent status, also shown to be in a not monitored state.
Figure 3-27 shows several computers with this status. A computer is in a state where the
Operations Manager agent is shown to be in a healthy state and the computer is not moni-
tored when the management pack for the computer’s operating system is not installed. For
example, the computers shown below are in this state because it was only after | took this
screenshot that | installed the Windows Server 2012 R2 related management packs.
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FIGURE 3-27 Not monitored

Another reason why the status of a server might show as not monitored is because you

have u

ninstalled and then reinstalled it. The default configuration of Operations Manager has

the grooming of deleted agents occur after 48 hours. If the previous agent information is still
in the database, the newly installed agent won't be recognized.

If the Operations Manager agent is shown as healthy, but is dimmed, it means that the

health

service on the monitored computer is not receiving heartbeat data from the Opera-

tions Manager agent. The healthy status is shown in gray because everything was functioning
properly at some point in the recent past. Common causes for a gray state include:

Heartbeat failure

Nonfunctioning health service

Improper configuration

System workflows failure

Poor Operations Manager or data warehouse database performance
Network problems

Authentication issues

When diagnosing the cause of gray agents, you can run the Show Gray Agent Connectivity
Data task. This will provide the following information:

The last time a management server received a heartbeat from the agent.

The status of the System Center Management Health service.
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m  Whether the agent responds to ping requests.

m The last time the agent’s configuration was updated.

m The management server to which the agent reports.

MORE INFO NOT MONITORED AND GRAY AGENTS

You can learn more about not monitored and gray agents at http://technet.microsoft.com/
en-us/library/hh212870.aspx.

Using maintenance mode

You use maintenance mode to apply a special status to a monitored object to stop errors and
alerts occurring when you are performing maintenance tasks on that object. For example,
you want to restart a server to apply software updates or shut it down temporarily to change
the hardware configuration. Prior to performing these maintenance tasks, you would use the
Operations Manager console to place the server into maintenance mode so that the server
restarting or going offline does not trigger a host of alerts and notifications. Enabling mainte-
nance mode suspends the following features:

To put a computer into maintenance mode, perform the following steps:

1.

Rules and monitors

Notifications

Automatic responses

State changes

New alerts

In the Operations Manager console, click the Windows Computers node under the
Monitoring node. This node is shown with the computer SYD-DC tailspintoys.internal
selected in Figure 3-28.

Ble [dt Yiew Go Tmks oo Help

Jsenenx {08 seepe [Ege (B0 @ .

=0

*  Windows Compusens (7

* Tuks

A1 L Lok fer d Mew o ole
Windaws z %
e - B Hame D agent @D :::::‘""' (&) Opeating Saaty Actionr
3 System i Start Mainterance Made..
(2 Healthy Hi-HOST-Asaibipinteysinter. (&) Heskhy () Heakthy
T () Haralthy SYD-DC tabipintoyiimemnal | () Heakhy () Healtbyy
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FIGURE 3-28 Windows Computers node
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2. With the computer that you want to put into maintenance mode selected, click Start
Maintenance mode on the Tasks menu.

3. In the Maintenance Mode Settings dialog box, shown in Figure 3-29, configure the fol-
lowing settings:

m Apply To You can select between the selected object, and the selected object and
all contained object.

m Category You can use this to specify the reason for the object being put into
maintenance mode. You can select whether the maintenance mode is planned, and
can specify one of the following reasons:

m Other (Planned/Unplanned)

m Hardware: Maintenance (Planned/Unplanned)

m Hardware: Installation (Planned/Unplanned)

m  Operating System: Reconfiguration (Planned/Unplanned)
m Application: Maintenance (Planned/Unplanned)

m Application: Installation (Planned/Unplanned)

m Security Issue

m Duration You can specify the number of minutes, or a specific end time for the
maintenance mode status.

Maintenance Mode Settings -

Apply to
() Selected objects only

(®) Selected objects and all their contained objects

Category [w] Planned
Hardware: Installation (Planned) vl
Comment

Upgrading RAM

Duration
(®) Number of minutes: 30 “! (5 minute minimum)
() Specific end time: Sunday , June & 2014 3:s41aM @

Thesefeatures aretemporarily suspended for objects in Maintenance Mode:

- Rules and monitors
- Notifications

- Automatic responses
- State changes

- New alerts

[ oKk | Cancel

FIGURE 3-29 Maintenance Mode Settings
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4. Once in maintenance mode, a maintenance mode icon, like the one shown in Figure
3-30, will appear next to the computer until the maintenance period expires.

Windows Computers (7)
\J‘ Look for: | | Eind Now Clear

= Managemer ULt
State @ MName @ Agent @ 5 @ Operating

erver
System

() Healthy HV-HOST-A tailspintoys.inter... (J) Healthy () Healthy
@ Healthy @ SYD-DC tailspintoys.internal @ Healthy @ Healthy
() Healthy HV-HOST-B.tailspintoys.inter... (J) Healthy () Healthy
@ Healthy VMM tailspintoys.internal @ Healthy @ Healthy
@ Heazlthy Orchestrator.tailspintoys.inter... @ Healthy @ Healthy

FIGURE 3-30 Maintenance mode icon

You can edit maintenance mode, for example to increase the amount of time that the
maintenance period lasts, by right-clicking the object, and clicking Maintenance Mode, and
then clicking Edit Maintenance Mode settings. This will return you to the Maintenance Mode

Settings dialog box that you can use to change the maintenance mode settings.

EXAM TIP

Remember how to extend maintenance mode.

You can stop maintenance mode on a computer by clicking the computer in the Windows
Computers node of the Monitoring workspace, and clicking Stop Maintenance Mode. You will
then be prompted to confirm that you want to stop maintenance mode, as shown in Figure

3-31.

Maintenance Mode

Mode?
Remove contained objects

Are you sure you wish to remove the selected objects from Maintenance

FIGURE 3-31 Maintenance Mode

MORE INFO MAINTENANCE MODE

You can learn more about maintenance mode at http://technet.microsoft.com/en-us/li-

brary/hh212870.aspx.
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Understanding heartbeat alerts

A heartbeat is a UDP packet sent on port 5723 every 60 seconds that Operations Manager
uses to monitor communication channels between the Operations Manager agent and its
primary management server. If the Operations Manager management server fails to receive
four consecutive heartbeats from an agent, two things happen:

Figure 3-32.

o Alert Properties

{ General ! product Knowledge | Company Knowledge [ History | Alert Context | Custom Fields

& ealth Servics Heatbeat Failurs

Alert Status:

the system once changes are committed.

Mew v

Key Details:

Alert source: E Orchestrator.tailspintoys.intemal

Severity: Critical

Priority: High

age: <1 Minute

TFS Work Ttem 1D:

TFS Work Ttem Oviner:

Quiner: [ | ‘ Change...
Ticket ID: | |

Alert Description:

The System Center Management Health Service on computer Orchestrator. tailspintoys.internal failed to heartbeat.

Once you have identified the prablem and taken carrective action, you can select ‘Clased’ which will remave the Alert from

FIGURE 3-32 Alert properties

Monitor resources

m  Operations Manager will generate a Health Service Heartbeat Failure alert, as shown in

m The management server will attempt to ping the computer that hosts the agent.

If the computer that hosts the agent does not respond to the ping request, Operations
Manager will generate a Failed To Connect To Computer alert. If you see the Health Service
Heartbeat Failure alert, but not the Failed To Connect To Computer alert, you can deduce
that there is a problem with the Operations Manager agent, as the computer itself remains
contactable. Both of these alerts will be closed automatically once heartbeat traffic resumes.
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You can change the heartbeat settings for all management servers by performing the fol-
lowing steps:

1. Inthe Settings node of the Administration workspace of the Operations Manager con-

sole, click Heartbeat under Agent, and then click Properties.

2. On the Global Agent Settings dialog box, shown in Figure 3-33, adjust the heartbeat

interval to the desired figure.

General

Agents can generate heartbeats at a specific interval to ensure that they are functioning
properly. You can specify how the heartbeat functions.

Heartbeat Settings:

Heartbeat interval {seconds):

B

FIGURE 3-33 Global heartbeat settings

3. Under Server, click Heartbeat, and then click Properties in the Tasks pane.
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4. On the Global Management Server Settings - Heartbeat dialog box, set the Number Of

Missed Heartbeats Allowed, as shown in Figure 3-34.

General

When an agent stops heart-beating, the Management Server can ping the computer to
diagnose the problem.

Heartbeat Failure Settings:

Mumber of missed heartbeats allowed:

:_E

FIGURE 3-34 Heartbeat settings

You can change the heartbeat settings for an individual computer by performing the fol-
lowing steps:

1. Inthe Agent Managed node of the Administration workspace of the Operations Man-

ager console, click the computer for which you want to change the heartbeat settings,
and then click Properties in the Tasks pane.
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2. On the Heartbeat tab of the Agent Properties dialog box, select the Override Global

Agent Settings check box, and specify the new Heartbeat settings. Figure 3-35 shows
the heartbeat interval for computer Orchestrator.tailspintoys.internal set to 90 seconds.

Heartbeat | Security

Agents can generate heartbeats at a spedificinterval to ensure that they are functioning
properly. You can specify how the heartbeat functions.

Heartbeat Settings:

Heartbeat interval (seconds):

[v]iOverridealobal agentsettings

FIGURE 3-35 Individual server heartbeat settings

You can trigger a Health Service Heartbeat Failure alert for testing purposes by stopping

the Microsoft monitoring agent (formerly System Center Management service) on a computer
with an agent installed, as shown in Figure 3-36.
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General | Log On | Recovery I Dependencies |

Service name:

Display name: Microscft Monitoring Agent

Description: e Monitoring Agent service monitors the health of | .
he computer. The service may be configured to -

Path to executable:
"C:A\Program FilesMicrosoft Monitoring AgertAgent \Health Service exe”

Startup type: | Automatic W

Service status:  Stopped

| Start | | Stop | | Pause | | Resume |

“You can specily the start parameters that apply when vou start the service
from here.

Start parameters:

FIGURE 3-36 Stopped health service

MORE INFO HEARTBEAT ALERTS

You can learn more about heartbeat alerts at http://technet.microsoft.com/en-us/library/
hh212798.aspx.

Using Health Explorer

The Health Explorer tool allows you to view the health of an entity, for example the health of
a monitored computer. Health Explorer also allows you to view the history of state changes
for that object. For example, Figure 3-37 shows the Health Explorer for the computer Orches-
trator.tailspintoys.com. You can see in the figure where the health state of the computer has
changed between healthy to warning, and then from warning back to healthy.
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* (/) Reset Health =4 Recalculate Health [T Filter Menitors | () Refresh Properties (@) Help | &5 Overrides - |

Health monitors for Orchestrator.tailspintoys.internal

Scope is only unhe ... X | Knowledge |; State Change Events

() EntityHealth - Orchestratortailspinto’ | Time Operational State

6/7/2014 11:01 PM
6/4/2014 7:28 PM

Details

Context:

Mo context was available for this state change event

FIGURE 3-37 State change events

Through Health Explorer, you can view the alerts that are present on a particular entity.
Figure 3-38 shows the alerts that are relevant to the monitored computer Orchestrator.
tailspintoys.internal. You can use Health Explorer to locate all of the monitors that are in a
state that requires attention. This allows you to quickly assess and diagnose the issues with a
particular computer, which might be responsible for a multitude of separate alerts.

[

Eile Edit View Go Tasks Tools Help

L Jseacn~ . {overides~ 8 oo | O Find o .
Alerts (2) <
2 | Path Source @ M... Name Resolution State  Created Age
4 Severity: Critical (1)
) Orchestrator tailspintoys.inter.. MSSOLSERVER Run As Account does not exist...  Mew 6/1/2014 5:09:28 AM 8 Days,
4 Severity: Warning (1)
a Orchestrator.tai... Failed to perform Web Site dis..  Mew 6/8/2014 3:06:03 AM 2 Days,
-
@
n
=
o
<] [ >] %
]
Alert Details v

@ Select anitem inthe view above to display its details.

Ready

FIGURE 3-38 Alerts
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MORE INFO HEALTH EXPLORER

You can learn more about using Health Explorer at http://technet.microsoft.com/en-us/
library/hh212766.aspx.

Configuring Audit Collection Services

One of the challenges of using the built-in auditing capabilities of Windows computers is that
each computer stores event logs locally. While it is possible to configure event log forwarding
as a way of centralizing the storage of event logs, event log data is still kept in the standard
event log format, making it challenging to analyze.

Audit Collection Services (ACS) is a segment of Operations Manager that allows you to
collect event log records generated by an audit policy, and to place them in a SQL Server
database. With ACS, you can then use SQL Server tools, including data analysis and reporting
tools, to analyze security events generated by some or all of the computers in your organiza-
tion.

ACS uses the following segments:

m  ACS forwarders
m ACS collectors

m ACS database

ACS forwarders

ACS forwarders forward security event log information to ACS collectors. The ACS forwarder
is part of the Operations Manger agent. While the service is installed, the ACS forwarder will
not be active until you run the Enable Audit Collection task. Once this task has been run, all
events that would normally be written to the computer’s Security log are also forwarded to
the ACS collector.

To configure a computer as an ACS forwarder, perform the following steps:

1. In the Monitoring workspace of the Operations console, expand Operations Manager,
expand Agent Details, and then select Agent Health State.

2. Two panes are displayed. In the right pane, select all of the computers that you want to
configure as ACS forwarder, as shown in Figure 3-39, and then click Enable Audit Col-
lection under Health Service Tasks.
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FIGURE 3-39 Enable audit collection

On the Run Task - Enable Audit Collection, click Override under Task Parameters.

On the Override Task Parameters dialog box, enter the FQDN of the ACS collector, as
shown in Figure 3-40, and click Override.

Override the task parameters with the new values

Name:

Type Default Value

Collector Server

[Collector Server]

New Value
opsmgrtailspintoys_int

FIGURE 3-40 Set collector server
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5. Verify that the Collector Server is listed properly under Task Parameters, as shown in

Figure 3-41, and click Run.

Run the task on these targets

Ei Run Task - Enable Audit Collection

@ Help

Target

VMM tailspintoys intemal
SYD-DC tailspintoys.intemal
Orchestrator tailspintoys intemal
DPM tailspirtoys intemal

Run Location

VMM tailspintoys intemal
SYD-DC tailspintoys intemal
Orchestrator tailspintoys intemal
DPM tailspintoys intemal

Task Parameters

Task credentials

®) Use the predefined Run As Account

() Other

User name :
Password :

Domain TAILSPINTOYS

Task confirmation

Name Value
Collector Server opsmgr tailspintoys intemal

["] Don't prompt when running this task in the future

Task description

Enables and configures the Audit Collection

Service on the appropriate Operations Manager
Health Service:

FIGURE 3-41 Enable audit collection

ACS collectors

A computer that functions as an ACS collector processes security event information for-
warded by ACS forwarders, and then forwards this data to the ACS database. Microsoft
recommends that you don't install the ACS collector on an Operations Manager management
server. This is because the ACS collector role can place an undue performance burden on the

management server.

It is possible to deploy multiple ACS collectors. Each ACS collector requires an individual
ACS database. ACS collectors require the following:

m  An Operations Manager management server must be present.

m The server that hosts the ACS collector role must be a member of an Active Directory
domain that is in the same forest as the Operations Manager management server.

Monitor resources
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m The server that hosts the ACS collector role has a minimum of 1 GB of RAM, with 2GB
or more recommended, and 10 GB of free space to store the ACS database.

ACS database

The ACS database hosts all of the security event log items forwarded to the ACS collectors by
the ACS forwarders. System Center 2012 Operations Manager SP1 and System Center 2012
R2 Operations Manager support using SQL Server 2008 R2 SP1 and later, and SQL Server
2012 and later to host the ACS database. Microsoft recommends using the Enterprise rather
than Standard edition of SQL Server because of the performance requirements involved in
processing traffic from the ACS forwarder.

To install the ACS collector and ACS database role, perform the following steps:

1. On the Operations Manager installation screen, shown in Figure 3-42, click Audit Col-
lection Services in the list of Optional Installations. This will start the Audit Collection
Services Collector Setup Wizard.

Operations Manager = o [

B

Microsoft System Center 2012 R2

Operations Manager

Install

D Download the latest updates to the setup program

Optional Installations Additional Resources
Local agent Release Notes

Audit collection services Installation Guidance
Gateway management server Supported Configurations
Audit Collection Services for UNIX/Linux Product Documentation

Operations Manager Community

Copyright © 2013 Micrasoft All rights reserved Exit

FIGURE 3-42 Installation dialog box

2. After accepting the license terms, select Create A New Database, and enter the data
source name and the database instance details.

3. On the Database Authentication page, select whether Windows or SQL authentication
is being used, and the folders that will store the database and log files.
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4. On the Event Retention Schedule page, shown in Figure 3-43, specify how long events
will be retained in the database.

Audit Collection Services Collector Setup -

Event Retention Schedule %

Audit Collection performs database maintenance on a daily basis. Database
performance will be impacted during the maintenance window.

Local hour of day to perfform daily database maintenance:
0200 AM |

MNumber of days an event is retained in database:
14

=

< Back et > Cancel

FIGURE 3-43 ACS collector setup

5. On the ACS Stored Timestamp Format page, choose between Local Time or Universal
Coordinated Time, and then complete the Setup Wizard.

ACS and Dynamic Access Control

System Center 2012 SP1 Operations Manager and later supports integration with Dynamic
Access Control. Dynamic Access Control allows audit policies based on user, resource, envi-
ronmental claims, and properties. Operations Manager doesn’t require additional configu-
ration to support integration with Dynamic Access Control. Interaction with this feature is
through additional reports that become available when you install ACS Reporting

MORE INFO AUDIT COLLECTION SERVICES

You can learn more about using Audit Collection Services at http://technet.microsoft.com/
en-us/library/hh212908.aspx.
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Thought experiment
Server monitoring at Margie’s Travel
You are working on some issues related to the monitoring of server operating sys-

tems at Margie’s travel. Specifically:

®m You have deployed the Operations Manager agent to 10 new servers running the
Windows Server 2012 R2 operating system. Each of these servers is shown in the
Monitoring console as having a healthy agent, but is also listed as not monitored.

m In the last day, two servers have switched from having their health statuses dis-
played in green in the Monitoring workspace of the Server Manager console, to
having their health statuses displayed in gray.

With this information in mind, answer the following questions:

1. What steps can you take to ensure that all of the computers with the Windows
Server 2012 R2 operating system are no longer listed as not monitored?

2. Which service should you check first, on the two servers with a gray health
status?

Objective summary

An agent may show a server to be in a not monitored state because the management
pack of the host operating it is not installed on the Operations Manager management
server.

Maintenance mode suspends rules and monitors, notifications, automatic responses,
state changes, and new alerts.

An Health Service Heartbeat Failure alert will be triggered if the Operations Manager
server fails to receive four consecutive heartbeats from an agent.

When a Health Service Heartbeat Failure alert is triggered, the Operations Manager
server attempts to ping the computer. If the computer does not respond to the ping
request, a Failed To Connect To Computer alert will be raised.

An ACS forwarder is installed on a computer that will forward security event logs to an
ACS collector.

An ACS collector processes data forwarded from an ACS forwarder, and sends it to the
ACS database.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. A Health Service Heartbeat Failure alert for computer SYD-FS1 is present in alerts view.
You look for a Failed To Connect To Computer alert in alerts view, but one is not pres-
ent. Which of the following diagnoses is probable given this state of affairs?

A. SYD-FSlisin a healthy state.

B. There is a problem with the Operations Manager agent on SYD-FS1.

C. The Operations Manager management server is unable to ping SYD-FS1.
D. SYD-FS1 has been assigned a new IP address.

2. You have five domain controllers that audit user logon activity. You want to deploy
Operations Manager Audit Collection Services on a new server named ACS1. ACS1 will
host the ACS database. Which of the following answers best describes how you should
deploy ACS roles in this scenario?

A. Enable the ACS forwarder role on each domain controller
B. Install the ACS collector role on each domain controller
C. Enable the ACS forwarder role on ACS1.

D. Enable the ACS collector role on ACS1.

3.  Which of the following is disabled or suspended when you put a monitored server into
maintenance mode using the Operations Manager console?

A. Microsoft monitoring agent service on the monitored server.
B. Rules and monitors related to the monitored server.
C. New alerts from the monitored server.

D. Message queuing service on the monitored server.

Objective 3.3: Monitor the virtualization layer

Once you have configured Operations Manager to collect data from virtualization hosts and
virtual machines, you need to configure how Operations Manager displays and interprets that
data. This means configuring notifications and alerts through to analyzing overall virtual-
ization layer health. When integrated with Virtual Machine Manager, Operations Manager
provides a number of dashboards and views that allow you to monitor the functionality and
performance of your organization'’s fabric.
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This section covers the following topics:
m Integrating Operations Manager with Virtual Machine Manager
m Using the Fabric Health Dashboard

m Understanding the Fabric Monitoring Diagram view

Integrating Operations Manager with Virtual Machine
Manager

To be able to monitor your organization’s virtualization layer when you are using a System
Center 2012 and System Center 2012 R2 managed private cloud, you need to integrate Op-
erations Manager with Virtual Machine Manager.

Integrating Operations Manager with Virtual Machine Manager provides you with the fol-
lowing dashboards and views as shown in Figure 3-44:

Meonitoring

i’ g Microsoft System Center Virtual Machine Manager
4 (L5 Agents
@] Active Alerts
|@] Health State
4 |_q Cloud Health Dashboard
(2] Cloud Health
FI g Managed Resources
(& Application Health
(=] Application Hosts Health
(&) Host Cluster Health
(@] Host Health
(&) IP Address Pool Health

=8| Library Server Health
(3| Load Balancer Health
@] MAC Address Poal Health

—

(| Service Health

—

| Storage Pool Health

(&) User Role Health

(G| Virtual Machine Health

(&) Wirtual Machine Manager Server Health
4 | g Perfarmance

E Cloud Performance

E Haost Cluster Performance

E Host Performance

E IP Address Pool Performance

E MAC Address Pool Performance

E Service Performance

E Storage Pool Performance

E Virtual Machine Performance

FIGURE 3-44 Virtualization dashboards and views
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Cloud Health
Application Health

Application Hosts Health

Host Cluster Health
Host Health

IP Address Pool Health
Library Server Health

Load Balancer Health

MAC Address Pool Health

Service Health

Storage Pool Health
User Role Health
Virtual Machine Health

Virtual Machine Manager Server Health

The Virtual Machine Health dashboard is shown in Figure 3-45.
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FIGURE 3-45 Virtual Machine Health

Integrating Operations Manager and Virtual Machine Manager also allows you to view the
following performance information:

Cloud Performance

m Host Cluster Performance
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m [P Address Pool Performance

m MAC Address Pool Performance
m Service Performance

m Storage Pool Performance

m Virtual Machine Performance

Figure 3-46 shows the Virtual Machine Performance view.

Virtual Machine Performance - TailspinToys - Operations Manager =10 -
File Edit View Go Tasks Tools Help
f Jsean~ . i%iscope @ .
Monitoring < Virtual Machine Performance <
4 (g Perfol A
g rerormance 30000000000
E Cloud Performance
[ 25000000000
E Haost Performance 20000000000
E IP Address Pool Performance
[52] MAC Address Pool Performance 15000000000 +
E Service Performance 10000000000 4
E Storage Pool Performancs =
E Wirtual Machine Performance SLLEELLLID
4 M ift System Center Virtual Machi
7 15 Microsoft ystem tenter Virtual Mach 3 1 S [ ¥ 5511 7 _.
4 | Microsoft System Center Virtual Machi 400 AM 8:00 AM 12:00 PM 4:00 PM 8:00 PM 12:00 AM o
j Diagram View for VMM ~
: e o
< [T > Legend M -
]
Show or Hide Views.. { Lookfor: Al ltems -
Mew View » Show Calor Path Target Rule Object Col ™
— Virtual Machine Manager Mana... VM pu
._- Menitoring — Virtual Machine Manager Mana... VM pu
ﬁ‘ Authering — Virtual Machine Manager Mana... VM pu
Virtual Machine Manager Mana... VM pu
- i
i SR — Virtual Machine Manager Mana... VM pu
-'-".-1 Administration — Virtual Machine Manager Mana... VM pu
Virtual Machine Manager Mana... VM Tota «
E M < m >
Ready

FIGURE 3-46 Virtual Machine Performance

To integrate Operations Manager with Virtual Machine Manager, you need to configure

the connector between VMM and Operations Manager. Prior to configuring the connec-
tion between VMM and Operations Manager, you need to ensure you perform the following

prerequisite configuration tasks:

m [nstall the Operations Manager console on the VMM server.

m [nstall the following Operations Manager management packs on the Operations Man-

ager server:

SQL Server Core Library version 6.0.5000.0 or later

Windows Server Internet Information Services Library version 6.0.5000.0 or later
Windows Server Internet Information Services 2003 version 6.0.5000.0 or later

Windows Server 2008 Internet Information Services 7 version 6.0.6539.0 or later
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To link VMM and Operations Manager, you need the credentials of an account that is a
member of the Operations Manager Administrators user role, and the credentials of an ac-
count that is a member of the VMM Administrator user role. These can be separate accounts
or the same accounts. To configure a connection between VMM and Operations Manager,
perform the following steps:

4.

In the Settings workspace of the VMM console, click System Center Settings, and then

click Operations Manager Server.

On the ribbon, click Properties.

On the Connection To.. page of the Add Operations Manager Wizard, type the name
of the Operations Manager server and a Run As account that has the appropriate per-
missions, as shown in Figure 3-47.

Introduction Configure connection from VMM to Operations Manager

[
| Connection to... | Specify the management server to use, and enter the administrative credentials for the it

group to which you want VMM to connect.
Lonnection to VMM

Summary Server namet opsmagr tailspintoys.internal
) Use the VMM scrver service account
Service account:  TAILSPINTOYS\drservice

® Usc a Run As account

Administrator

[ Enable Perf and R = Optimization (PRO)

wanl o use PRO.

[Vl Enable mai mode i ion with Operations M

Operations Manager.

You must separalely enable PRO Tur each husl yroup, bosl dusler, service, ur doud wilh which you

When Hocte are put in maintenance mode in VMM, attempt to alco cet them in maintenance mode in

o ||

FIGURE 3-47 Connection to Operations Manager

On the Connection To VMM page, specify the credentials of the account that will be

used by Operations Manger to connect to the VMM server.

Complete the wizard.

Configuring the connection between Operations Manager and VMM automatically loads
the Management Packs, shown in Figure 3-48, which allow you to monitor the health and
performance of your private cloud’s virtualization layer.
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Details

Management Packs

: The following ic the list of currenthy installed VMM management packe

SOL Server Analysis Services

] Management Pack

| Installed Version

Microscft System Center Virtual Machine Manager 2000 R2 PRO Library 3.27510.0
Microzoft System Lenter Virtual Machine Manager 2012 B2 Discovery 3475100
Microsoft System Center Virtual Machine Manager 2012 R2 Monitoring 3.27510.0
Micrasoft System Center Virtual Machine Manager 2012 R2 PROC Diagnostics 3.2.7510.0
Microsnft System Center Virtual Machine Manager 2012 R? Reports 3275100
Micrasoft System Center Virtual Machine Manager Library 3.27510.0
Micrazott System Lenter Virtual Machine Manager Uverndes 3275100
Microsoft System Center Virlual Machine Manage: PRO Library 3.2.7510.0
Microsoft System Center Virtual Machine Manager PRO V2 HyperV Host Performance 3.27510.0
Microsnft System Center Virtual Machine Manager PRO V2 Liheary 3275100
Micrasoft System Center Virtual Machine Manager Storage 2012 R2 Discovery 71101250
Microsoft System Lenter Virtual Machine Manager Storage 2012 R2 Monitonng 11101250
Microsull System Center Virlual Machine Manager Storage Library 71101250

o o]

FIGURE 3-48 Management Packs

MORE INFO OPERATIONS MANAGER INTEGRATION WITH VMM

You can learn more about configuring Operations Manager integration with VMM at
http://technet.microsoft.com/library/hh427287.aspx.

Using the Fabric Health Dashboard

You use the Fabric Health Dashboard to view detailed information about the health of VMM
private clouds and the infrastructure, sometimes termed fabric, which supports them. Fabric
Health Dashboard is available from the Cloud Health node and provides you with information

about:

Host State

Storage Pools State

File Share and LUN State
Network Node State
Instance Details

Activity Alerts
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Figure 3-49 shows the Fabric Health Dashboard scoped to the TailspinToys cloud.

=R

File Edit View Go Tasks Tools Help

L Jsewanw (i 2o BT @
Fabric Health Dashboard i<l
Target Cloud - Example Cloud Dashboard scopedto  Allitems
Host State
Health ¥ Mame Host Group cPU Memory  Disk  Metwork Adapters  Active Alerts ¥
Storage Pools State File Share and LUN State
Health ¥  MName  Active Alerts ¥  Capacity Health ¥  Name  Active Alerts ¥  Capacity
. ]
Network Node State Instance Details o
=~
Health ¥ Mame Active Alerts ¥ Select an item to display its details E
a
Active Alerts
pel
Severity Source  Maintenance Mode ~ Mame  Resolution State  Created ¥ Age
Ready J

FIGURE 3-49 Fabric Health Dashboard

S
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MORE INFO FABRIC HEALTH DASHBOARD

You can learn more about the Fabric Health Dashboard at http://technet.microsoft.com/

en-us/library/dn458591.aspx.

EXAM TIP

Remember what information you can view through the Fabric Health Dashboard.
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Understanding the Fabric Monitoring Diagram view

The Fabric Monitoring Diagram view provides you with a diagram view of the entire infra-
structure that VMM manages, and provides you with the health state of each segment that
makes up the virtualization fabric. The view is located within the Monitoring workspace of the
Operations Manger console when VMM is integrated with Operations Manager. Each node is
presented as a roll-up that can be expanded. If a node is displayed as healthy, you can assume
that all of the nodes it comprises are also believed by Operations Manager to be healthy.
Figure 3-50 shows the Fabric Monitoring Diagram view.
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FIGURE 3-50 Diagram View

Where a node shows is displayed as unhealthy, you are able to expand it until you locate
the monitored segment that is causing the unhealthy state.

MORE INFO FABRIC DIAGRAM VIEW

You can learn more about Fabric Diagram view at http://technet.microsoft.com/en-us/
library/dn458593.aspx.
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Thought experiment
Virtualization layer monitoring at Wingtip Toys

You are planning to integrate Operations Manager with VMM so that you can use
Operations Manager to monitor your organization’s virtualization segments. As part
of this process, you are familiarizing yourself with the steps that you need to take to
integrate these segments, and the functionality that integration will provide. With
this information in mind, answer the following questions:

1. On which server must you install the additional console?

2. Which Operations Manager tool should you use to view the health state of all of
the segments managed by VMM as part of a diagram?

Objective summary

m To integrate Operations Manager with Virtual Machine Manager, you need to install
the Operations Manager console on the VMM server. You also need to ensure that
the appropriate SQL Server and Internet Information Services management packs are
installed.

m The Fabric Health Dashboard allows you to view detailed information about the health
of VMM private clouds and infrastructure.

m The Fabric Monitoring Diagram view allows you to view the health state of the entire
virtualization fabric managed by VMM.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “"Answers” section at the end of this chapter.

1. Which of the following Operations Manager dashboards would you use to determine
the health state of virtual machines hosted on virtualization hosts managed by VMM?

A. User Role Health

B. Storage Pool Health

C. Virtual Machine Manager Server Health
D. Virtual Machine Health

2. You are setting up integration between Operations Manager and Virtual Machine
Manager. Which of the following credentials do you need, to configure this integra-
tion?

A. An account that is a member of the Operations Manager Administrators user role.

B. An account that is a member of the VMM Administrator user role.

Monitor resources
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C. An account that is a member of the Domain Admins security group.

D. An account that is a member of the Local Administrators group on the Operations
Manager server.

3.  Which of the following is displayed in the Fabric Health Dashboard?
A. VMM Server Health
B. Storage Pools State
C. File Share and LUN State

D. Domain Controller State

Objective 3.4: Monitor application health

Once you have configured Operations Manager to collect data from applications, you need to
configure how Operations Manager displays and interprets that data. This involves configur-
ing appropriate notifications and alerts.

This section covers the following topics:
®m  Monitoring .NET applications

m  Monitoring Java applications

Monitoring .NET applications

Operations Manager allows you to monitor .NET web applications either from the perspec-
tive of the server, or from the client. This allows you to collect information about application
reliability and performance. Collecting this data allows you to generate reliable information
about how frequently a particular application problem is occurring, the performance of the
host server when the issue occurred, and any related events. Two of the most important tools
that you use to monitor .NET applications are the Application Diagnostics console, and Ap-
plication Advisor.

MORE INFO MONITORING .NET APPLICATIONS

You can learn more about monitoring .NET applications at http://technet.microsoft.com/
en-us/library/hh212856.aspx

Application Diagnostics console

The Application Diagnostics console allows you to monitor .NET applications for failures,
faults, and slowdowns. To use the Application Diagnostics console, the Operations Manager
web console must be installed on the Operations Manager management server. The Applica-
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tion Diagnostics console is available at the address http://hostname/AppDiagnostics, and is

shown in Figure 3-51.
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FIGURE 3-51 Application Diagnostics console

The Application Diagnostics console allows you to view events related to application per-
formance and events related to application failures and errors. Application failures and errors
can be displayed based on connectivity, security, and failure issues.

MORE INFO APPLICATION DIAGNOSTIC CONSOLE

You can learn more about the Application Diagnostics console at http://technet.microsoft.
com/en-us/library/hh530058.aspx.

Application Advisor

Application Advisor is a tool that you use with .NET APM to manage and prioritize applica-
tion related alerts. Application Advisor allows you to run reports that allow you to determine
which applications are triggering the most alerts. Application Advisor is a web application
that you can use if you have installed the Operations Manager web console. The address of
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the Application Advisor is http.//hostname/AppAdvisor. The Application Advisor console is
shown in Figure 3-52.

iagnost.| Il Application Advis... X N oA T

Operations Manager
TAILSPINTOYS\Administrator

+ Clent Side Monitnring
| & Problem Analysis Reports Application Failurc Analysis
# Resource Ubizaben Analysis This report provides detadied falure analysis

Application Failure Anahysic = * for a celected applcation. It highlights the
top 5 appbcabon funcoonalty areas that
Aoplcation Performance Analvas = - et mast o the probleans: Por cach anea
Application Status g this repart bists the top fadure reasons. This
SEE s " = e 1eport abso provides an analysis based un
Problems Distribution Analysis g 2 problem roct cause and chows application
Summary Faiure Anabysic = functionality areas affected by each type of

roblem root =
Summary Performance Analbysis P Bt
Summary User Analysis

Application Status

Thiis report provides daily, weekly and
iy agickation sahia s
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FIGURE 3-52 Application Advisor

Application Advisor provides client side monitoring, problem analysis, and resource utiliza-
tion analysis reports. The client side monitoring reports are as follows:

m  Application AJAX Calls Analysis

m  Application Analysis

m Application Status

m Client Latency Distribution

m Load Time Analysis Based On Subnet
m Summary Performance Analysis

m Summary Size Analysis

m Summary User Analysis

The problem analysis reports provided by Application Advisor are as follows:
m  Application Activity Breakdown

m Application Daily Activity

m Application Failure Breakdown By Functionality

Objective 3.4: Monitor application health CHAPTER 3 237
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Application Failure Breakdown By Resources
Application Heavy Resources Analysis
Application Slow Request Analysis

Day Of Week Utilization

Hour Of Day Utilization

Utilization Trend

The resource utilization analysis reports provided by Application Advisor are as follows:

Application Advisor also provides the following general reports:

Application CPU Utilization Analysis
Application 10 Utilization Analysis
Application Memory Utilization Analysis
Computer Application Load Analysis
Computer CPU Utilization Analysis
Computer 10 Utilization Analysis

Computer Memory Utilization Analysis

Application Failure Analysis
Application Performance Analysis
Application Status

Problems Distribution Analysis
Summary Failure Analysis
Summary Performance Analysis

Summary User Analysis

MORE INFO APPLICATION ADVISOR

You can learn more about the Application Advisor at http://technet.microsoft.com/en-us/
library/hh322034.aspx

Monitoring Java applications

Operations Manager 2012 R2 supports Java Application Performance Monitoring (APM).
Java APM allows you to monitor Java applications, providing you with information about the
application’s performance and details of exception events that allow you, or the application
owners, to determine the root cause of application issues. You do this by using Operations
Manager Application Advisor.

Operations Manager Application Advisor allows you to perform the following tasks:

m Investigate method and resource timing for performance events
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m Perform stack traces for exception events

m  Monitor Java specific counters for events (including Average Request Time, Requests
Per Second, JVM Memory, and Class Loader)

Java APM supports the following configurations:
m Tomcat 5, Tomcat 6, Tomcat 7
= Windows
m Linux
m Java JDK 5, Java JDK 6
m  Web Technologies
m GenericServlet
m Struts
m Struts2
m Axis2

Q EXAM TIP

Remember which configurations are supported for .NET and Java APM.

The Java APM management pack requires the management pack for Java Enterprise Edi-
tion, which you must configure for deep monitoring. You use Application Advisor reports,
for example the Application Performance Analysis report, to view the performance of Java
applications in the same way that you monitor .NET applications.

MORE INFO MONITORING JAVA APPLICATIONS

You can learn more about monitoring Java applications at http://technet.microsoft.com/
en-us/library/dn440936.aspx.

Thought experiment
Application Performance Monitoring at Contoso

You are in the process of writing documentation to support the monitoring of .NET
application performance at Contoso using System Center 2012 R2 operations moni-
tor. As part of the process, you need to answer the following questions:

1. Which tool would you use to view events related to application performance and
events related to application failures and errors?

2. Which tool do you use to manage and prioritize application related alerts?
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Objective summary

m The Application Diagnostics console allows you to monitor .NET applications for fail-
ures, faults, and slowdowns.

m To use the Application Diagnostics console, the Operations Manager web console must
be installed on the Operations Manager management server.

m Application Advisor is a tool that you use with .NET APM to manage and prioritize ap-
plication related alerts.

m Application Advisor is a web application that you can use if you have installed the
Operations Manager web console.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. Which of the following must be installed before you can access the Application Advisor
functionality of Operations Manager?

A. Operations Manager web console

B. Orchestrator connector for Service Manager

C. SQL Server Analysis Services

D. Operations Manager connector for Service Manager

2.  Which of the following tools would you use to view an application performance moni-
toring report that provided client application load time analysis on a per-subnet basis?

A. Application Advisor

B. Application Diagnostics Console
C. Operations Manager Web Console
D. Operations Manager Console

3. Which of the following tools can you use with Operations Manager application perfor-
mance monitoring to view events related to application errors?

A. Application Advisor
B. Application Diagnostics Console
C. Operations Manager Web Console

D. Operations Manager Console
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Answers

This section contains the solutions to the thought experiments and answers to the lesson
review questions in this chapter.

Objective 3.1: Thought experiment

1. You would use the Network Summary dashboard to view the list of network

device interfaces in the organization that had the most send errors.

2. You would use the Network Node Dashboard View to view the availability statis-

tics of a particular network device over the last seven days.

3. You would use the Network Interface Dashboard view, to view the number of

bytes sent on a specific router interface.

Objective 3.1: Review

1.

Correct answers: A and D

A.

Correct: Alerts will be generated when the health state changes from healthy to
critical.

Incorrect: Alerts are not generated when the health state changes from critical to
healthy.

Incorrect: Alerts are not generated when the health state changes from warning
to healthy.

Correct: Alerts are generated when the health state changes from healthy to
warning.

Correct answer: D

A.

Incorrect: You need to configure an override for the Auto-Resolve Alert parameter
to ensure that the alert was automatically resolved.

Incorrect: You need to configure an override for the Auto-Resolve Alert parameter
to ensure that the alert was automatically resolved.
Incorrect: You need to configure an override for the Auto-Resolve Alert parameter
to ensure that the alert was automatically resolved.

Correct: You need to configure an override for the Auto-Resolve Alert parameter
to ensure that the alert was automatically resolved.

Correct answers: B and C

A.

Incorrect: A monitor only sends an alert when a state change occurs, from either
healthy to warning, healthy to critical, or warning to critical.

Correct: A rule will continue to generate alerts as long as the condition that trig-
gers the alert persists.

Answers 241

From the Library of Ida Schander



242

C. Correct: A monitor only sends an alert when a state change occurs, from either
healthy to warning, healthy to critical, or warning to critical.

D. Incorrect: A rule will continue to generate alerts as long as the condition that trig-
gers the alert persists.

4. Correct answer: D

A. Incorrect: The Network Summary Dashboard will show information about all
monitored network devices.

B. Incorrect: The Network Node Dashboard view will display information, including
performance information, about a specific monitored device.

C. Incorrect: The Network Interface Dashboard view will show information about a
specific network device interface.

D. Correct: The Network Vicinity Dashboard view will show monitored devices and
computers that are connected to a monitored network device.

5. Correct answer: B

A. Incorrect: The Network Vicinity Dashboard view will show monitored devices and
computers that are connected to a monitored network device.

B. Correct: The Network Interface Dashboard view will show information about a
specific network device interface.

C. Incorrect: The Network Node Dashboard view will display information, including
performance information about a specific monitored device.

D. Incorrect: The Network Summary Dashboard will show information about all
monitored network devices.

Objective 3.2: Thought experiment

1. You need to install the Windows Server 2012 R2 management packs to change the
status from not monitored.

2. You should check the status of the Microsoft monitoring agent service as a failure of
this service can cause a server to be shown with a gray agent status.

Objective 3.2: Review
1. Correct answer: B

A. Incorrect: A Health Service Heartbeat Failure alert that doesn’t have a corre-
sponding Failed To Connect To Computer alert indicates that the computer can
be pinged by the Operations Manager management server, but that heartbeat
traffic is not occurring. A likely cause is that there is a problem with the Operations
Manager agent.

B. Correct: A Health Service Heartbeat Failure alert that doesn’t have a correspond-
ing Failed To Connect To Computer alert indicates that the computer can be
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pinged by the Operations Manager management server, but that heartbeat traffic
is not occurring. A likely cause is that there is a problem with the Operations Man-
ager agent.

C. Incorrect: A Health Service Heartbeat Failure alert that doesn't have a corre-
sponding Failed To Connect To Computer alert indicates that the computer can
be pinged by the Operations Manager management server, but that heartbeat
traffic is not occurring. A likely cause is that there is a problem with the Operations
Manager agent.

D. Incorrect: A Health Service Heartbeat Failure alert that doesn't have a corre-
sponding Failed To Connect To Computer alert indicates that the computer can be
pinged by the Operations Manager management server, but that heartbeat traffic
is not occurring.

2. Correct answers: A and D
A. Correct: ACS forwarders send security event log data to the ACS collector.
B. Incorrect: The domain controllers should be configured as ACS forwarders.

C. Incorrect: As ACS1 is not generating the initial security log events, it should not
function as an ACS forwarder.

D. Correct: ACS1 should function as the ACS collector.
3. Correct answers: B and C

A. Incorrect: No services on the monitored service will be disabled when the server is
placed into monitoring mode on the Operations Manager server.

B. Correct: Rules and monitors related to the monitored server will be suspended
while the server is in maintenance mode.

C. Correct: New alerts from the monitored server will be suspended while the server
is in maintenance mode.

D. Incorrect: No services on the monitored service will be disabled when the server is
placed into monitoring mode on the Operations Manager server.

Objective 3.3: Thought experiment
1. You must in stall the Operations Manager console on the VMM server.

2. The Fabric Monitoring Diagram view allows you to view the health state of all of the
segments managed by VMM as part of a diagram.
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Objective 3.3: Review
1. Correct answer: D
A. Incorrect: User Role Health will display the health of user roles.

B. Incorrect: Storage Pool Health will display the health of storage managed by
VMM.

C. Incorrect: Virtual Machine Manager Server Health will show the health status of
VMM servers.

D. Correct: Virtual Machine Health allows you to view the health status of virtual
machines hosted on virtualization hosts managed by VMM.

2. Correct answer: A and B

A. Correct: You need access to an account that is a member of the Operations
Manager Administrator user role and an account that is a member of the VMM
Administrator role.

B. Correct: You need access to an account that is a member of the Operations
Manager Administrator user role and an account that is a member of the VMM
Administrator role.

C. Incorrect: You need access to an account that is a member of the Operations
Manager Administrator user role and an account that is a member of the VMM
Administrator role.

D. Incorrect: You need access to an account that is a member of the Operations
Manager Administrator user role and an account that is a member of the VMM
Administrator role.

3. Correct answers: B and C
A. Incorrect: The Fabric Health Dashboard does not display VMM Server Health.
B. Correct: The Fabric Health Dashboard does display Storage Pools State.
C. Correct: The Fabric Health Dashboard does display File Share and LUN State.

D. Incorrect: The Fabric Health Dashboard does not display Domain Controller
Health.

Objective 3.4: Thought experiment

1. The Application Diagnostics console allows you to view events related to application
performance and events related to application failures and errors.

2. Application Advisor is a tool that you can use to manage and prioritize application
related alerts.
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Objective 3.4: Review
1. Correct answer: A

A. Correct: The Operations Manager web console must be installed before you can
access the Application Advisor functionality of Operations Manager.

B. Incorrect: You do not have to have the Orchestrator connector for Service Man-
ager, or Service Manager, installed to access the Application Advisor.

C. Incorrect: You do not have to have SQL Server Analysis Services installed to access
the Application Advisor.

D. Incorrect: You do not have to have the Operations Manager connector for Service
Manager, or Service Manager, installed to access the Application Advisor.

2. Correct answer: A

A. Correct: You can use the application diagnostics console to view a load time
analysis based on subnet report.

B. Incorrect: You cannot use the application diagnostics console to view a load time
analysis based on subnet report.

C. Incorrect: You cannot use the Operations Manager Web console to view a load
time analysis based on subnet report.

D. Incorrect: You cannot use the Operations Manager console to view a load time
analysis based on subnet report.

3. Correct answer: B

A. Incorrect: You can use the application diagnostics console to view events related
to application errors.

B. Correct: You can use the application diagnostics console to view events related to
application errors.

C. Incorrect: You can use the application diagnostics console to view events related
to application errors.

D. Incorrect: You can use the application diagnostics console to view events related
to application errors.
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Configure and maintain
service management

IT professionals are responsible for providing specific services to the organization for which
they work. Service Manager provides the ability to measure the performance of IT profes-
sionals in providing these services by tracking the speed at which incidents and problems
are resolved. This chapter includes information on configuring Service Manager to track
performance against service level objectives. You'll learn how to configure and manage Ser-
vice Manager incidents, problems, and knowledge articles. You'll also learn about managing
cloud resources through VMM by configuring available profiles and templates.

Objectives in this chapter:
m Objective 4.1: Implement service level management
m Objective 4.2: Manage problems and incidents

m Objective 4.3: Manage cloud resources

Objective 4.1: Implement service level management

This objective deals with how you implement service level management with Service Man-
ager. This includes the steps that you need to take to allow Service Manager to measure and
track whether service level objectives are being breached by configuring calendars, metrics,
and service level objectives.

This section covers the following topics:

m Understanding service level management
m Creating calendar items

m Creating metrics

m Creating queues

m Creating service level objectives

m Sending notifications

m SLA reporting
247
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Understanding service level management

Service level management is a term used to describe measuring incident and service request
lifecycle. The lifecycle of an incident and service request starts when the incident or service
request is created and concludes when the incident or service request is resolved.

A service level item comprises:
m Queues for specific service levels
m Time metrics for those queues

As a part of service level management, you can also configure notifications to be sent to
users prior to and after service levels defined by those queue metrics is exceeded. You use the
Calendar, Metric, and Service Level Objectives node of the Administration workspace of the
Service Manager console, shown in Figure 4-1, to configure service level management.

©
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‘- e |._, =« Administralion »  Service Level Managemenl  » > A.||

Administration < Service Level Management <

S Management backs | Service Level Management
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Natifications
¥ 3,]‘ Secunty
4 = Service Level Management =
(7] Calendar 2 | Foldersm
i Metric
- Service Level Objectives

[+ Settings

'I'“':El” iistration [ =] Views
¥ Library
E‘] Work Items

aued yse|

u Configuration Items

Data Warchouse

Connected to SERVICEMANAGER

FIGURE 4-1 Administration workspace

MORE INFO SERVICE LEVEL MANAGEMENT

You can learn more about service level management at http://technet.microsoft.com/
en-US/library/hh519775.aspx.
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Creating calendar items

You use the Calendar node to define operational periods, such as which days are workdays,
which hours are work hours, and which days, such as holidays, count as exceptions. Calendar
items are separate work schedules that constitute time that is available and which is measured
where IT professionals resolve Service Manager incidents and service requests.

To create a calendar item, perform the following steps:

1. Inthe Administration workspace of the Service Manager console, click Calendar, under
Service Level Management.

2. In the Tasks menu, click Calendar, and then click Create Calendar.

3. On the General page of the Create/Edit Calendar dialog box, provide the following
information (Figure 4-2 shows an example calendar):

m Title A name for the calendar.
m Time Zone The time zone in which the calendar will be used.

= Working Days And Hours Select which days of the week and which hours of
each day will make up the period over which IT professionals are expected to re-
solve incidents and service requests.

m Holidays Specify any holidays that will function as exemptions to the calendar

when it comes to calculating incident and service request metrics.

& Create/Edit Calendar [ T= ]
General ~ General =

Related SLO{s]

Title Example Calendar |

Time Zone: | (UTC=10:00) Canberra, Melbourne, Sydney - |

Working days and hours: =

Weork day [ Sunday Monday Tuesday Wednesday ¥ Thursday [ Friday ] Saturday

Start time [a0000am |[o0000 M |[20000aM  |[ 20000 AM |[e0000AM |
End time [sono0pm |[sousopm |[soocopm || seosoem || seoooem |
Holidays:

Date * Holiday

Monday, January 26, 2015 Australia Day

~ Related SLO(s)

FIGURE 4-2 Create/Edit Calendar
4. Click OK to create the calendar.
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MORE INFO CALENDAR ITEMS

You can learn more about calendar items at http://technet.microsoft.com/en-us/library/
hh519740.aspx.

Creating metrics

You use the Metric node to create time metrics using calendar items that correspond to
service objectives. A Service Manager time metric is the amount of time that occurs between
a start time and an end time. Service Manager terminology specifies both of these as “date,”
but it is important for you to note that a Service Manager "date” includes the hour, minute,
and second information, and is not simply the calendar day.

Service Manager includes the following predefined metrics:

Resolution Time This is the maximum allowed time for incident resolution. Service
Manager calculates resolution time using an incident’s creation time and resolution
date.

Completion Time This is the maximum allowed time for service request completion.

Service Manager calculates completion time, a service request’s creation time, and
completion date.

Metrics for incidents and metrics for service requests use separate Service Manager classes.
When creating an incident or metric for service requests, you don't just have to choose cre-
ation date and resolution date. You can choose to assign one of the following items for Start
Date and for End Date:

Actual Downtime End Date
Actual Downtime Start Date
Actual End Date

Actual Start Date

Closed Date

Created Date

First Assigned Date

First Response Date
Required By

Resolve By

Resolved Date

Configure and maintain service management
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Scheduled Downtime End Date

m Scheduled Downtime Start Date
Scheduled End Date
Scheduled Start Date

To create a metric for incidents, perform the following steps:

1. Inthe Administration workspace of the Service Manager console, click Metric, under
Service Level Management.

2. Inthe Tasks menu, click Metric, and then click Create Metric.
3. Inthe Create/Edit Metric dialog box, click Browse.
4. Inthe Select A Class dialog box, click Incident, as shown in Figure 4-3, and click OK.

= Select a Class == -

Select the class you want and click OK. You can use Filter by name and the View list to better define the list of displayed classes.

|T'/.ﬂf to filter... > | | Frequently used basic classes = |
Mame Management Pack Description
ﬁ Change Request System Work ltem Change Request Library Defines the basic propertie =
Iﬁ Dependent Activity System Work Iltem Activity Library Defines the basic propertie
I@]Desired Configuration Management Incident Service Manager Incident Management Library  Defines the basic propertie]
D Domain User or Group System Library Defines the basic propertie| _

I@ Incident Incident Management Library Defines the basic propertie|
D Knowledge Article System Knowledge Library Defines the basic propertie
@'Manual Activity System Work Iltem Activity Library Defines the basic propertie
E Parallel Activity System Work ltem Activity Library Defines the basic propertie
m Problem System Work ltem Problem Library Defines the basic propertie
Release Record System Worklter Release Record Library Defines the basic propertie
E}g Review Activity System Work ltem Activity Library Defines the basic propertie _
4 I | »

FIGURE 4-3 Select a class

5. Provide a name for the metric. On the Start Date drop-down list, select the event that
you will use to start measuring the time taken to resolve the incident. For example, you
might choose First Assigned Date. On the End Date drop-down list, select the event
that will be used to conclude measuring the time taken to resolve the incident. For
example, you might choose Resolved Date. Figure 4-4 shows an example of the Create/
Edit Metric dialog box for an incident.
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General ~ General

Related 5LO(s) Tile

| Incident resalution time

Description:

Class:

| Incident

The metric is the measurement between the start and end dates

Start date: | First assigned date

Enddate: | Resolved date

» Related SLO(s)

Related S1 Q<)

OK | | Cancel

FIGURE 4-4 Create/Edit Metric

6. Click OK to create the metric.

To create a metric for service requests, perform the following steps:

1. Inthe Administration workspace of the Service Manager console, click Metric, under
Service Level Management.

2. In the Tasks menu, click Metric, and then click Create Metric.

3. Inthe Create/Edit Metric dialog box, click Browse.

4. In the Select A Class dialog box, click Service Request, as shown in Figure 4-5, and click
OK.

5. Provide a name for the metric. On the Start Date drop-down list, select the event that
you will use to start measuring the time taken to resolve the service request. For exam-
ple, you might choose Created Date. On the End Date drop-down list, select the event
that will be used to conclude measuring the time taken to resolve the service request.
For example, you might choose Completed Date. Figure 4-6 shows an example of the
Create/Edit Metric dialog box for a service request.
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Select the class you want and click OK. You can use Filter by name and the View list to better define the list of displayed classes.

Type to filter.. o) | | Frequently used basic classes

MName Management Pack Description
Incident Incident Management Library Defines the basic propertie
Knowledge Article System Knowledge Library Defines the basic propertie
[ Manual Activity System Work Item Activity Library Defines the basic propertie
[ Parallel Activity System Work ltem Activity Library Defines the basic propertig
m Problem System Work Item Problem Library Defines the basic propertie|
Release Record System Workltem Release Record Library Defines the basic propertig
ﬂkeview Activity System Work Item Activity Library Defines the basic propertie|
[&] Runbook Automation Activity System Center Orchestrator Library Runbook Automation Actiy
(] Sequential Activity System Work Item Activity Library Defines the basic propertie
Service Request System Work Item Service Request Library Defines the basic propertie
o System Center Orchestrator Runbook ltem System Center Orchestrater Library Represents a System Cente _
4 1l J v

FIGURE 4-5 Select a Class

6. Click OK to close the Create/Edit Metric dialog box.

~ General —

Related SLO(s) e

Service Request Metric

Description:

Class:

Service Request | ‘ Browse... | -

The metric is the measurement between the start and end dates

Startdate: | Created date -]

Enddate: | Completed Date -]

~ Related SLO(s)

Related SLOfs): >4

FIGURE 4-6 Create/Edit Metric

Objective 4.1: Implement service level management CHAPTER 4 253

From the Library of Ida Schander



MORE INFO SLA METRICS

You can learn more about SLA metrics at http://technet.microsoft.com/en-us/library/
hh519571.aspx.

Creating queues

Queues allow you to group related work items, such as incidents and service requests. You
need to already have a queue, or create a queue, when creating a service level objective.
When linking a service level objective to a queue, you will need to ensure that the queue and
the service level objective are the same type of class.

To create an incident queue, perform the following steps:
1. Inthe Library workspace of the Service Manager console, click Queues, under Library.
2. Inthe Tasks menu, click Queues, and then click Create Queue.

3. On the General page of the Create A Queue Wizard, specify a name, set the work item
type to Incident (or Service Request if creating a queue for service requests), and spec-
ify a management pack in which to save the queue. Figure 4-7 shows the General page.

B

li General

Betore You in
i Queus name:

I General ] ! Incsdent Cueus
Criteria o :
Deccription {optional):
Summary
Completion

Work tem type:

Incident | 3

Select an existing unsealed management pack where this queue will be stored,

Management pack

Tadspinloys-MP New...
Last modrhed: 571872074 %4150 AM

Cancal ||¢Er!uious|| Next > | Create

FIGURE 4-7 Create A Queue
4. On the Criteria page, select the work items that you want to use to filter the queue.
For example, you might only want to allow the queue to contain items with a specific

minimum priority, so you'd choose the Priority filter, and set it to a value, as shown in
Figure 4-8.
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lﬂ Criteria
Befure You Begin Relsted datsis — )
General Incident carch
I Crien | |1 Planned Cost =
i [ Manned Wark Hours
Completion [ Prianty B
[] Required By
| ] Resolution categary
[ & |
Criteria:
[Trouble Tecket]Priority | i oreater than or eoualto ¥ | | 100
Concel |[ <Brevious |[ Heats || Coeape

FIGURE 4-8 Create a queue criteria

5. Complete the wizard to create the queue.

MORE INFO QUEUES

You can learn more about queues at http://technet.microsoft.com/en-us/library/hh519613.
aspx.

Creating service level objectives

A service level objective (SLO) is a relationship that you define using Service Manager be-
tween: a calendar item and a time metric, a queue and a service level, and actions occurring
before or after a service level is exceeded. For example, you could configure a service level
objective so that a notification is sent if a service request is not completed within a desig-
nated amount of time.

Although it is possible to create the metric, calendar items, and queues that the service
level objective will use while creating the service level objective, best practice is to create
these separately as detailed earlier before creating the service level objective.

To create a service level objective for incidents where a calendar item and time metric
already exist, perform the following steps:

1. Inthe Administration workspace of the Service Manager console, click Service Level
Objectives, under Service Level Management.

2. On the Tasks menu, click Service Level Objectives, and then click Create Service Level
Objective.
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3. On the General page of the Create Service Level Objective Wizard, provide a name for
the service level objective, ensure that the class is set to Incident, as shown in Figure
4-9, (you would set the class to Service Request if creating a service level objective re-
lated to service requests), and specify a management pack in which to store the service
level objective.

E General

EBefore You Begin
Title
e [ Iictent Service Level Objertive
Oueues T
Description:
Semace Level Lntena
Summary
Cumpletiun
Class:
| Incident || mrowse.. |
Select an existing management pack where this SLO will be saved.
Management pack
Tailepin Toys MP - Mew...
Last modified: 5/20/2014 44220 AM
[¥] Enabled
Cancel | [ <Previous | [ Net> || Coeste |

FIGURE 4-9 Create a service level objective

4. On the Queues page, select or create a queue that is configured for the same type of
work item as the service level objective. Figure 4-10 shows the selection of a queue
named Incident Queue.

E Queues

Betore You Begin

5L0s arc applicd to work items via Queues, Please select an existing gueuc for work items or create a
General new e hased on criteria for this S10

Queuss [ incident Queue! I tewa |
Service Level Criteria i FProperties

Summary

Completicn

Select 4l || Clearall

Concel | [ <Brevous |[ met> || coeste |

FIGURE 4-10 SLO queue
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5. On the Service Level Criteria page, specify the following, as shown in Figure 4-11:

Calendar The calendar that will be used to track which times count as work hours.

Metric The metric that will be used to define the start and end date of the inci-
dent.

Target The service level objective target that will be used to specify how much
time can be spent on the incident or service request before being in breach of the
service agreement.

Warning Threshold The amount of time before the target is reached to send a
warning notification.

Service Level Criteria

Before You Begin
Specify the calendar and metric you want to use for this service level objective. In addition, specify the

General target and warning thresheld times for the metric. Target is the time frame in which you expect the

Queues service level objective to be met. Note that target time is a function of business time,

Service Level Criteria Calendar:

Summary ‘ Example Calendar

Completion
Metric:

‘ Incident resolution time

Target: Wamning threshold:

[l 7] [ 2fS[ees [+

Cancel < Previous || Ne i Create

FIGURE 4-11 Service Level Criteria

6. Complete the wizard to create the service level objective.

To view incidents with SLA (Service Level Agreement) information, perform the following

steps:

1. Inthe Work Items workspace, expand the Incident Management node.

2. Select either the Incidents with Service Level Breached node or the Incidents with Ser-
vice Level Warning node, as shown in Figure 4-12.
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Specify the discovery criteria to discover and run commands on UNEXLinwx computers

Discovery scope

A discovery scope is composed of one or more IP addresses, fully qualified domain names (FQDON) or
ranges of IP addresses, and a Secure Shell (S5H) port.

Discovery Scope S5H Port
centos tailspintoys intemal @ 22

Discovery type
How do you want to discover the computers within the specified discovery scopes?

All computers ]

Credentials
Set the credentials to be used to discover and run commands upon the computers within the specified

discovery scopes.

Action Account Account Type
Discovery  chancellor User name and password

Installation  MNone Using sudo elevation

FIGURE 4-12 Incidents With Service Level Warning

MORE INFO SERVICE LEVEL OBJECTIVES

You can learn more about service level objectives at http://technet.microsoft.com/en-US/
library/hh519603.aspx.

Sending notifications

You can configure Service Manager to send notifications to the responsible IT professional
when a service level objective reaches certain states, such as the warning or breach state. For
example, to configure the responsible IT professional to be notified when an incident enters
the warning state prior to breaching a SLO, perform the following steps:
1. Inthe Administration workspace of the Service Manager console, click Subscriptions,
under Notifications.
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5.

In the Tasks menu, click Subscriptions, and then click Create Subscription.

On the General page of the Create E-Mail Notification Subscription Wizard, provide a
name of the notification, select a management pack in which to store the notification,
and configure the following settings, as shown in Figure 4-13:

m When To Notify When An Object Of The Selected Class Is Updated

m Targeted Class Service Level Instance Time Information

vl

% General

Before You Begin

Notification subscription name:

General

Group/Queue Selection
Additional Criteria
Template

Recipient

Related Recipients
Summary

Completion

| 5LA Warning Notification

Description (optional):

When to notify:
| When an object of the selected class is updated

Targeted class:

| Service Level Instance Time Information

Select an existing unsealed management pack where this subscription will be stored
Management pack

Tailspin Tays MP
Last modified: 6/30/2014 9:30:58 PM

Cancel || < Previous H Next » | Create

FIGURE 4-13 SLA Warning Notification

On the Group/Queue Selection page, click Next.

On the Additional Criteria page, configure the following settings:

m  On the Changed From tab, set [Service Level Instance Time Information] Status
Does Not Equal Warning.

m  On the Changed To tab, set [Service Level Instance Time Information] Status Equals
Warning. This setting is shown in Figure 4-14.
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5 Additional Criteria

Hetore You Bagin
General
Group/Queue Selection

Additional Criteria
Template
Recipient
Related Recipients
Summary

Complction

Apply additional criteria (optional)

Select and madity any applicable critenia fram the list
Changed From | Changed To

- Related classes: z r
Service Level Timeinfo | | | <seorcn

T Rcancenes

[ PausedDate
|| StartDate
[ status

| [[] TargetEndDate

[ TargetWarningllate

L I TR |

Criteria:

= Informahian] Status !m » | |!{¢m|gg

[ comcet |[ <previows || Nea> || create

FIGURE 4-14 Additional Criteria

6. On the Template page, select or create an email template that is targeted at the
Service Level Instance Time Information class. Figure 4-15 shows the creation of this
template.

General

[PESTT| | ionisisr smphio g
Template Design | Service Level Instance Time Information Notification Templat
S n g "3 n
urnmary ( :
Completion
Targeted class:
| service Level Instance Time : ==

Select a management pack where this template will be stored.

Management pack

Tailspin Toys MP I New |
Last modificd: 6/20/2014 9:30:58 PM

[ cancel || «Brevicus |t

FIGURE 4-15 Notification template
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7. On the Recipient page, click Add to select the groups and users to which the notifica-
tion should be sent.

8. On the Related Recipient page, click Add. On the Select Related Recipient dialog box,
click [Work Item] Work Item has Service Level Instance Information, and select Primary
Owner, as shown in Figure 4-16, and Assigned To User.

X Administrator: Windows PowerShell [=[axT

PS C:\Windows'system32> ntdsutil.exe "activate instance ntds" files "compact to c:\\" A
C:\Windows\system32\ntdsutil.exe: activate instance ntds
Active instance set to "ntds".
C:\Windows\systemEZ\ntdsuti].exe: files
file maintenance: compact to c:
Initiating DEFRAGMENTATION mode.
Source Database: C: \W1nd0ns\NTDS\ntds dit
Target Database: c:‘\ntds.d

Defragmentation Status (% complete)
0 10 20 30 TO 50 ?0 Fl'O 2|30 ?0 1(|]0

It is recommended that you immediately perform a full backup
of this database. If you restore a backup made before the
defragmentation, the database will be ro?]ed back to the state
it was in at the time of that backup.

Compact1on is successful. You need to
p c:\ntds.dit" "C: \W1nd0ns\NTDS\ntds dit"
and de%ete the old Tog files:
del C:\Windows\NTD5\*.log

file maintenance: quit
C:\Windows\system32\ntdsutil.exe: guit
PS C:\Windows'\system3Z> _

FIGURE 4-16 Related recipient

9. \Verify that the Related Recipients page matches Figure 4-17, and then complete the
wizard.

MORE INFO SLA NOTIFICATIONS

You can learn more about SLA notifications at http://technet.microsoft.com/en-US/library/
hh519605.aspx
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ﬂ Recipient

Before You Begin

Specify related recipients for this subscription

General

Related recipients
Group/Queue Selection

N
Additional Criteria ame B R R
Work Item has Service Level Instance Information[Incident] -=Primary Cwner[User]

Template ‘Work Item has Service Level Instance Information[Work Item] - > Assigned To User[User]

Recipient

Related Recipients

Summary

Completion

| »

Remove

Cancel || < Previous H Next > | Create

FIGURE 4-17 Email notification subscription

SLO escalation

You can use the Change To Warning Of Incident or a service request’s Service Level Instance
Time Information as the trigger point for a custom workflow that automatically escalates
incidents, or service requests that are in danger of breaching. You can also create and use an
Orchestrator runbook to escalate an incident or service request when it enters a warning or
breached state.

@ EXAM TIP

Remember which methods you can use to configure automatic escalation of incidents that
are in danger of breaching SLO.

SLA reporting

Service Manager has a number of reports available through the Reporting workspace that
you can use to analyze performance against service level agreements. Reports that can be
used to analyze SLA performance include:

m Incident KPI Trend This report provides the number of incidents, the number of
incidents past their target resolution time, the number of escalated incidents, average
resolution time, labor minutes per incident, and the size of the incident backlog.
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m Incident Resolution This report provides the number of incidents, including number
of incidents that have exceeded targeted resolution time, and average resolution time.

m Service KPI Trend This report provides metrics across services, groups, and col-
lections for Service Manager, as well as for Operations Manager and Configuration
Manager.

MORE INFO SERVICE MANAGER REPORTS

You can learn more about Service Manager reports at http://technet.microsoft.com/en-us/
library/hh519764.aspx.

Thought experiment
Service level management at Tailspin Toys

Tailspin Toys is going through a restructuring. As part of the restructuring until
business picks up, the office will be closed every third Monday of each month. The
service desk at Tailspin Toys has strict service level agreements, and incidents must
be resolved in a timely manner. As part of ensuring that the service desk meets its
obligations, the service desk manager needs to be made aware if any incidents are
in danger of breaching SLO metrics. With this information in mind, answer the fol-
lowing questions:

1. How can you ensure that the Mondays that the office is closed are not measured

when calculating SLOs?

2. How can you ensure that the service desk manager is made aware when inci-
dents are in danger of breaching SLO metrics?

Objective summary

m A calendar allows you to specify which times and days constitute work hours when
determining the basis of measuring time for service level objectives.

m A Service Manager time metric is the amount of time that occurs between a start
time and an end time, and is used to measure whether service objectives have been
achieved.

m Queues allow you to group related work items, such as incidents and service requests.

m A Service Level Objective (SLO) is a relationship defined in Service Manager between
a calendar item and a time metric, a queue and a service level, and actions, that occur
preceding or after a service level is exceeded.
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m Service Manager can send notifications when a service level objective reaches certain
states, such as the warning or breach state.

®m You can use the Change To Warning Of Incident or a service request’s Service Level In-
stance Time Information as the trigger point for a custom workflow that automatically
escalates incidents, or service requests that are in danger of breaching.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. Which of the following must be present to complete the configuration of a Service
Manager SLO?

A. Calendar

B. Metric

C. Queues

D. Subscriptions

2. You are configuring Service Manager to send notifications in the event that a service
level objective reaches a warning or breach state. Which of the following targeted
classes would you use when configuring this notification?

A. Service Level Instance Time Information
B. Change Request

C. Review Activity

D. Problem

3. You want to automatically have an incident be escalated when it is in danger of
breaching the SLO. Which of the following could you configure to accomplish this
goal?

A. A custom workflow
B. Orchestrator runbook
C. Scheduled task

D. Review activity

4. You are configuring a metric that should involve measuring the time between incident
creation and the first response made to the incident. Which of the following should
you choose for Start Date and End Date?

A. Required By
B. First Assigned Date
C. First Response Date
D. Created Date

Configure and maintain service management
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Objective 4.2: Manage problems and incidents

This objective deals with Service Manager incidents, problems, and knowledge articles. This
includes how to configure priorities for incidents and problems, how priority relates to resolu-
tion time, how to create incidents manually, how to have incidents automatically created
using email messages sent to the service desk, and how to resolve incidents by resolving
problems.

This section covers the following topics:
m Understanding problems and incidents
®m Managing incidents
®m Managing problems

m Creating knowledge articles

Understanding problems and incidents

A problem in Service Manager is a record that groups incidents that share a common cause.
Addressing the cause and solving the problem means that the incidents that are associated

with the problem also are resolved. For example, different users contact the service desk to

lodge the following tickets:

m  Oksana is unable to sign on to her computer.
m Rooslan is unable to browse the Internet.
m Kasia is unable to print.

These separate issues may have a common cause; such as the failure of the hardware
switch that each user’s computer uses to connect to the network. Replacing the failed switch
will resolve each of these separate incident tickets.

Managing incidents

IT professionals that work on the help desk constantly create and resolve Service Manager
incidents as a way of tracking their daily activity. Someone in the accounting department

may ring the service desk, reporting an issue that they are having. The IT professional on the
service desk instructs the caller to restart their computer, and the issue is resolved. During this
process the IT professional creates an incident related to the issue, and if the issue is resolved
by the restart, closes the incident. Incident templates allow you to pre-populate certain fields
for a specific type of incident.
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Incident priority

Service Manager determines incident priority using the settings you configure related to inci-
dent impact and incident urgency. You configure incident priority using the Incident Settings
dialog box. You can configure priority values from 1 to 9 in a table where urgency is mea-
sured on one axis, and impact is measured on the other.

In almost all cases, organizations will assign a priority of 1 to high impact/high urgency
incidents, and a priority of 9 to low impact/low urgency incidents. Priority values determine
the assigned incident target resolution time. You configure incident target resolution time
on another page of the same dialog box. To configure incident priority calculation settings,
perform the following steps:

1. Select the Settings node of the Administration workspace of the Service Manager
console.

2. Double-click Incident Settings in the details pane. This opens the Incident Settings
dialog box.

3. Inthe Priority Calculation section of the Incident Settings dialog box, shown in Figure

4-18, configure priority settings from 1 through 9 based on the combination of impact
and urgency.

& Incident Settings |;|i-

~Driar .
General Priority Calculation

Parent Incident Specify how the priority should be calculated for an incident, based on the urgency and impact assigned by the

operatar,
Pricrity Calculati...

Resolution Time Impact
Cperations Man... Low Medium High
o o B ) o) 3
ncoming E-Mail
Urgency Medium | | | -] -
pigh | -] | -] [ -]

# Resolution Time

Specify the time in which an incident must be resolved, based on its priority. For example, use this table to record
your OLA or SLA incident resolution time, -

FIGURE 4-18 Priority calculation
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MORE INFO PRIORITY CALCULATION

You can learn more about priority calculation at http://technet.microsoft.com/en-us/
library/hh524340.aspx.

Incident resolution time

You configure incident resolution time based on priority. The values that you assign for each
incident priority will depend on the SLA you are working with, and with different organiza-
tions using different values for each priority. To configure default incident resolution time,
perform the following steps:

1. Select the Settings node of the Administration workspace of the Service Manager
console.

2. Double-click Incident Settings in the details pane. This opens the Incident Settings
dialog box.

3. Inthe Resolution Time section of the Incident Settings dialog box, shown in Figure
4-19, specify the target resolution time for each priority.

E Incident Settings = || =] -

General # Resolution Time

Parent Incident Specify the time in which an incident must be resolved, based on its priority. For example, use this table to record

L . your OLA or SLA incident resolution time.
Pricrity Calculati...

i i You can create workflows based on these settings to send nofifications or to escalate incidents that are past their
Resolution Time resolution time,

Cperations Man...

Priority Target Resolution Time
z I
a I

[[] Do not use and show legacy Target Resolution Time on Incident Form banner

FIGURE 4-19 Resolution time
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MORE INFO INCIDENT RESOLUTION TIME

You can learn more about incident resolution time at http://technet.microsoft.com/en-us/
library/hh495593.aspx.

Incident prefix

Service Manager incidents are automatically prefixed with the letters IR (Incident Record) by
default. You can modify this prefix by performing the following steps:

1. Select the Settings node of the Administration workspace of the Service Manager
console.

2. Double-click Incident Settings in the details pane. This opens the Incident Settings
dialog box.

3. Change the Prefix setting, shown in Figure 4-20, to the desired prefix for your organi-
zation.

Parent Incident Specify the alphanumeric prefix that will be used in the ID of any new incidents. Existing incidents will

o X not be changed.
Priority Calculati...

Resalution Time Prefix

Operations Man...
Incoming E-Mail Specify the maximum number and size of files that can be attached to an incident.

Maximum number of attached files: 10 é]

Maximum size (KB): 2048 E

Default support group:

 Parent Incident

Auto resolution of child incidents

(®) Do not resolve child incidents when parent incident is resolved

oK | | Cancel

FIGURE 4-20 Incident prefix
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MORE INFO INCIDENT MANAGEMENT

You can learn more about incident management at http://technet.microsoft.com/en-us/
library/hh524261.aspx.

Manually creating incidents

To manually create an incident using the Service Manager console, perform the following
steps:

1. Determine what configuration item will serve as the basis for the incident. You can
choose between the following categories:

m Builds

m Business Services
m Computers

® Environments

m Printers

m Software

m Software Updates
m Users

2. Select the item for which you want to create the incident. For example, if there is a
problem with a specific computer, you should select the computer under the Com-
puters node, and on the Tasks menu, select the name of the computer, and then click
Create Related Incident. This will load the Incident form.

3. Inthe Tasks pane of the Incident form, click Apply Template. This will open the Ap-
ply Template dialog box, shown in Figure 4-21. You can use this to apply an existing
template that will automatically apply existing settings to the form. As a method of
simplifying the process of incident creation, you can create incident templates for com-
mon incident profiles.

MORE INFO MANUALLY CREATING INCIDENTS

You can learn more about creating incidents manually at http://technet.microsoft.com/en-
us/library/hh495514.aspx.
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=]

¥ Apply Template il -

:] Select Template

|Typ£ to filter... » |
Templates:

Mame = Class
‘ |88] Incident portal template Incident .

|2 Metworking Issue Incident Ter  Incident

|25] Printing lssue Incident Templz  Incident

|25 Software Issue Incident Templ Incident

a4 Ml | 3

Description:

Template applied to incidents created via the portal

QK | | Cancel

FIGURE 4-21 Apply template

4. Using the Incident form, shown in Figure 4-22, you can then configure the following
additional settings:

m Affected User Which user is affected by the incident.

m Alternate Contact Method Alternate method of contacting the affected user,
such as telephone number.

m Title Name for the incident.
m Description Description of the incident.

m Classification Category Allows you to classify the problem. Service Manager
supports the creation of custom categories.

m Source Shows how the incident was entered into Service Manager. Manual inci-
dent creation is usually through the Service Manager console.

m Impact Incidentimpact rating.

m Urgency Incident urgency rating.

m Support Group Shows which support group is responsible for the incident.
m Assigned To [T Professional who the incident has been assigned to.

®m Primary Owner Primary incident owner.

m Escalated Allows you to specify if the incident is escalated.
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Greated o 7/5/2014 5:06:5

' IR22 Alfected user: &
Mew Contact info: Resolve by:
Escalated Parent incident First respanse ¢ g
Genial|| Activites:  Relsbedlems Resolubion  Servielevel  Hisory
Incident Information A
Affected uzer: Alternate contact method:
l |1& = |
Title:
| Problem with Hyper-V Server |
Description:
|
Classiflication calegury: Source:
| Hardware Problems | % | I Console | i |
Impact: Urgency: Priarity:
[ Megium [ ] [Medim [=] o |
Support group: Assigned to: Primary owner:
= [l @ i) $F @ osum) $/F)
[¥] Fecalaten

[ apoly rempate
R 2csign
W} Change Incident Status b

| »

[l comvert or Revert to Parent
e Creste Change Request
M cCreste Protiem

A Lreate Helease Hecora

4 Create Senvice Request
(® Escalate or Transfer

T8, Uik or Uniink to Parent

¥ Link Problem

8. Uk 1o Mew Parent Incigent

"% ping Reiated Lomputer

i Print

1% Ramote Desitop

B, Request User Input

&8 Search for Knowledge Articles
R, setFirst Response or Comment

General -

|Z] Refresh

[ ok ][ cancet | [ appiy

FIGURE 4-22 Incident form

Once the Incident has been created, it will be visible in the Work Items workspace of the
Service Manager console, under the Incident Management node, as shown in Figure 4-23.

e language Veew o louk Tgbs  Help

Work ltems ¢ Work llems »  Incdert Mansgesnent » Al Incidents. -

< | All incidents 2

 E1 Wodk tems

B Edit Critenia >

-

W
> Tasks

=5

v El Betvaty Maragement

+ [ Change Management

+ [ incident Management
[ A8 inciderns
Ty AR Open Desired Conbigura
g A Open E-Mail Incrdents
[l 28 Open Incidents
[ a8 Open incidents Btende:
@) Al Open Operations Manag
[#% A8 Cinen Paeent incidents

Filler

L1}
s
Rz

fsmgned To Statu
Actin

TARSPINTOYS\Enterprite.  Acti

IRS - Disabled Account
| B Reportsr
| & pssignr
| W cracge incident Status b
I Creste Charge Recuest
) Creste protiem

A Coeme messe Recor
e Cosmte Serve Racues
S o

(#) Escaare ar Transter

V@ Unk ar Untink o Parest b
M unk Prabiem

I Unicta tew Parent Incigent
& Ping Related Computer
™ Remote Desklon

15
B, Recoest User input

=5 Search for Knowiedge Articies

'|| IRS - Disabled Account

| B, st Frst Response or Comment

FIGURE 4-23 All incidents
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From here, you can use the Tasks pane for the following:

m Reports Allows you to run an Incident KPI Trend, Incident Analyst, Incident Details,
Incident Resolution, or List Of Incidents report based on the properties of the incident.

m Assign Allows you to assign the incident using the Select Objects dialog box, as
shown in Figure 4-24.

% Resolve incident

Editing the description of many incidents at once can be done as a bulk operation only when
resalving the incidents, After they are resclved, each resolution description must be edited
individually.

Resolution Category:

|v|

4000 characters remaining.

FIGURE 4-24 Select objects

m Change Incident Status Allows you to activate, close, resolve, or set another status
using the Other option. When you resolve an incident, you provide a resolution cat-
egory and comments, as shown in Figure 4-25.

% Resolve incident

Editing the description of many incidents at once can be done as a bulk operation anly when
resolving the incidents. After they are resolved, each resolution description must be edited
individually.

Resolution Category:
| ]
Comments:

4000 characters remaining.

FIGURE 4-25 Resolve dialog box
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Q/ EXAM TIP

Remember that you can resolve an incident using the Change Incident Status task from the
Work Items workspace of the Service Manager console.

m Create Change Request Allows you to create a change request. The incident will be
configured as a related item.

m Create Problem Allows you to create a Problem. The incident will be configured as a
related item.

m Create Service Request Allows you to create a Service Request. The incident will be
configured as a related item.

m Edit Allows you to edit the incident.

m Escalate Or Transfer Allows you to escalate or transfer the incident. Figure 4-26
shows the Escalate Or Transfer dialog box. You use this dialog box to specify the sup-
port group to which the incident should be escalated or transferred.

= Escalate or Transfer = | = -
Support group:
| Tier 3 | i | Escalate incident
Comments:

This incident needs to be looked at by someane in the Tier 3 group I

3932 characters remaining.

oK | | Cancel

FIGURE 4-26 Escalate Or Transfer

m Link Or Unlink To Parent Allows you to link to a parent incident, or unlink the inci-
dent from a parent incident.

m Link Problem Allows you to link to a Problem. You'll learn about managing Service
Manager problems later in this chapter.

m Link To New Parent Incident Allows you to create a new parent incident and link
the incident to that parent.

Objective 4.2: Manage problems and incidents 273

From the Library of Ida Schander



m Ping Related Computer Allows you to send an ICMP request to the affected com-
puter.

m Remote Desktop Allows you to make a remote desktop connection to the affected
computer.

m Request User Input Sends a message from Service Manager to the user, requesting
more information.

m Search For Knowledge Articles Allows you to search for related knowledge articles.

m Set First Response Or Comment Allows you to add comments to incidents.

Configuring email incidents

You can configure Service Manager to automatically create incidents based on email requests
from users. If the user who sent the email is recognized by Service Manager as a user, Service
Manager will automatically create a new incident.

If you have deployed Exchange in your organizational environment, you can configure
Service Manager so that incidents can be created through email, by performing the following
steps:

1. Install the SMTP server feature and related administrative consoles, as shown in Figure
4-27, on a computer that is not currently participating in your organization's Exchange
deployment.

= Add Roles and Features Wizard [ o [

DESTINATION SERVER

Se ‘ ect fe atures SYD-SManagerDWazilspintaysintamal
Bafore You Begin Select one or more features to install on the selected server.

Installation

Features Description

~ SMTP Server supports the transfer of

[] SMB Bandwidth Limit =-mail messages between e-mail
St o, e
eature!
i [] SNMP Service

Confirmation [ Telnet Client

[] Telnet Server
[ TFTP Client
I [M] User Interfaces and Infrastructure (2 of 3 installed)
[] Windows Biometric Framewsrk
[ Windows Feedback Forwarder
[] Windows Identity Foundation 3.5
[ Windows Internal Database
b [E Windows PowerShell (3 of 5 installed)
I [] Windows Process Activation Service
[] Windows Search Service

< " >

< Previous Next > Install Cancel

FIGURE 4-27 SMTP server feature

2. Rename the server from SMTP Virtual Server #1, or the name it had been automatically
assigned, to the FQDN of the server hosting this service.
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3. Inthe list of domains, rename the domain to the FQDN of the server hosting this
service.

4. Edi

t the properties of the SMTP server. On the Access tab, click Relay, click All Except

The List Below, and ensure that Allow All Computers Which Successfully Authenticate

To

Relay Regardless Of The List Above, as shown in Figure 4-28, is enabled, and click

OK.

Relay Restrictions -

Select which computer may relay through this virual server:

" Only the list below
R

Computers:

Access IP Address (Mask) / Domain Name

g | e |

[¥ Allow all computers which successfully authenticate to relay, regardless
of the list abowve.

QK | Cancel Help

FIGURE 4-28 Relay restrictions

5. On the Delivery tab, click Advanced. In the Advanced Delivery dialog box, type the fol-
lowing, as shown in Figure 4-29, and click OK:

Masquerade Domain The root domain of the domain in which the server is a
member.

Fully Qualified Domain Name The name of an Exchange mailbox server (Ex-
change 2013), or server that hosts the Hub Transport role (Exchange 2010).

Smart Host The name of an Exchange mailbox server (Exchange 2013) or server
that hosts the Hub Transport role (Exchange 2010).
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Advanced Delivery .

Maxdmum hop count:
15

Masquerade domain:

|tai|spir|t01_.rs.intemal

Fully-qualified domain name:

|exchange.tai|spinto*_.fs.intemal Check DNS

Smart host:
|axchange.tailspint0ys.intemal

[~ Attempt direct delivery before sending to smart host

[ Perform reverse DNS lookup on incoming messages

0K | Cancel Help

FIGURE 4-29 Advanced delivery

6. Close the SMTP server's properties and share the <SystemDrive>:\Inetpub\Mailroot
folder so that it is accessible to the Service Manager account.

7. In the Administration workspace of the Service Manager console, double-click Incident
Settings in the details pane. This opens the Incident Settings dialog box.

8. In the Incoming E-mail settings page of the Incident Settings dialog, configure the fol-
lowing settings, as shown in Figure 4-30, and then click OK:

m SMTP Service Drop Folder Location This will be the UNC path of the Drop
folder under the Mailroot folder that you shared in step 6.

m SMTP Service Bad Folder Location This will be the UNC path of the Badmail
folder under the Mailroot folder that you shared in step 6.

m  Maximum Number Of E-mail Messages To Process At A Time This is the num-
ber of email messages that you want Server Manager to import at a time.

® Turn On Incoming E-mail Processing Enable this setting.

276 Configure and maintain service management

From the Library of Ida Schander



=

2 Incident Settings =0 -

General ~ Incoming E-Mail
Parent Incident

Settings on this tab define how and where the SMTP service processes incoming e-mail for Service Manager.
Priority Calculati.., Specify all folder locations by using Universal Naming Cenvention (UNC) paths.

Resolution Time

SMTP Service drop folder location: | SYD-SManagerDW\Mailroot\Drop |

Cperations Man...

Incoming E-Mail SMTP Service bad folder location: | SYD-SManagerDW\Mailroot\Badmail |

. . . -]
Maximum number of e-mail messages to process at a time: 5 E‘

Turn on incoming e-mail processing

FIGURE 4-30 Incident settings

9. In Exchange:

m Configure *.servername.domain.name (where servername.domain.name is the
FQDN of the SMTP server configured earlier) as an accepted domain.

m Configure a receive connector to accept anonymous inbound traffic from the SMTP
server configured earlier.

m  Configure a send connector to route email to the SMTP server when addressed to
the *@servername.domain.name email domain.

m  Configure a mail contact in Exchange that will be used as the address for messages
that should be converted as incidents. For example helpdesk@SYD-SmanagerDW.
tailspintoys.internal.

MORE INFO EMAIL INCIDENT SMTP CONFIGURATION

You can learn more about incident SMTP configuration at http://technet.microsoft.com/
en-us/library/jj900204.aspx.
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Email incident templates

Email incident templates are used to convert email messages into Service Manager incidents.
When Service Manager detects new messages in the drop folder on a specially configured
SMTP server, it will take information from the email message and use it with an email incident
template, to populate a new Service Manager incident. The process of creating an email inci-
dent template is very similar to that of creating any other type of incident template.

To create an email incident template, perform the following steps:
1. Select the Templates node in the Library workspace of the Service Manager console.
2. On the Tasks menu, click Templates, and then click Create Template.
3. Inthe Create Template dialog box, fill out the following settings, as shown in Figure
4-31:
= Name: E-mail incident template
m (Class: Incident

m  Management Pack: Service Manager Incident Management Configuration Library

= Create Template \;‘i-

j Create Template

Enter a name and description for the template

MName:

| E-mail incident template |

Description:

Class:

| Incident

For example, to create an incident template, select the Incident class.

Select an unsealed management pack where the template will be saved.
Management pack

Service Manager Incident Management Configuration Library . | New...
Last modified: 5/21/2014 5:27:03 AM
When | click OK, open the template form
QK | | Cancel

FIGURE 4-31 Create template

4. Clicking OK on the Create Template dialog box will open the Incident Template form.
In the form, configure the following settings, as shown in Figure 4-32:

m Title: E-mail Template Form

m (Classification Category: E-Mail Problems
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m Impact: Select the initial impact to assign to incidents submitted through email.

m Urgency: Select the initial urgency to assign to incidents submitted through email.

m Support Group: Select the support group that will be initially assigned incidents

sent through email.

Q“‘“’

Alfected user: Created vn: &
Contact info: Resolve by:
Parent incident First response ¢ 00:00
General | Activitics  Related tems  Resolution
Incident Information »: I
Mfected uzer: Alternate contact method:
| S | |
Title: =
| E-mail Template Form |
Description:
Classilication calegury: Soure:
[ E-Mail Problems [-] | -
Impact: Urgency: Priority:
Support group Assigned to: Primary owner:
# 1 f

(Lo [x] @] | &[] -]
[ Fscatated

[ ok ][ cancer |[ appy |

> Tasks

8 e

1| Incident ~
|| I3 apoly tempate

L ncign

W} Crange Incident Status b

[ convert or Revert to Parent
A Creste Change Request
0 create Probiem

W Lreate Retease Recora

4 Create Service Request

@ Escalate or Transfer

l& Link ar Unlink te Parent »

|| ¥ ik Probiem

I8, unx 1o new Parent Incigent

o Print

™ pemote Deckiop

B, Request User Input

&8 Search for Knowledge Articles

R, setFirst Response or Comment

General ~

2| Retresh

FIGURE 4-32 Incident template

5. Click OK to close the incident template.

MORE INFO CREATING INCIDENT TEMPLATES

You can learn more about email incident templates and creating incident templates at
http://technet.microsoft.com/en-us/library/hh495665.aspx.

Managing problems

A problem is a Service Manager record that you create to minimize the chance that similar
problems, or related incidents, will occur in the future, or to minimize the impact of an issue
that you cannot prevent. Service Manager allows related incidents to be closed when a prob-

lem that they are related to is resolved.
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MORE INFO MANAGING PROBLEMS
You can learn more about managing problems at http://technet.microsoft.com/en-us/li-
brary/hh519581.aspx.

Creating problem records
You can create problem records manually from the Service Manager console by performing
the following steps:
1. Select the Problem Management node in the Work Items workspace of the Service
Manager console.
2. In the Tasks menu, click Problem Management, and then click Create Problem.
3. On the Problem form, shown in Figure 4-33, provide the following information:
m Title A name for the problem.
m Description A description for the problem.
m Assigned To The person responsible for resolving the problem.
m Source Source of the problem request.
m Category Problem category.
m Impact Impact of the problem. This is used to calculate priority.

m Urgency Problem urgency. This is used to calculate priority.

@ T 5G|
PRIG Created 77512014 TOEAT PM I ¥ Tonks
m Mew Resolved ale
Problem Ly
General | Rglated tems  Resslution  History
B crange stas
.. : ; — | B ciese
Problem Information o "
W Creste Crange Reguest
- | Creste Relerse Recons
Title:
- ] 1 Frint
M reactvate
Deseription: || b mesone
=5 Search for Knowledge Articies
General -
&| Refresn
Assigned to- . Seurce:
Categang Impact: __ Wrgency - Prigrity:
‘ ] & - =
Affected Services t
en.. Type  Name Status Chwner Add..
Remove
Miew
Cancel Aps

FIGURE 4-33 Problem form
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MORE INFO CREATE PROBLEM RECORDS

You can learn more about creating problem records at http://technet.microsoft.com/en-us/
library/hh519729.aspx.

Linking incidents to problems

Service Manager allows you to link incidents to problems. For example, a number of incidents
reported to the help desk may have the same root cause, such as users contacting the help
desk because they are unable to sign on to their computers. In this scenario, the root cause
might be the failure of the DHCP service on the organization’s DHCP server. By fixing the

DHCP service, the separate sign on failure incidents will also be resolved.

To link incidents to an existing problem, perform the following steps:

Select a problem, and then click Edit in the Tasks pane.

il select objects

To add objects to the list, select the objects and click Add. You can use Search and Filter to better define the
list.

|T){u£ to filter... M | |W°"k Item M II|

Ayailable objects: 3 of 5. Enter more details in the search criteria to narrow the result list.

Name Class Path
IR22 - Problem with Hyper-V Server Incident
IR5 - Disabled Account Incident
m PR36: DHCP Service Failure Problem

Selected objects:

Name Class Path

IR38 - Don Funk unable to signon  Incident

IR40 - Kim Akers Unable to sign on  Incident

FIGURE 4-34 Select objects

Select the Active Problems node under Problems in the Work Items workspace of the
Service Manager console.

On the Related Items tab of the problem dialog box, click Add next to Work Items.

On the Select Objects dialog box, add the incidents you want to relate to the problem,
as shown in Figure 4-34.

= Select objects = | E -
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5. Verify that the incidents are listed under work items, as shown in Figure 4-35.

PR36 : DHCR Service Failure [-T=lmT
PR36 Created  7/5/2014 TOGAT PM ' > Tosks
m Active Resohved B e

PR36: DHCP Service Fail... ~
General | Related tems | Resslution  Histary
- B repomse

I crange sums

e Hem A
L ipe i Shatur. | Last Modified J Creste Change Reguest
RED  Inode IRAD - Kim Aker_  Active  T/S/20%4 B38:38 PM b i i i
R3S Inode IR38 . Don Fumk. Active  T/5/2014 B38:36 PM

i Frint

m Reactvate

B Resoive

S sasrch for Knowledge Aticies

General -

Mame Type Status  Last Modified || aed | 2| Retracn

Type Tite Last Modfied | dd

S Op ] [eConcelin) | Al

FIGURE 4-35 Related incidents

MORE INFO LINKING INCIDENTS TO PROBLEMS

You can learn more about linking incidents to problems at http://technet.microsoft.com/
en-us/library/hh519687.aspx.

Resolving problems and related incidents

An advantage to linking incidents with problems is that you are able to resolve all incidents
that are linked to a problem automatically when you resolve that problem. To resolve a prob-
lem and its related incidents, perform the following steps:

1. Inthe Work Items workspace of the Service Manager console, locate the problem that
you want to resolve in the Active Problems node, under the Problem Management
node.

2. Select the problem, and click Edit in the Tasks pane.

3. Select the Resolution tab. In the Tasks pane, click Resolve, and then select Auto-Re-
solve All Incidents Associated With This Problem under Resolution Details, as shown in
Figure 4-36. Also select a resolution category and an appropriate resolution descrip-
tion.
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> Tasks

v

PR36: DHCP Service Fail... ~
& reponse

Workarounds m Change Statug

B coze

*)"r' Create Change Request

General Related ltems | Resclution History

‘*‘ Create Release Record

i Print
Major Problem Review m Heactivate
B resone

=8 Cearch for Knowledge Articles

Genenal -

2] Refresh

Hesolution Details
Auta-resalve all incidents assaciated with this prohlem

Resululion Categury:

Melwork

Resalution Descnphon:
Restarted DHCP Service

FIGURE 4-36 Resolution

4. Click OK to resolve the problems and the associated incidents.

MORE INFO RESOLVING PROBLEMS

You can learn more about resolving problems at http://technet.microsoft.com/en-us/li-
brary/hh495498.aspx.

Creating knowledge articles

Knowledge articles are documents, created by people inside the organization that allow the
organization’s IT professionals and users to understand and remediate problems. To create a
knowledge article, perform the following steps:

1. Inthe Library workspace of the Service Manager console, click the Knowledge node.

2. Inthe Tasks menu, click Knowledge, and then click Create Knowledge Article.
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On the General tab of the Knowledge Article dialog box, shown in Figure 4-37, provide
the following information:

Title Name of the knowledge article.

Description Summary of the knowledge article.

Keywords Knowledge article keywords.

Knowledge Article Owner Person responsible for the knowledge article.

Tag Metadata tags for the article.

Language The language in which the knowledge article is written.

Category Knowledge article category.

Comments Any comments on the article.

External Content Any links to external documentation hosted on the Internet.

Internal Content The content of the knowledge article, containing the informa-
tion that the IT Professional or the user will use to resolve a problem.

i KA2 Groated by: Crested o 2 Taaks
I:E! Last updated hy: Last updated on: | 8| e
| Knowledge Article -~
General  Analyst  Feedback Related ltems History e
- || W¢ Create Relatea Lhange Heguest
. " . 1 3¢ Create Related Incident
Knowledge article information » ¢
4 Create Related Service Requect
e Print
Rateit(hightolow): (05 4 (D3 2 (D1 | Comment i
= highalow: @ = L : E &2 Search for Knowledge Articles
Title:
l 5 I General ~
2] Refresn
Descriplion:
Classification ol
Keywords:
Knowledge article owner: Tag: Language:
g | [ +] english United States) = |
Categony:
| [=]
[ ox |[ cancel | [ aoply

FIGURE 4-37 Knowledge articles
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MORE INFO KNOWLEDGE ARTICLES

You can learn more about knowledge articles at http://technet.microsoft.com/en-us/
library/hh495650.aspx.

Thought experiment
Incident management at Fabrikam

The service desk at Fabrikam uses Service Manager to manage user incidents and
problems. At present, service desk hours are 9 A.M. to 5 P.M., Monday to Friday.
Some users, however, are complaining that they want to be able to forward inci-
dents to the service desk at any time during the day. You are planning on deploy-
ing a self-service portal to allow users to submit incident and service requests, but
this project will not be completed for several months. In the meantime, you want
to provide users with documentation allowing them to remediate their own issues,
based on the incidents most commonly encountered by the users at Fabrikam. With
this information in mind, answer the following questions:

1. What steps can you take to allow users to attempt to resolve their own incidents
before contacting the service desk?

2. Until the self-service portal is deployed, what other method can users use to
submit incidents to the service desk staff during the hours when the hotline is
not answered?

Objective summary

m Incident templates allow you to pre-populate certain fields for a specific type of inci-
dent.

m Service Manager determines incident priority using the settings you configure related
to incident impact and incident urgency.

m You configure incident resolution time based on priority. The values that you assign for
each incident priority will depend on the SLA.

m Service Manager can be configured to automatically create incidents based on email
requests from users.

m Service Manager allows you to link incidents to problems. You do this when incidents
have the same root cause.

m Service Manager allows related incidents to be closed when a problem that they are
related to is resolved.

m Knowledge articles are documents that allow the organization’s IT professionals and
users to understand and remediate problems.
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Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. You have three incidents that you want to link to a problem. Which of the following
methods can you use to accomplish this goal?

A. Add the problem to the list of work items on the Related Items tab of each inci-
dent’s properties.

B. Add the incidents to the list of work items on the Related Items tab of the prob-
lem's properties.

C. Add each incident’s identification numbers to the description field on the General
tab of the problem’s properties.

D. Add the problem’s identification number to the description field on the General
tab of each incident’s properties.

2. You have three incidents related to a problem. Which of the following steps should you
take to resolve both the problems and the incidents?

A. Resolve each incident manually.

B. Resolve the problem and select the option to auto-resolve all incidents associated
with the problem.

C. Resolve an incident and select the option to auto-resolve all problems associated
with the incident.

D. Close the problem and then manually resolve each incident.
3.  Which of the following settings should you configure when configuring incident prior-
ity?
A. Low/Low:9
B. Low/Low:1
C. High/High: 1
D. High/High: 9

4. Which of the following fields in an incident form are used to calculate priority?

A. Impact
B. Source
C. Urgency

D. Support Group
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Objective 4.3: Manage cloud resources

This objective deals with managing cloud resources through different types of VMM profiles.
A VMM profile allows you to configure settings used for the configuration of simulated virtual
machine hardware, guest operating systems, applications, SQL Server instances, and multi-tier
services that include all of these segments.

This section covers the following topics:
m Creating hardware profiles

m Creating guest operating system profiles
m Creating application profiles

m Configuring SQL Server profiles

m  Configuring virtual machine templates

m Creating service templates

Creating hardware profiles

A VMM hardware profile allows you to create templates for virtual machine hardware. This
includes configuring the number of processors, the amount of RAM available to the virtual
machine, as well as the IDE and SCSI configuration that the VM will use. You can also use a
VMM hardware profile configuration, whether a virtual machine will use Generation 1 or Gen-
eration 2 hardware. While you can configure virtual machine hardware settings each time you
use VMM to create a virtual machine, a VMM hardware profile allows you to create VMs that
have a standardized virtual hardware configuration.

To create a hardware profile, perform the following steps:

1. Inthe Library workspace of the VMM console, right-click the Profiles node, and click
Create Hardware Profile.

2. On the General page of the New Hardware Profile dialog box, shown in Figure 4-38,
provide a name for the profile and select which VM generation you want to use. This
can be Generation 1 or Generation 2. Remember that Generation 2 VMs can only be
used with virtualization hosts running Windows Server 2012 R2 or later.
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General

Mame: Example Hardware Frotile

Harchware Profile Description:
[ Generation 1 =]

Type: [# Hardware Profile

Added: 176/2004 B:26:13 AM

Modihied: 1B/ 2014 bidee13 AM

FIGURE 4-38 New Hardware Profile

3. On the Hardware Profile page, you can configure the following settings:

m Cloud Capability Profiles Specify which capability profile to use with the hard-
ware profile. You can choose between XenServer, ESX Server, and Hyper-V. Figure
4-39 shows the selection of the Hyper-V profile.

General i New [ Remove
4 Compatibility | ] Compatibility
Hardware Profile 123 Cloud Capabit.. |
Higaee-l | Select the capability profile to validate against thic hardware profile.
% G I | VMM will provide a validation state for the selected capability profile.
a 1Prntr_'swr Name l l Stat..
oEEE
i CI[=] XenServer  The huilt-in fabic cap...
e
b1 = [ [=] FS¥ Server  The built-in fabric cap...
I Floppy Drive % @ Hyper-V The built in fabnc cap..
Mo Media Captur
¥ com1
Mane:
¥ comz
MNone

& video Adapter
Defaut video od...
2 Bue Configuration
3 & IDE Devices
1 Device attached

&4 Virttual DVD ..
Mo Media Ca..
- 5051 Adepter 0
0Devicos ottach... |,
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m Processor Allows you to configure the number of processors to be used by the
VM. This also allows you to configure whether migration can occur to a virtual ma-
chine host running a different processor version.

m Memory Allows you to configure the amount of memory that will be allocated to
the VM. You can choose to statically assign memory, or to allow the use of dynamic
memory. Figure 4-40 shows the memory settings.

[P New Hardware Profile =T

General o New Remove

% Compalibiity ~ |y Memary
e =7 Cloud Capatility Profiles - =
o Specity how much memarny (4 00 ME - 1,024 00 GHj 1o allocate to the vidual

machine. ar spacky A mnge o allow fhe vitusization hast to alocate memory
% Geeral damicaly

B Processor

) Static

- Virtual machine memony: 4096

® Dynamic
. Startyp memory: 4096 = |MB ~
i i Menimum memary: w8 v v
NE | ey o ]
A _Bus Configuration Memary buffer percentage: 20 :

7 IDE Devices

&4 Virtual DVD drive

< SCSI Ada)

View Script [oc | [coneel ]

FIGURE 4-40 Memory

= Floppy Drive Allows you to configure a virtual floppy drive for Generation 1
virtual machines.

m COM1 Allows you to configure Com Port 1 settings for Generation 1 virtual
machines.

m COM 2 Allows you to configure Com Port 2 settings for Generation 1 virtual
machines.

m Video Adapter Allows you to configure whether a standard video adapter will
be used, or a RemoteFX 3D video adapter will be available to virtual machines. You
can also configure the maximum number of monitors and the maximum monitor
resolution when choosing the RemoteFX 3D video adapter. Figure 4-41 shows this
setting.
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dhNew 7 Hemove

% Compatiblity ~ | & video Adapter
=1 Cloud Capability Profiles
il Specity the wideo sdapter that thes virtual machine should use. The
2 G g Microzoft RemoteFX 30 video adapter allows you to set the maximum

numbstr of monitors and the maximiem resolution supparted.

(®) Standard wides adapter
(0 Mierosaft RemoteFX 30 wides sdapter

B processer

Mgmmum number of monitors: | 1js

Magimum monitor resolution: | 128021024 e

A% Virtual VD drive
Mo Macka Caplured
<F SCS Adaprer 0
0 Devvices attached

[or J[ ol |

FIGURE 4-41 Video adapter

m IDE Devices Allows you to configure virtual IDE devices used by the VM for Gen-
eration 1 virtual machines.
m SCSI Adapter Allows you to configure virtual SCSI adapter settings.

= Network Adapter Allows you to configure which network the virtual network
adapters will be connected to, how they will obtain IP addresses and MAC address-
es, as well as any virtual network port profiles. Figure 4-42 shows these options.

W Network Adapter 1

7 < IDE Devices Connectivity
1 Device atached 1 Not conngeted
€4 Virtual DVD drive ® Cgnnected to a VM network
Ho Mackia aplured i e
& S0 Adapter 0 _ T
D Devices sttached VM subnet: None =
#_Network Adapters 1P addeess
m Metwork Adapter 1 ) Dy ic 1P
Cannactad i mmpls C;\ et S
A& static i
¥ Pl Chard Aptors ||| (% ST Foma e PP ==
% Advanced 1P protocol versior: [ 1pud only |-
@ Availability MAC address
Haemnl s
8 Fimware = i
c ) Staig 00:00:00:00:0000
B CPU Priority Fort profile
Meemal o
B virtust iuma | Medium berdoid
Spanning enabled [[] Enabie virtual swatch optimizatons
- Memony Weight ] Enabie spoofing of MAL addresses
el | 771 Enabile auest specified 1P addresses X
Saigt o] |

FIGURE 4-42 Network adapter settings
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m  Availability This option is for virtual machines that should be placed on highly

available host clusters.

m Firmware Allows you to configure VM startup order as shown in Figure 4-43.

General o New Remove

New Hardware Profile =T

Hardware Profile Lottt waco atanlo

W Network Adapter 1

¥ Fibre Channel Adapters

2 Advanced
() Availability

3 Firmware

o
B CPU Pronty
B vistust NUmMA

= Memory Weight

View Seript

& Firmware

Startup order:
o P
VDE Hard Drive |

Mowe Dgwn |

PXE Boot b i
Floppy

[[] Enable Mum Lock during startup (for passward entry)

oK Cancel

FIGURE 4-43 Firmware

m CPU Priority Allows you to configure the priority for the VM when the host is al-

locating CPU resources.

m Virtual NUMA Allows you to configure the VM to span hardware NUMA nodes.

= Memory Weight Allows you to configure how the VM is allocated memory when
memory utilization on the virtualization host is high.

MORE INFO HARDWARE PROFILES

You can learn more about hardware profiles at http://technet.microsoft.com/en-us/library/

hh427289.aspx.

Creating guest operating system profiles

Guest operating system profiles allow you to configure guest operating system settings that
will automatically be applied to the virtual machine. Depending on the guest OS you are con-
figuring the profile for, this can include the local administrator account password, what roles
and features are installed, domain join information, and computer name. You can configure a
guest OS profile for Windows or Linux operating systems. Using a guest OS profile saves you
having to perform these setup steps manually when deploying a virtual machine.
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To create a guest OS profile for a Windows operating system, perform the following steps:

1. Inthe Library workspace of the VMM console, right-click the Profiles node, and click
Create Guest OS Profile.

2. On the General page of the New Guest OS Profile dialog box, provide a name, and
select which operating system the guest OS profile will apply to. Figure 4-44 shows
a guest OS profile named Example Windows Server 2012 R2 for use with Microsoft
Windows operating systems.

& New Guest OS Profile )

Name: Example Windows Server 2012 R2

Guest 05 Profile Description:
Compatibility:  { Micrasoft Windows =
Type: &7 Guest 05 Profile
Added: T/6/2014 412 AM
Modihed: 17620714 B:A%12 AM

Miew Script | oK Cancel

FIGURE 4-44 Guest OS profile

3. On the Guest OS Profile page, specify the following settings:

m Operating System Allows you to select which operating system the guest OS
profile applies to. Figure 4-45 shows some of the options that can be selected using
the drop-down menu.
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General % General Settings
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Guesl OF Profile

Admin Password

«H Opcrating System
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64-bit edition of Windows Server 2008 R2 Standard
64-bit edition of Windows Server 2008 Standard

None 64-bit edition of Windows Server 2012 Datacenter
64-bit edition of Wind. Server 2012 E: ial
= z:;‘:““ o &4-bit edition of Windows Server 2012 Standard
64-bit edition of Windows Vista
@ TimeZone 64-bit edition of Windows Web Server 2008 R2
Pacfic Standard Time Windows 2000 Advanced Server
% Roles and Features Windows 2000 Server
= i 7
' Roles Winduows &
Mane Windows 8.1
Q} Fealures Windows Server 2002 Datacenter Edition (32 bit x28)
N Windowe Server 2003 Datacenter x84 Edition
2 N - Windows Server 2003 Enterprice Edition (32-bit x26)
Wind

Server 2003 Frterprice wfid Feditinn

ﬁ Domain f Workgro...
Joinad to Workaroup
# Scripte
ZE-]' Anzwer File
hone
=] [GUIRunOnce] Co...

Miew Scnpt

Windows Server 2003 Standard Edition (32-bit x36)
Windows Server 2003 Standard x64 Edition
Windows Server 2003 Web Edition
Windows Server 2008 Datacenter 32-Bit
Windows Server 2008 Enterprise 32-Bit
Windows Server 2008 Standard 32-Bit
Windows Server 2012 R2 Datacenter
Windows Server 2014 K kssentials
Windows Server 2012 R2 Standard
Windows Small Business Server 2003
Winduows Visla

Windows Web Server 2000

Windows XD &4 Bit Edition

FIGURE 4-45 Operating system

= Identity Information

1 YD Draf

<]

Allows you to configure how the VM will be named.

= Admin Password Allows you to configure the password of the built-in adminis-

trator account.

m Product Key Allows you to specify a product key.

m Time Zone Allows you to configure which time zone the virtual machine will be

configured to use.

m Roles Allows you to configure which roles and role services will automatically be
installed on the virtual machine. Figure 4-46 shows the Web Server role selected.
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% General Settings

1incbive Saner 201
70 Identity Information

Admin Password

Mo
5 Prosuct Key
MNone

a Time Zone
Pacfic Standard Time

5 Roles
Web Scrver, Wb M.

4 Teatures
Hiae
# Networking
38 Dumain / Warkgro...
dnined to Warkgrmim
% Saipls
=] Answer File
Mone
= [GUIRUNCnce] Co...

B Operating System

# Roles and Faatures

Select one or more roles to install on this server. Roles can only be
installed when the operating system is set to Windows Server 2008
R2 or sbove.

Roles:

7] DrectAceess and VPN [RAS)
[ Routing
| Web Application Praiy
Bl L] Remte Desklop Services
Remote Desktop Connection Broker
Remate Desktop Gateway
Remaote Decktop Licensing
Remote Decktop Seszion Host
Remote Decktop Virtualization Host
Hemote Desktop Web Access
71 Volume Actrvation Sernces
=] Web Server (lI5)
Ll FPServer
L] FTP Extensibility
] FTP Senice
=[] Management Tools
= [¥] 15 6 Management Compatibility

00000

[ |

FIGURE 4-46 Roles

m Features Allows you to configure which features will be installed on the virtual

machine.

= Domain / Workgroup Allows you to configure domain or workgroup settings. If
specifying that the virtual machine be domain joined, you can provide credentials
that allow this to occur. These options are shown in Figure 4-47.

% General Settings

1incbive Sanar 201
70 Identity Information

Admin Password

Mo
5 Prosuct Key
MNone

a Time Zone
Pacfic Standard Time

T Roles
Web Server, Wb M.

s Features
Mowne

# Networking
33 Dumain / Workgro...
vl
% Saipls
=] Answer File
Mone
= [GUIRUNCnce] Co...

B Operating System

# Roles and Faatures

Specifies the workgroup or domain that the virtual machine should
Juire. Tu join & domain, a vitlual machine must have al leasd one
wirlual netwerk adapter atbachesd bo a villual network.

0 Workgroup:

| WORKGROLIP

® Domain:

[eitspintiys.intermal

Domain credential
'® Speatty credentials to use tor joining the domain

Dormain yser: [talspintoyshadministrator

Example: domain’\,username

Passwinrd:

Confirm: |-u (I

() Select the Run As account to use for joining the domain

Browee..,

Lo |[aml ]

FIGURE 4-47 Domain information
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= Answer File Allows you to specify an answer file to automatically configure the
virtual machine.

m [GUIRunOnce] Command Allows you to specify a set of commands that will be
run automatically the first time a user logs on to the virtual machine.

MORE INFO GUEST OPERATING SYSTEM PROFILES

You can learn more about guest operating system profiles at http://technet.microsoft.com/
en-us/library/hh427296.aspx.

Creating application profiles

Application profiles include information that VMM can use for installing Microsoft Web
Deploy applications, SQL Server data-tier applications, Microsoft Server App-V applications,
and instructions for running scripts when you deploy a VM as part of a service. You only use
application profiles if you are going to deploy a VM as part of a service, and don't use them
when deploying standalone VMs. You can add multiple applications of the same type, or ap-
plications of different types to the same profile.

Before creating an application profile, you should ensure that all packages and scripts
that the profile will use are already present in a VMM library share. To create an application
profile, perform the following steps:

1. Inthe Library workspace of the VMM console, right-click the Profiles node, and click

Create Application Profile.

2. On the General page, shown in Figure 4-48, provide a name for the application profile
and choose between one of the following compatibility options:

m SQL Server Application Host Select this option if you will use the profile to
deploy SQL Server DAC packages or SQL Server scripts to an existing SQL Server
instance.

m Web Application Host Select this option if you will use the profile to deploy Web
Deploy packages to IIS.

m General Select this option if you are deploying a combination of application types
or Server-App-V applications.
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296 CHAPTER4

General

Agplication Lonfguration | piama Example Profle
it
Compstiily: [General &
- RN AR TR, 8
Type SOL Server Application Host
Vi St o ] .

FIGURE 4-48 Application profile

On the Application Configuration page, select the operating system compatibility, as
shown in Figure 4-49.

e ddd = X Femave

Application configuration
Configure application deplayments in this profile. Dy d

icing mty b

B 05 Compatibility
% Applications
% Scripte

Mrew Script

Please select the guest
application profile.
Lompatible operating systems:

LI £ ELMILE OF THIELWS STV £UAR e BRI pEe

[7] 64-bit edition of Windows Server 2012 Datacenter
[] B4-bit edition of Windows Server 2012 Essentisls ¥
[] fd-bit edition of Windows Server 20112 Standard

L 64-bit edition of Windows Web Server 2008 R2

[”] Windows Server 2003 Datacenter Edition (32-bit x86)
[7] Windeowrs Serves 2003 Datacenter 264 Edition

[] Windows Server 2003 Enterpeise Edition (32-bit xfif)
] Winlows Server 2003 Enterprise w64 Edition

(] Winghows Server 2003 Standard Edition (32-bit 186)

[7] Winchows Server 2003 Standard #64 Edition e
[ Windows Server 2003 Web Edition

[] Windewws Server 2008 Diatacenter 32-Bit
L] Windows Server 2008 Enterprise 32-Bit
[C] Winshows Server 2008 Stenddard 32-8it

(V] Windiows Server 2012 R2 Datscenter

FIGURE 4-49 OS compatibility
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4. Click Add, as shown in Figure 4-50, to add one of the following:
m Script Application
m SQL Server Data-Tier Application
m Virtual Application
= Web Application
m Script To Application Profile

I;ﬂi Add - Remove

'«sz' Script Application

S0L Server Data-tier Application
o Virtual applicaticn
€ Web application

Script to Application

' Script to Application Profile

FIGURE 4-50 Add application

MORE INFO APPLICATION PROFILES

You can learn more about application profiles at http://technet.microsoft.com/en-us/li-
brary/hh427291.aspx.

Configuring SQL Server profiles

A SQL Server profile allows you to configure a sysprepped instance of SQL Server 2008 R2,
SQL Server 2012, or SQL Server 2014 for deployment through VMM. You use SQL Server
profiles when deploying VMs that are part of a service. The SQL Server profile configures SQL
Server according to the profile settings.

To configure a SQL Server profile, perform the following steps:

1. Inthe Library workspace of the VMM console, right-click the Profiles node, and click
Create SQL Server Profile.

2. On the General page of the New SQL Server Profile dialog box, provide a name for the
SQL Server profile.

3. On the SQL Server Configuration page, click Add SQL Server Deployment, and provide
the following information, as shown in Figure 4-51.
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& New SQL Server Profile -

General SQU Server configuration

SQL Server Configuration Configure the SQL Server installations in this profile.

Add:  # SOL Server Deployment  J§ Remove
# SQL Scrver Deployment
4 5 S0L Server Deploy...
SGL Leployment Instange name:  MSSULSERVER
= Configuration
= Service Accounts

Name: SOL Deployment

Instance ID: 1
Product key:
Inztallation Run Ac account:

Administrator

Timeout (seconds); 3500 EI

Miew Scnpt UK | Cancel |

FIGURE 4-51 SQL Deployment

m Name Name for the SQL Server deployment.

m Instance Name The instance name. If left blank, it will use the default name MS-
SQLSERVER.

m Instance ID The instance ID used when you sysprepped the SQL instance.
= Installation Run As Account Account with the permission to deploy SQL Server.

m Media Source Location of the SQL Server installation media, such as a VMM Library
share.

m SQL Server Administrators Users or groups that will be configured as SQL Server
Administrators. You must specify at least one account.

m Security Mode Select Windows or SQL Server authentication.

m Service accounts Configuration for the SQL Server service, SQL Server agent, and
Reporting Services service accounts. You must select a Run As account for all three
services.

MORE INFO SQL SERVER PROFILES

You can learn more about SQL Server profiles at http://technet.microsoft.com/en-us/li-
brary/hh427294.aspx.
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Configuring virtual machine templates

A Virtual Machine Manager VM template allows you to deploy a single virtual machine with
a consistent set of settings. A VMM VM template is an XML object that is stored with a VMM
library, and includes one or more of the following segments:
m Guest Operating System Profile A guest OS profile that includes operating system
settings.

m Hardware Profile A hardware profile that includes VM hardware settings.

m Virtual Hard Disk This can be a blank hard disk, or a virtual hard disk that hosts a
specially prepared, sysprepped in the case of Windows based operating systems, ver-
sion of an operating system.

You can create VM templates based on existing virtual machines deployed on a virtualiza-
tion host managed by VMM, based on virtual hard disks stored in a VMM library, or by using
an existing VM template.

VM templates have the following limitations:

= A VM template allows you to customize IP address settings, but you can only configure

a static IP address for a specific VM when deploying that VM from the template.

m Application and SQL Server deployment are only used when you deploy a VM as part
of a service.

= When creating a template from an existing VM, ensure that the VM is a member of a
workgroup and is not joined to a domain.

m You should create a separate local administrator account on a VM before using it as
the basis of a template. Using the built-in administrator account will cause the sysprep
operation to fail.

m You cannot create a virtual machine template for a Linux virtual machine based on an
existing Linux VM deployed to a virtualization host.

To create a VM template based on an existing virtual hard disk (which can include a blank
hard disk), or existing VM template, perform the following steps:

1. Inthe Library workspace of the VMM console, click Create VM Template on the ribbon.

2. On the Select Source page, click Browse next to Use An Existing VM Template For A
Virtual Hard Disk Stored In The Library.

3. On the Select VM Template Source dialog box, select the hard disk that will serve as
the basis for the VM template.

4. On the VM Template Identity page, provide a name for the VM template and choose
between a Generation 1 and a Generation 2 VM. This page is shown in Figure 4-52.
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Identity
Select Source VM Template Identity
| I VM Template name: Server 2012 Edition
Configure Hardware Deseription:
Configure Operating...
Application C: i i 5 jon 1. |-I
SLU Server Canfiguration
Summary
B jon 1 virtual machines have capabilities that were previously supported by Windows Server 2012 and other
host aperating systems. ion 2 virtual machines have new capabilities, such as support for the Unified
Extensible Firmware Interface (ULTT), and the ability to boot in ways that generation 1 virtual machines could not.
For generation 2 virtual machines, the host must run Windows Server 2012 R2.
Leam about supported guest ing systems for ration 2 virtual machines
Previous E Neat il Cancel IJ

FIGURE 4-52 Template name
5. On the Configure Hardware page, you can select an existing hardware profile, or create
a new hardware profile using the steps outlined earlier in this chapter. If you choose

to create a new hardware profile, you can save this profile for use in the future. Figure
4-53 shows the selection of the Example Hardware Profile.
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Select Source

Configure Hardware

Configure hardware for the virtual machine. You can import settings from a hardware
profile or save a new profile based on your settings.

Confu O

Hardware profile; | Example Hardware Profile

s |

bed Save As | New 7 Remove

Application Configuration
SLU Server Canhgurahion

Summary

% C A

=] Compativity

=7 Cluud Capability Pr...
HyperV
A General
Processor
1 processor
mm Memuory
4036 MB Statup. 10..

H Fluppy Diive =

Select the capability profile to validate against this hardware profile. VMM will
provide a validation state for the selected capability profile,

MName

| Descrption | Validation Stat...

[1[=] xenServer
157 ESX Server
B Hypery

The built-in fabric capabilit...
The built-in fabric capabilit...
The built-in fabric capabilit...

Mo Media Captured
T com1

None

F comz
MNone

B Viden Adaprer
Diefault video adapter
% Bus Configuration —
5 €* IDE Devices
? Devices attached
s template-VMvh... |
127.00 GB, Pimary
&4 virtual DVD drive
Mo Media Captured
€& SN Adapter
0 Devices attached
2 Network Adapters ]

FIGURE 4-53 Select hardware profile

On the Configure Operating System page, select a guest OS profile or configure a new
Guest OS Profile using the steps outlined earlier. If you choose to create a new guest
OS profile, you can save it for use again later. Figure 4-54 shows the Example Windows
Server 2012 R2 profile selected.
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FIGURE 4-54 Select Guest OS Profile

On the Application Configuration page, you can select an existing application profile.
This will only be used if the VM is deployed as a service, and you don't have to select
an application profile when configuring a VM template.

On the SQL Server Configuration page, you can select an existing SQL Server profile.
This will only be used if the VM is deployed as a service and you don't have to select
SQL Server profile when configuring a VM template.

Complete the wizard, which creates the profile.

When creating a VM template from a VM that is already deployed, you'll be asked to select
an existing VM from a list of those that are deployed on a virtualization host managed by

VMM.

MORE INFO VIRTUAL MACHINE TEMPLATES

You can learn more about virtual machine templates at http://technet.microsoft.com/en-us/

library/hh427282.aspx.
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Creating service templates
Service templates differ from virtual machine templates in the following ways:
m Service templates allow you to deploy multiple virtual machines rather than a single
virtual machine.

m Service templates can include settings for Windows Server roles and features. If a VM
template includes role and feature settings, they will only be used if the VM is de-
ployed as part of a service.

m Service templates can include application profiles and SQL server profiles. These pro-
files are not available when deploying a VM from a VM template.

To create a service template, perform the following steps:

1. Inthe Library workspace of the VMM console, click the Create Service Template item
on the ribbon.

2. Inthe New Service Template dialog box, specify a Name, a Release version, and select
between a Blank, Single Machine, Two Tier Application, or Three Tier Application pat-
tern. Figure 4-55 shows the selection of a Two Tier Application.

Marme: Example Service Template

Patterns (4)

Single Machine Two Tier
(v1.0) Application (v1.0)

Description: Two Tier Application Pattern

FIGURE 4-55 New Service Template
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3. Inthe Virtual Machine Manager Service Template Designer, shown in Figure 4-56, use
the drag and drop interface to add applications and configure which VM templates
will be used with the multiple tier application. You can also add VM networks and load
balancers, as well as adding additional machine tiers using the designer.

B Add VM Network L=
. f4a Add Load Balancer |I
Machine Tier 57Add Application Hast Template - Window 2

Drag VM Templates onto the
canvas 1o create a new Ter
and eopy the VM Template
settings into that Tier.

Drag a VM Template onto a
Tier to replace the template
settings in that Ter.

: Windows Server 2012 Standard Edi
Initiak 1, Min: 1, Max: 5 eminny: 400 GE

Add

&7 Narme: *
05:  Windows Server 2012 R2 D,

@CPU: 1 Processor ‘
Memeey: 400 GB

-_Nlr_l”

Example

v
1< i »

Windows Server 2012 Standard Edition Template - Machine Tier 2 - Machine Tier | Default instance: 1 | Maximum instance: 5., »

e
FIGURE 4-56 VMM Service Template Designer

4. When you have competed configuring the service template, click Save And Validate.
This will check the service template for errors which must be resolved before the tem-
plate can be saved and used for deployment.

MORE INFO SERVICE TEMPLATES

You can learn more about creating service templates at http://technet.microsoft.com/en-
us/library/gg675105.aspx.
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Thought experiment
VMM service deployment at Contoso

You are in the process of configuring service deployment using VMM at Contoso.
You want to automate the deployment of VMs, applications, and multi-tier services
using VMM profiles and templates. With this in mind, answer the following ques-
tions:

1. What should you configure to automate the deployment of Microsoft Server
App-V applications to a virtual service in VMM?

2. What should you configure so that you can simplify the deployment of a multi-
tier application using VMM?

Objective Summary

Hardware profiles allow you to configure virtual machine hardware settings.

Guest operating system profiles allow you to configure operating system settings,
including settings for local administrator accounts, computer name, and domain join
information.

Application profiles allow you to configure Server App-V, SQL DAC, and Web Deploy
settings for when you deploy services.

SQL Server profiles allow you to configure SQL Server settings for when you deploy
services.

Virtual machine templates allow you to create templates that serve as the basis for
virtual machine deployment. These include hardware and guest operating system
settings. You can create VM templates based on an existing virtual hard disk, virtual
machine, or existing VM template.

Service templates allow you to deploy multiple virtual machines and applications in
multi-tier configurations.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “"Answers” section at the end of this chapter.

1.

Which of the following do you use to configure the service account used by a SQL
Server instance’s SQL Server service?

A. SQL Server profile

B. Hardware profile
C. Guest operating system profile

D. Application profile
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2.

Which of the following do you use to configure a virtual machine’s memory configura-
tion?

Application profile
Guest operating system profile
Hardware profile

SQL Server profile

Which of the following do you use to configure the local administrator account pass-
word on a virtual machine?

Which of the following can you use as the basis for creating a virtual machine tem-

A. SQL Server profile

B. Hardware profile

C. Guest operating system profile
D. Application profile

plate?

A. Deployed virtual machine

B. VMM VM template

C. Virtual hard disk

D. Guest OS profile

Configure and maintain service management
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Answers

This section contains the solutions to the thought experiments and answers to the lesson
review questions in this chapter

Objective 4.1: Thought experiment

1. You need to configure the Mondays that the office is closed as holidays in the Service
Manager calendar used to calculate metrics.

2. You should configure notifications that send an email to the service desk manager
when an incident enters a warning state.

Objective 4.1: Review
1. Correct answers: A, B, and C

A. Correct: You need a calendar prior to completing the configuration of a Service
Manager SLO.

B. Correct: You need a metric prior to completing the configuration of a Service
Manager SLO.

C. Correct: You need a queue prior to completing the configuration of a Service
Manager SLO.

D. Incorrect: Subscriptions are necessary for notifications, but not necessary for con-
figuring Service Manager SLOs.

2. Correct answer: A

A. Correct: You should target the Service Level Instance Time Information class when
configuring this notification.

B. Incorrect: You should target the Service Level Instance Time Information class
rather than the Change Request class.

C. Incorrect: You should target the Service Level Instance Time Information class
rather than the Review Activity class.

D. Incorrect: You should target the Service Level Instance Time Information class
rather than the Problem class.

3. Correct answers: A and B

A. Correct: You can use a custom workflow or an Orchestrator runbook to automati-
cally escalate an incident in the event that it is likely to breach an SLO.

B. Correct: You can use a custom workflow or an Orchestrator runbook to automati-
cally escalate an incident in the event that it is likely to breach an SLO.

C. Incorrect: You can use a custom workflow or an Orchestrator runbook to auto-
matically escalate an incident in the event that it is likely to breach an SLO.
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D. Incorrect: You can use a custom workflow or an Orchestrator runbook to auto-
matically escalate an incident in the event that it is likely to breach an SLO.

Correct answers: C and D

A. Incorrect: Required By does not measure the incident creation date or when the
incident is first responded to.

B. Incorrect: First Assigned Date is when the incident or service request is first as-
signed.

C. Correct: The First Response Date should be configured as the End Date for the
metric.

D. Correct: The Created Date is when the incident is created. This should form the
Start Date for the metric.

Objective 4.2: Thought experiment

1.

2.

You can configure and make knowledge articles available that detail procedures that
users can use to attempt to self-remediate incidents before contacting the service
desk.

You can configure Service Manager so that incidents can be submitted using email.

Objective 4.2: Review

1.

Correct answers: A and B

A. Correct: You need to add the problem as a related work item to each incident, or
the incidents as related work items to the problem.

B. Correct: You need to add the problem as a related work item to each incident, or
the incidents as related work items to the problem.

C. Incorrect: You need to add the problem as a related work item to each incident,
or the incidents as related work items to the problem.

D. Incorrect: You need to add the problem as a related work item to each incident,
or the incidents as related work items to the problem.

Correct answer: B

A. Incorrect: You should resolve the problem. When doing so, you should select the
option to auto-resolve all incidents associated with the problem.

B. Correct: You should resolve the problem. When doing so, you should select the
option to auto-resolve all incidents associated with the problem.

C. Incorrect: You should resolve the problem. When doing so, you should select the
option to auto-resolve all incidents associated with the problem.

D. Incorrect: You should resolve the problem. When doing so, you should select the
option to auto-resolve all incidents associated with the problem.
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3.

Correct answers: B and C

A.

Incorrect: You should assign the highest priority, which is the lowest number, to
incidents that are high impact and high urgency.

Correct: You should assign the lowest priority, which is the highest number, to
incidents that are of low impact and low urgency.

Correct: You should assign the highest priority, which is the lowest number, to
incidents that are high impact and high urgency.

Incorrect: You should assign the lowest priority, which is the highest number, to
incidents that are of low impact and low urgency.

Correct answers: A and C

A.

Correct: Priority is calculated using impact and urgency.
Incorrect: Priority is calculated using impact and urgency.
Correct: Priority is calculated using impact and urgency.

Incorrect: Priority is calculated using impact and urgency.

Objective 4.3: Thought experiment

1.

You should configure an Application Profile to automate the deployment to Microsoft

Server App-V applications to virtual services.

You should configure a service template so that you can automate the deployment of
multi-tier applications. Service templates include VM templates, application, and SQL

Server profiles.

Objective 4.3: Review

1.

Correct answer: A

A.

Correct: You use a SQL Server profile to configure a SQL Server instance’s service
accounts.

Incorrect: You use a hardware profile to configure a virtual machine’s hardware
settings.

Incorrect: You use a guest operating system profile to configure guest operating
system settings.

Incorrect: You use an application profile to configure application installation set-
tings.

Correct answer: C

A.

Incorrect: You use an application profile to configure application installation set-
tings.

Incorrect: You use a guest operating system profile to configure guest operating
system settings.
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C. Correct: You use a hardware profile to configure a virtual machine’s hardware set-
tings.

D. Incorrect: You use a SQL Server profile to configure a SQL Server instance’s service
accounts.

Correct answer: C

A. Incorrect: You use a SQL Server profile to configure a SQL Server instance’s service
accounts.

B. Incorrect: You use a hardware profile to configure a virtual machine’s hardware
settings.

C. Correct: You use a guest operating system profile to configure guest operating
system settings.

D. Incorrect: You use an application profile to configure application installation set-
tings.
Correct answers: A, B, and C

A. Correct: You can use a deployed virtual machine, an existing VMM template, or a
virtual hard disk as the basis for a VMM VM template.

B. Correct: You can use a deployed virtual machine, an existing VMM template, or a
virtual hard disk as the basis fora VMM VM template.

C. Correct: You can use a deployed virtual machine, an existing VMM template, or a
virtual hard disk as the basis for a VMM VM template.

D. Incorrect: You can use a deployed virtual machine, an existing VMM template, or
a virtual hard disk as the basis for a VMM VM template.
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Manage configuration and
protection

here is more to managing a private cloud than just deployment and monitoring. You

often times need to ensure that the configuration of the servers that host private cloud
resources, as well as the workloads running within the private cloud, do not deviate too far
from their appropriate configuration. You need to ensure that the servers that host private
cloud resources, as well as the workloads running within the private cloud, are kept current
with software updates. You also need to ensure that the workloads and the servers that
they run on are regularly backed up and able to be recovered, both for business continuity
purposes and to accomplish data retention objectives.

Objectives in this chapter:
m Objective 5.1: Manage compliance and configuration
m Objective 5.2: Manage updates

m  Objective 5.3: Implement backup and recovery

Objective 5.1: Manage compliance and configuration

The practice of server administration increasingly involves not just ensuring that a workload
functions in a reliable manner, but that servers themselves are configured in a way that
meets legislative requirements. In many industries, computers must meet configuration
standards dictated by legislation. The compliance functionality of the system center suite
allows you to assess whether workloads in a private cloud are configured in a manner that
meets the organization’s legal responsibilities.

This section covers the following topics:

®m Implementing System Center Process Pack for IT GRC
m Understanding compliance settings

m Using Desired State Configuration

m Understanding System Center Advisor
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Implementing System Center Process Pack for IT GRC

GRC is an acronym for governance, risk management, and compliance. The IT GRC Process
Pack allows you to provide automated compliance management through the System Center
suite. The System Center Process Pack for IT GRC allows you to manage IT operations and in-
formation management; it does not include other governance, risk management, and compli-
ance functionality for other areas such as organizational accounting and business operations.

A control objective is a desired state result that has been met through risk assessment. For
example, a control objective might be that user accounts of contract workers have an expiry
date. This objective might have been selected after risk analysis found that some contractors
had network access after their contract term finished. Control activities allow control objec-
tives to be accomplished.

The System Center Process Pack for IT GRC uses the following System Center segments:

m Service Manager This hosts the System Center Process Pack for IT GRC and allows
you to run the controls and activities that are necessary to meet control objectives. The
System Center Process Pack for IT GRC requires that Service Manager be configured
with the Active Directory, Operations Manager, and Configuration Manager connec-
tors.

m Service Manager data warehouse This allows you to generate compliance and risk
reports to audit and review compliance information. It is required for System Center
Process Pack for IT GRC reporting.

= Configuration Manager site server Configuration Manager provides configuration
drift reporting. Configuration drift occurs when a computer's configuration changes
from those specified in a desired configuration baseline. It requires the deployment of
Configuration Manager agents on monitored computers.

m Operations Manager This manages alerts generated when computers drift from the
desired configuration baseline. It requires the deployment of the Operations Manager
agent on to monitored computers.

You install the System Center Process Pack for IT GRC on to the Service Manager server.
After you have the Process Pack, run the MpSyncJob to synchronize Service Manager with the
data warehouse. Then import the IT Compliance Management Libraries into Service Manager
and the desired Configuration Management configuration items and baselines into Configu-
ration Manager.

MORE INFO SYSTEM CENTER PROCESS PACK FOR IT GRC

You can learn more about the System Center Process Pack for IT GRC at http://technet.
microsoft.com/en-us/library/dd206732.aspx.

When implementing a compliance program, it is occasionally necessary to configure pro-
gram exceptions. You create exceptions for services or servers that cannot be made compliant
with control objectives. You can create the following exception types:
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m Control activity scope exceptions This type of exception allows you to exclude
specific control activities when checking compliance.

= IT GRC program exceptions This type of exception allows you to exclude a specific
computer from an IT GRC program.

= IT GRC policy exceptions This type of exception allows you to exclude control ac-
tivities that are not applicable to your organization.

EXAM TIP

Remember the different exception types that you can create when implementing a compli-

ance program.

Understanding compliance settings

Compliance settings, which in previous versions of System Center Configuration Manager
was termed Desired Configuration Management, allows you to monitor and remediate the
configuration of computers.

Configuration Manager’s compliance settings functionality uses configuration items and
configuration baselines. A configuration item includes one or more settings that you want
to assess to determine the compliance state of a computer. The configuration item includes
compliance rules to evaluate the settings, as well as providing severity ratings for noncompli-
ance. Some configuration items can be configured for remediation, which allows you to alter
a non-compliant setting so that it is compliant. Configuration baselines are collections of
software updates, configuration items, and other configuration baselines.

MORE INFO INTRODUCTION TO COMPLIANCE SETTINGS

You can learn more about compliance settings in Configuration Manager at http://technet.
microsoft.com/en-au/library/gg681958.aspx.

Configuration items

Configuration Manager supports the following types of configuration items for assessing the
compliance of computers:

= Application configuration item Use this type of configuration item to determine
application compliance, including whether the application is installed and whether it is
configured in a specific manner.

m Operating system configuration item Allows you to determine operating system
configuration compliance, such as whether particular roles or features are installed and
particular registry keys are configured.
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m Software updates configuration item Available when you manage software up-
dates with Configuration Manager, and allows you to assess whether a computer has
specific software updates installed.

For example, to create a configuration item related to whether Remote Desktop is enabled
on a target computer running the Windows Server 2012 R2 operating system, perform the
following steps:

1. Inthe Assets And Compliance workspace of the Configuration Manager console, select
the Configuration Items node under the Compliance Settings node. On the ribbon,
click Create Configuration Item.

2. On the General page of the Create Configuration Item Wizard, provide a name and
ensure that the type of configuration item is set to Windows, as shown in Figure 5-1.

R Create Configuration Item Wizard -
gﬂ General
Specify general information about this configuration item
Supported Platforms
Settings
Compliance Rules Configuration items define a corfiguration and associated validation criteria to be assessed for compliance on
5 client devices.
ummary
Progress Name: Remoate Desktop Enabled
Completion L
Description: -~

Specify the type of configuration item that you want to create:

|W|ndows v

[[] This configuration tem contains application settings

Assigned categories to improve searching and fittering:

- Categories...

Next > || Summary H Cancel

FIGURE 5-1 Create Configuration Item Wizard
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3. On the Supported Platforms page, ensure that Windows Server 2012 R2 is selected, as
shown in Figure 5-2. You should only select the operating systems that you want the
configuration item assessed for on this page.

i

9 Supported Platforms

Enzel Specify the client operating systems that will assess this configuration item for

Supported Platforms Compliance
Settings

Compliance Rules

Summary ® Select the versions of Windows that will assess this configuration item for compliance:
Progress 1] Selectal
Completion

-] Windows ¥P

I:‘ Windows Vista

[] Windows 7

#-[] Windows &

I:‘ Windows 8.1

[ ] Windows 2003

I:‘ Windows 2008

[] Windows Server 2012
[ Windows Server 2012 R2
-] Windows Embedded

() Specify the version of Windows manually:

| | [ Aa. |

FIGURE 5-2 Select Windows versions

4. On the Settings page, click New. This will launch the Create Setting dialog box.
5. Inthe Create Setting dialog box, click Browse.

6. In the registry tree, navigate to HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Con-
trol\Terminal Server, and select the fDenyTSConnections registry value. In this scenario, the
value is set to 0, which allows Remote Desktop connections. Enable the This Registry Value
Must Satisfy The Following Rule If Present Equals 0, as shown in Figure 5-3.

Objective 5.1: Manage compliance and configuration ~CHAPTER5 315

From the Library of Ida Schander



Computer name:

Browse Registry -

Begistry tree: Registry Value

: SecursBoot | | Name Type Data -
! SecurePipeServers  AlowRemote RPC REG_DWORD 1
J SecurityProviders ) DelayConMgrTimeout REG_DWORD 0 =
| Server Applications  Delete Temp DirsOn Bt REG_DWORD 1
| ServiceGroupOrder 9 fDeny TSConnections REG_DWORD 0
i ServiceProvider  FSingleSessionPerLlser REG_DWORD 1
§ Scason Menoger " GlassSessionld REG_DWORD 1
| QMServicelist s InstancelD REG_SZ 312 1od- 18T
! s 3 NotficationTimeOut REG_DWORD 0 -
f SrdeenswonCanﬁg < ParCaccinn TamnDir i BREA DWWNRN 1 N

Stillmage
| Storage Hive name:

; StorageManagement
i StorPort Key name:

[HKEY_LOCAL_MACHINE

|SYSTEM\Cunechrnmlsa\Comml\Terminal Server

|
|
|FDenyTSConnedicns |
|

{ SystemResources Value name:

; TabletPC -

| Teminal Server Data type: ||nteger v
TimeZonelnformation

; Ubpm Select the rule that defines compliance for the selected registry value

J usb
| usbflags

| usbstor ®) The selected registry value must exist on client devices

) The selected registry value must not exist on client devices

This registry value must satisfy the following rule f present:

Windows | Equals v |

| Virkgen Y E |

FIGURE 5-3 Browse Registry

Enter a name for the rule. On the Compliance Rules page, click the fDenyTSConnec-
tions Equals 0 condition, and click Edit. Select the Remediate Noncompliant Rules
When Supported and Report Noncompliance If This Setting Instance Is Not Found
check boxes, and set the Noncompliance Severity For Reports to Critical, as shown in
Figure 5-4.

Complete the wizard to create the configuration item.

MORE INFO CONFIGURATION ITEMS

You can learn more about configuration items at http://technet.microsoft.com/en-us/li-

brary/gg712331.aspx.
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Edit Rule

Specify rules to define compliance conditions for this setting

Name: |fDerryTSConnedions Equals 0

Description: ~
~

Selected setting: Remote Desktop Enabled " Remote Desktop

Rule type: Value

The setting must comply with the following rule:

Remote Desktop Services Enabled | |Equa|s

the following values: |D

[[] Remediate noncompliant rules when supported

[ Report noncompliance if this setting instance is net found

Noncompliance severity for reports: |Critica|

Cancel

FIGURE 5-4 Edit Rule

Configuration baselines

Configuration baselines can include configuration items, software updates, and other con-
figuration baselines. To create a configuration baseline that includes the Remote Desktop
configuration item configured earlier, perform the following steps:

1.

2.

In the Assets And Compliance workspace of the Configuration Manager console, select
Configuration Baselines under Compliance Settings.
On the ribbon, click Create Configuration Baseline. This will launch the Create Configu-
ration Baseline dialog box.
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3. On the Create Configuration Baseline dialog box, specify a name for the baseline, and

then click Add, and then click Configuration Items.

4. On the Add Configuration Items dialog box, click the Remote Desktop Enabled con-

figuration item, and click Add, as shown in Figure 5-5.

Select the configuration items that you want to add to this configuration

baseline

Awailable configuration tems:

Fitter...

MName Type Latest Revision Description
There are no items ta show in this view.

Add | | Remove

Configuration items that will be added to this configuration baseline:

Fitter...

Mame Type Latest Revision Description
Remote Desktop Enabled Cperating System  Revision 1

FIGURE 5-5 Add Configuration Items

5. Verify that the configuration item is present, as shown in Figure 5-6, and then click OK.
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Specify general information about this configuration baseline

';,_j Mame: |Sen.'er 2012 R2 Configuration Baseline
Description:

Select the configuration data (configuration items, configuration baselines, and software updates) to be evaluated for
compliance by this configuration baseline. This configuration baseline will be assessed as compliart if all the items
specified are compliant. Optional items are evaluated only if the relevant application is present on the client devices.

Corfiguration data:

Filter...

Name Type Purpose
Remote Deskiop Enabled Operating System Required

Add Vl | Change Purpose Vl | Change Revision V| | BRemove

Assigned categories to improve searching and fittering:

FIGURE 5-6 Create Configuration Baseline

To deploy the configuration baseline to a collection, select the configuration baseline, and
click Deploy on the ribbon. When deploying the baseline, select the collection to which you
want to deploy the baseline, and also choose whether you want to enable remediation. Figure
5-7 shows the Server 2012 R2 Configuration Baseline deployed to the Windows Server 2012
R2 Servers collection with the remediation option enabled.
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Deploy Configuration Baselines -

Select the configuration baselines that you want to deploy to a collection

Ayailable configuration baselines: Selected configuration baselines:
| Fiter... ’ | Fitter...
There are no items to show in this view, Server 2012 R2 Corfiguration Baseline

Remediate noncompliant rules when supported
[] Allow remediation outside the maintenance window

[] Generate an alert:

When compliance is below: 50 = %

Date and time: 6/23/2014 |[ 425 Am

4|3

Select the collection for this configuration baseline deployment.
Collection: Windows Server 2012 R2 Servers | | Browse...

Schedule
Specify the compliance evaluation schedule for this corfiguration baseline:

® Simple schedule

=1
3

Bun every: Days W

<

() Custom schedule

No custom schedule defined.

oK | [ cancel

FIGURE 5-7 Deploy Configuration Baselines

Once the configuration baseline has been deployed, you'll be able to view a list of compli-
ant and non-compliant computers from the Configuration Baseline node, by selecting the
baseline in Deployments node in the Monitoring workspace, or by viewing reports in the
Compliance And Settings Management report category.

MORE INFO CONFIGURATION BASELINES

You can learn more about configuration baselines at http://technet.microsoft.com/en-us/
library/gg712268.aspx.

Remediation

Certain types of configuration items can be remediated, but only when the item is included
in a baseline deployment that you have also configured for remediation. Remediation is only
available for the following types of computer related configuration items:

m  Registry value
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= Scripts
= WQL query configuration items

You can configure remediation to be performed, either by creating a value if it is not pres-
ent, altering a value if it exists but is not compliant (for example, changing a registry value),
or by running a remediation script. The remediation script will need to alter the setting to the
desired state.

Using Desired State Configuration

Desired State Configuration (DSC) is a feature new to Windows PowerShell 4.0 that allows
you to manage the configuration of computers, accomplishing many of the objectives with
Windows PowerShell that you could otherwise accomplish using compliance settings with
Configuration Manager. You can use DSC to perform the following tasks:

m Ensuring that server roles and features are either enabled or disabled
m  Managing registry settings

m  Managing files and directories

®m  Managing service and the state of processes

m  Managing user and group accounts

m Software deployment

= Managing environment variables

m  Assessing configuration state

m Remediating configuration drift

When using DSC, you define a Windows PowerShell script block using the configuration
keyword. This script block allows you to specify the desired configuration for each computer
(termed nodes in DSC). Within the script block, you can define resource blocks as a way of
configuring specific resources. When you invoke the configuration, a MOF file is created in a
new directory that is a child of the current directory with the same name as the configuration
block. The newly created MOF file stores configuration information about the target comput-
ers. You can enforce the configuration by running the Start-DscConfiguration cmdlet.

MORE INFO DESIRED STATE CONFIGURATION

You can learn more about Desired State Configuration at http://technet.microsoft.com/en-
us/library/dn249912.aspx.

Understanding System Center Advisor

System Center Advisor is a cloud-based service that collects data from computers and gener-
ates alerts based on that data. For example, System Center Advisor can generate alerts about
missing security updates, or where the configuration of a computer deviates substantially
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from best practice. The knowledge used to raise these advisory alerts comes from Microsoft’s
engineering support team, and reflects direct customer experiences running the products in
production environments.

System Center Advisor includes the Advisor web service, hosted in Microsoft's cloud, an on
premise gateway, and one or more agents, which you deploy to computers in your environ-
ment. The agent functions in a way that is similar to the Operations Manager agent. By con-
necting to the web portal, you can view alerts and advise on how to remediate those issues.
Figure 5-8 shows a typical System Center Advisor deployment, with agents installed on local
computers communicating with a gateway, that forwards collected data that is stored and
analyzed in the cloud.

FIGURE 5-8 System Center Advisor

MORE INFO SYSTEM CENTER ADVISOR

You can learn more about System Center Advisor at http://onlinehelp.microsoft.com/en-us/
advisor/ff962512.aspx.
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Thought experiment
System Center Advisor at Adatum

You are planning on deploying System Center Advisor to a client named Adatum,
who has a small number of servers as a way of monitoring whether those servers
are current with the latest software updates. You deploy the System Center Advisor
agent on to the servers on the internal network.

1. What server should you deploy on the perimeter network?

2. How will you review the status of the monitored servers?

Objective summary

The System Center Process Pack for IT GRC allows you to perform compliance activities
using Service Manager, Configuration Manager, and Operations Manager.

A Configuration Manager compliance setting is a setting, such as an application or
registry setting that can be checked.

A configuration baseline is a collection of compliance settings, software updates, and
other configuration baselines.

Some compliance settings can be automatically remediated.

Desired State Configuration allows you to check and remediate a computer’s configu-
ration using Windows PowerShell.

System Center Advisor is a cloud-based monitoring service that can provide advice on
how to better configure monitored servers.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1.

Which of the following can you add to a Configuration Manager configuration base-
line?

A. Configuration item

B. Compliance baseline

C. Software updates

D. Update baselines
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2.  Which System Center products are required to support the System Center Process Pack
for IT GRC?

A. Configuration Manager
B. Operations Manager

C. Service Manager

D. Virtual Machine Manager

3.  Which of the following connectors must you configure in Service Manager to support
the deployment of the System Center Process Pack for IT GRC?

A. Active Directory
B. Orchestrator
C. Operations Manager

D. Configuration Manager

Objective 5.2: Manage Updates

This objective deals with the various methods you can use for managing software updates for
your organization’s private cloud deployment. The most basic method of managing soft-
ware updates is to use Windows Server Update Services (WSUS). In a Microsoft private cloud
environment, you are likely to use both Configuration Manager and VMM, both integrated
with WSUS, to manage updates. You use VMM to manage updates for the servers involved in
the virtualization infrastructure, and Configuration Manager to manage the updates for the
virtual machines running within the private cloud.

This section covers the following topics:

= Managing updates with WSUS

m Managing updates with Configuration Manager
Integrating WSUS with VMM

Updating offline VMs

Managing updates with WSUS

WSUS is a Windows Server 2012 and Windows Server 2012 R2 role service that allows you to
manage and deploy Microsoft operating system and application updates. Rather than having
each computer in your organization connect over the Internet to acquire software updates,
you can configure a server with the WSUS role installed to acquire these updates, and then to
serve as a central distribution point. You can also integrate the WSUS role with Configuration
Manager and with VMM, topics that are covered later in this section.
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Configuring the WSUS server

Once you've installed the WSUS server role, you need to run the WSUS Server Configuration
Wizard to configure how the WSUS server functions. The WSUS Server Configuration Wizard
allows you to configure WSUS server settings. Running this wizard involves performing the
following steps:

1. Choose whether the WSUS server will synchronize with Microsoft update, or synchro-
nize with another WSUS server. If you synchronize with Microsoft update, the WSUS
server will obtain updates from Microsoft's servers through the Internet. If you choose
to synchronize with another WSUS server, you can choose to synchronize updates from
that server, or configure the WSUS server as a replica, in which case you will synchro-
nize approvals, settings, computers, and groups from the server. You configure replica
servers in scenarios where you want to deploy multiple WSUS servers, but have them
all use the same settings. Figure 5-9 shows a WSUS server configured to synchronize
as a replica. When you configure a WSUS server as a replica, you don't need to choose
languages, products, or classifications.

Windows Server Update Services Configuration Wizard:MEL-WSUS -

%_ﬂ Choose Upstream Server

Provide the upstream server from which you want to synchronize content

Before You Begin You can choose the upstream server from which your server synchronizes updates.
Microsoft Update
Improvement Program

Choose Producis Server name: |syd-wsus.tailspintoys.mtemal

Choose Classifications Port number; | 2530

Configure Sync Schedule
Finished
What's Mext Ism.‘SLll_sing S5L, ensure that the upstream WSLUS server is also configured to support

[] Use SSL when synchronizing update information

This is a replica of the upstream server

A replica server mirrors update approvals, settings, computers and groups from its
parent. Updates can be approved only on the upstream server.

(i) Options are disabled because this server is a replica server.

=

FIGURE 5-9 Windows Server Update Services Configuration Wizard

2. Next, you configure whether the WSUS server will use a proxy server during synchroni-
zation. If required, you can configure proxy server credentials.
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3.

The next step requires the WSUS server to synchronize with either Microsoft Update,
or the upstream server. This allows the WSUS server to obtain a list of update types,

language options, and products that the WSUS server will provide.

Once synchronization has completed, select whether to download updates in all
languages, or updates in a specific language. Most organizations will only require
updates in their local language. Figure 5-10 shows a configuration where only English

is selected as the language.

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Products
Choose Classifications
Configure Sync Schedule
Finished

What's Mext

iy

If you are storing update files locally, you can filter the updates downloaded to your
server by language. Choosing individual languages will affect which computers can be

Windows Server Update Services Configuration Wizard:MEL-WSUS

%J Choose Languages

Select the languages for which this server will download updates

updated on this server and any downstream servers.

() Download updates in all languages, including new languages

® Download updates only in these languages:

[] Arabic
[] Bulgarian

[7] French
[] German

[[] Chinese (Hong Kong S.A.R.) [] Greek

[[] Chinese (Simplified) [[] Hebrew

[] Chinese (Traditional) [] Hindi

[[] Croatian [[] Hungarian

[[] Czech [ Italian

[] Danish [] Japanese

[[] Dutch [[] Japanese (NEC)
T e

[] Estenian [] Latvian

[] Finnish [] Lithuanian

< L}

[ Norwegian
[] Polish

[[] Portuguese
[[] Portuguese
[] Remanian
[7] Russian

[] Serbian (Lati
[] Slovak

[] Slovenian
[7] Spanish
[] Swedish
[] Thai

Cancel

FIGURE 5-10 Update Services Configuration

On the Products page, select the products for which the WSUS server should obtain

updates. To minimize the number of updates that will be downloaded, you should se-
lect only products that are used in your organization. Figure 5-11 shows the selection
of updates for several System Center 2012 R2 products.
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6.

3

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages

Choose Classifications
Configure Sync Schedule
Finished

What's Mext

Choose Products

Select the Microsoft products to be updated

ﬁj You can specify the products for which you want updates.

Products:

[ System Center 2012 - Data Protection Manager
-.[]System Center 2012 - Operations Manager

[ System Center 2012 - Orchestrator

—[]System Center 2012 - Virtual Machine Manager
..[#System Center 2012 R2 -
[ System Center 2012 R2 -
[ System Center 2012 R2 -
..[#System Center 2012 R2 -
[ System Center 2012 5P1
[ ] System Center 2012 SP1 - Data Protection Manager
..[]System Center 2012 SP1 - Operation Manager

[ System Center 2012 5P1
[ ] System Center Advisor

Data Protection Manager
Operations Manager
Orchestrator

Virtual Machine Manager

- App Controller

- Virtual Machine Manager

<l

All products, including products that are added in the future.

FIGURE 5-11 Product Selection

< Back || Mext >

| [ Einish

H Cancel |

On the Classifications page, select which update classifications you want the WSUS
server to synchronize. Figure 5-12 shows updates of all the classifications selected.

3

Before You Begin

Microsoft Update
Improvement Program

Choose Upstream Server
Specify Proxy Server
Choose Languages
Choose Products

CF ifica

Configure Sync Schedule
Finished
What's Mext

Choose Classifications

Select the update classifications you want to download

% You can specify what classification of updates you want to synchronize,

Clazsifications:

[¥] &l Classifications

[w] Definition Updates
[ Drivers

[#]Feature Packs

[w] Security Updates
[¥]Service Packs

[ Teols

[w]Update Rollups
L Updates

bug.

A broadly released fix for a specific problem addressing a critical, non-security related

FIGURE 5-12 Choose classifications

< Back || Next =

| [ Einish

‘ | Cancel
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7. The final step to take in configuring a WSUS server is to choose how often the WSUS
server synchronizes, and to choose whether to perform an initial synchronization. The
default is to have the WSUS server synchronize manually.

After deployment, you can modify the WSUS server's settings. For example, you might
change the products, languages, or update classifications that the WSUS server uses when
obtaining updates. You can also configure an "approvals only” WSUS server. An “approvals
only” WSUS server is one where clients contact the WSUS server to determine which updates
are approved for installation, but download the update files themselves from the Microsoft
update servers on the Internet.

MORE INFO CONFIGURING WSUS

You can learn more about integrating WSUS with VMM at http://technet.microsoft.com/
en-us/library/hh852346.aspx.

Creating computer groups

You approve updates in WSUS on the basis of computer groups. This allows you to approve
an update for deployment to one group, such as a test server group, whilst not deploying
the update to every computer in your organization. You can assign computers to computer
groups manually, or by using Group Policy. You should create the computer groups on the
WSUS server prior to configuring WSUS computer group assignment through Group Policy.
You'll only be able to manually assign computers to groups that have contacted the WSUS
server for updates.

To create computer groups on the WSUS server, perform the following steps:

1. Inthe WSUS Server console, expand the Computers group, and then the All Computers
group.

2. On the Actions pane, click the Add Computer group.

3. On the Add Computer Group dialog box, enter a name for the computer group. Fig-
ure 5-13 shows a computer group named Melbourne Infrastructure.

Add Computer Group .

n Specify a name for the new computer group.

r

Mame: |Melbourne Infrastructure |

FIGURE 5-13 Add Computer Group
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Once you've created the group, you can manually assign computers that have contacted
the WSUS server to the group by moving them from the Unassigned Computers group.
Computers assigned to groups through Active Directory will automatically be added to the

appropriate group.

Group Policy settings

In domain environments, you use Group Policy to configure computers with the address of
the WSUS server, as well as other configuration settings. Windows update related group poli-
cies are located in both the Computer Configuration and User Configuration nodes. Figure
5-14 shows Windows update related group policies.

r

Eile Action View Help

e @ = H=E ¥

B

Group Policy Management Editor

| Task Scheduler

| Windows Calendar

| Windows Color System

| Windows Customer Experie
p [ Windows Defender
p -] Windows Error Reporting
~| Windows Installer
~| Windows Logon Options
] Windows Mail
| Windows Media Center
~| Windows Media Digital Rigl
| Windows Media Player
| Windows Messenger
| Windows Mobility Center
~| Windows PowerShell
| Windows Reliability Analysi
| Windows Remote Managen
~| Windows Remote Shell
~| Windows Update
~| Work Folders
~| Warkplace Join

{12 All Settings

I [ Preferences

< m >

-

etting State

Do not display 'Install Updates and Shut Down' option in Shut Down Windows dial...  Not configured
Do not adjust default option to 'Install Updates and Shut Down' in Shut Down Win...  Not configured
Enabling Windows Update Power Management to automatically wake up the syste... Mot configured
Always automatically restart at the scheduled time Not configured
Configure Automatic Updates Mot configured
Specify intranet Microsoft update service location Mot configured
Automatic Updates detection frequency Mot configured
Do not connect to any Windows Update Internet locations Mot configured
Allow non-administrators to receive update notifications Not configured
Turn on Software Notifications Mot configured
Allow Automatic Updates immediate installation Not configured
Turn on recommended updates via Automatic Updates Mot configured
Mo auto-restart with logged on users for scheduled automatic updates installations  Not configured
Re-prompt for restart with scheduled installations Mot configured
Delay Restart for scheduled installations Mot configured
Reschedule Automatic Updates scheduled installations Mot configured
Enable client-side targeting Mot configured

=| Allow signed updates from an intranet Microsoft update service location Not configured

< m >

18 setting(s)

Extended )\Standard

FIGURE 5-14 Windows update policies

MORE INFO WSUS GROUP POLICY SETTINGS

You can learn more about WSUS related Group Policy settings at http://technet.microsoft.
com/en-us/library/dn595129.aspx.
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You use the Specify Intranet Microsoft Update Service Location policy to configure a com-
puter with the address of the WSUS server. Figure 5-15 shows this policy configured so that
the computer subject to this policy will use the update server at http://mel-wsus.tailspintoys.
internal on port 8530, which is the default port used by WSUS on Windows Server 2012 and
Windows Server 2012 R2.

o Specify intranet Microsoft update service location == -
E‘ Specify intranet Microsoft update service location | T | | Next Setting |
) Not Configured Comment: ~
(®) Enabled
O Disabled >
3 t least Windows rofessional Service Pack 1 or Windows ervice Pack 3, |~
Supported oni [ atjeast Windows XP Prof I Service Pack 1 or Windows 2000 Service Pack 3
excluding Windows RT
W
Options: Help:
Set the intranet update service for detecting Specifies an intranet server to host updates from Microsoft ~

Update. You can then use this update service to automatically

updates:
update computers on your network.

| http://mel-wsus.tailspintoys.internal:253 |

This setting lets you specify a server on your network to function

Set the intranet statistics server: as an internal update service. The Automatic Updates client will
— - search this service for updates that apply to the computers on _
|http:_a'_a'mel-wsus.tallsplntoys.lnternal:SSB| your network. =

(example: http://IntranetUpd01) To use this setting, you must set two servername values: the
server from which the Automatic Updates client detects and
downloads updates, and the server to which updated
workstations upload statistics, You can set both values to be the
S3IME SENVEr

If the status is set to Enabled, the Automatic Updates client
connects to the specified intranet Microsoft update service,
instead of Windows Update, to search for and download
updates. Enabling this setting means that end users in your
organization don't have to go through a firewall to get updates,
and it gives you the opportunity to test updates before deploying |,

| oK || Gl |

FIGURE 5-15 Local WSUS server
You assign computers to WSUS computer groups using the Enable client-Side Targeting

policy. Figure 5-16 shows this policy configured for membership of the Melbourne Infrastruc-
ture WSUS computer group.
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s Enable client-side targeting \;‘i-

E‘ Enable client-side targeting

Previous Setting | | Next Setting |
O Not Configured Comment: ~
@) Enabled

O Disabled h
Supported on: At least Windows XP Professional Service Pack 1 or Windows 2000 Service Pack 3,  ~

excluding Windows RT
W

Options: Help:
Target group name for this computer Specifies the target group name or names that should be used to | ~

receive updates from an intranet Microsoft update service.

Melbourne Infrastructure

If the status is set to Enabled, the specified target group
information is sent to the intranet Microsoft update service
which uses it to determine which updates should be deployed to
this computer.

If the intranet Microsoft update service supports multiple target
groups this policy can specify multiple group names separated
by semicolons, Otherwise, a single group must be specified.

If the status is set to Disabled or Not Configured, no target group
information will be sent to the intranet Microsoft update service,

Mote: This policy applies only when the intranet Microsoft
update service this computer is directed to is configured to
support client-side targeting. If the "Specify intranet Microsoft
update service location” policy is disabled or not configured, this
policy has no effect.

Mote: This policy is not supported on Windows RT. Setting this |,

oK || e || Apply |

FIGURE 5-16 Client-side targeting

Approving updates

You can choose to manually approve WSUS updates, or configure auto-approval rules. You
approve updates on a per-computer group basis. When you approve an update, you can have
that update apply to the computer group and any computer groups that are nested members
of that computer group. You can also choose to apply an update to a computer group, and
exclude any computer groups that are nested members of that group.
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To manually approve an update, perform the following steps:

1. Inthe Updates node of the WSUS console, locate the update that you want to approve
for distribution, as shown in Figure 5-17.

35 Eile Action View Window Help

&= 7[E

57 Update Services
4 57 MEL-WSUS
4 & Updates

&7 All Updates

All Updates (128 updates of

Approval: Unapproved

- () Refresh

| Actions

(i Title

&7 Critical Updates
&1 Security Updates
5T WSUS Updates
4 ¢ Computers
4 & All Computers

Security Update for Internet Explorer Flash P...

Classificat... Inst...

Security U...
Security Update for Windows Server 2012 R2... Security U...

Approval

d
0% Not approved
0% Not approved

52 Search...
5[ New Update View...
View

New Window from Here

Windows Malicious Software Remeval Tool .. UpdateRol.. 0% Mot approved & Refresh
& Unassigned Conl | Secyrity Update for Windows Server 2012 R2... Security U.. 0% Not approved Help
4 A Melbourne Infra | bive Security Updste for Intermet Exp... Security U.. 0% Notapproved [ |
= Dowmi:i:::i::ﬂ Update for Windows Server 2012 R2 (KB2917... Updates 0% Mot approved |Update  ~

£# Synchronizations Undate for Windows Server 2012 R2 (KB2913... Uodates 0% Mot anoroved Rl ﬂ Approve...
Reports Update for Windows Server 2012 R2 (KB2933087) & Decline
Options =, Group By »
~
Status: MSRC severity: Un=
- Revision Histor
. B Computers with errors: 0 pe=| @ 4
Q | Computers needing this update: 0 : [ FileInformation
"] Computers installed/not applicable: 0 MSRC number: =
B Computers with no status: 1 e 8 status Report
Release date: :a Help
A
a vl
[(] [ | <] [T [ I>]

FIGURE 5-17 Update Services

2. On the Actions pane, click Approve.

3. On the Approve Updates dialog box, select the computer groups for which the update
is approved. Figure 5-18 shows an update that is approved for the Melbourne Infra-
structure group, but not approved for the Melbourne DHCP Servers group.

To approve an update, select the group from this list of groups, click the arrow, and choose the type
of approval.

332 CHAPTERS

Computer Group

0 7 Al Computers
| Unassigned Computers
[S] g P

0 7| Melbourne Infrastructure

Approval
Mot approved

Install

{| Melbourne DHCP Servers Mot approved

Mot approved (inherited)

Deadline
MN/A
MN/A (inherited)

Mone

FIGURE 5-18 Approve Updates
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Rather than manually approve updates, you can configure automatic approval rules so that
new updates are automatically approved based on their properties. A default automatic ap-
proval rule, which is not enabled, will automatically approve critical and security updates to all
computers that report to the WSUS server. To configure an automatic approval rule, perform
the following steps:

1. Inthe Options node of the WSUS console, click Automatic Approvals.
2. On the Automatic Approvals dialog box, shown in Figure 5-19, click New Rule.

H You can specify rules for automatically approving new updates when
they are synchronized,

Mew Rule... Edit... xge\ete Run Rule

M Default Automatic Approval Rule

Rule properties (click an underlined value to edit)
When an update is in Critical Updates, Security Updates
Approve the update for all computers

FIGURE 5-19 Automatic Approvals

3. On the Add Rule dialog box, select from the following options:

Update Classification

Update Product

Approval Deadline

Computer Groups
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4. Figure 5-20 shows a rule that will automatically approve critical updates, security
updates, update rollups, and updates for Windows Server 2012 R2 if a computer is a
member of the Melbourne Infrastructure group, with an installation deadline of 7 days
after the approval.

Add Rule -

-—

i@ Select which updates to approve and the groups for which to approve them.

Step 1: Select properties

When an update is in a specific classification
When an update is in a specific product
Set a deadline for the approval

Step 2: Edit the properties (click an underlined value)

When an update is in Critical Updates, Security Updates, Update Rollups
Updates

When an update is in Windows Server 2012 R2

Approve the update for Melbourne Infrastructure

Set a deadline for 7 days after the approval at 2:00 AM

Step 3: Specify a name

|Melb0urnelnfrastructure Critical Updates |

FIGURE 5-20 Add Rule

MORE INFO DEPLOY WSUS UPDATES

You can learn more about deploying updates at http://technet.microsoft.com/en-us/library/
hh852348.aspx.

Verifying update deployment

You can verify update deployment and computer compliance either by viewing the properties
of individual computers, or by viewing information on a per-update basis. Figure 5-21 shows
that computer Mel-demoserver requires 59 updates and has 69 updates either installed or
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not applicable. It is important to note that the WSUS server doesn’t scan a computer to deter-
mine what updates are installed. Instead, the client computer contacts the WSUS server and
provides information about which updates have been installed. The WSUS server then uses
this information to determine which updates need to be installed given the current configura-
tion of the WSUS client.

Ea Update Services [= [= [
7 Fle Action View Window Help =
e 2[E B
t{ Update Services All Computers (1 computers of 1 shown, 1 total) Actions
2 H5) MEL-WSUS
t:[@' Updates Status: Failed or Needed ~ {7} Refresh All Computers -
&1 All Updates (i) Name IP Address Operating Syst... l..  Last Status Report 3 search..
& Critical Updates || 50l dmoserverdailspi.,  192.162.15.134  Windows Server... 54.. 6/21/2014:52PM Add Computer Group...
& Security Updates View N
5] WsUS Updates
4 & Computers New Window from Here
4 & All Computers |G Refresh
& Unassigned Con
4 & Melbourne Infra @ vep
. &4 Melbourne [ mel-demoserver.tailspintoys.internal Computer -
&? Downstream Servers & Ch Membersh
i N ange Membership...
Synchronizations Status Group membership: Al bl
Reports B Updates with errors: 0 Cof || Delete
Options [ Updates needed: 59 o =, Group By »
I Updates installed/nat applicable: 69 | -
Updates with no status: 0 Ief Status Report
n
ure ﬂ Help
0s: Win
o
Sen
201
RZ W
< n > ] < n B

FIGURE 5-21 Update status

The WSUS server also provides the following reports, shown in Figure 5-22, that you can
use to determine the update status of computers that report to the WSUS server:

Update Status Summary

Update Detailed Status

Update Tabular Status

Update Tabular Status For Approved Updates
Computer Status Summary

Computer Detailed Status

Computer Tabular Status

Computer Tabular Status For Approved Updates

Synchronization Results
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E¢ Unassigned Con|
4 & Melbourne Infra
£ Melbourne [
%5 Downstream Servers
§# Synchronizations
4@ Reports
Options

Ny Update Tabular Status
This report shows a summary of the update status in a tabular view, suitable for exporting to
a spreadsheet.

Ny Update Tabular Status for Approved Updates

This report shows a summary of the update status in a tabular view for approved updates.

B Update Services == -
%1 File Acion View Window Help
sz
0 e v Aot
5] MEL-WSUS |
! ~ | Reports =
4 ] Updates Update Reparts
&7 Al Updates £ Searc...
% Critical Updates 5@] Update Status Summary View P
5] Security Updates This report shows a summary of the update status, with ane page per update. New
5] WSUS Updates N .
4 & Computers 5@ Update Detailed Status [d] Refresh
4 W All Computers This report shows a summary of the update status, with the update status of all computers
for each update, One update is shown per page. Help

This report is suitable for exporting to a spreadsheet.

Computer Reports

W Computer Status Summary
This report shows a summary of the Computer status, with one page per computer.

ﬁﬁ Computer Detailed Status

FIGURE 5-22 Report

Managing updates with Configuration Manager

WSUS provides basic update management functionality, but does not provide advanced func-
tionality such as maintenance windows, configuration baselines, support for Network Access
Protection, and support for Wake On LAN. You can integrate WSUS with System Center 2012
R2 Configuration Manager to provide advanced software update management functionality
for computers in your private cloud environment. When you integrate WSUS with Configu-
ration Manager, you perform update management tasks using the Configuration Manager
console.

Integrating WSUS with Configuration Manager

Integrating WSUS with Configuration Manager involves installing and configuring a software
update point and synchronizing the software update point’s metadata with Configuration
Manager. To deploy a software update point when WSUS has been deployed and configured
on another computer, perform the following steps:

1. Inthe Administration workspace of the Configuration Manager console, select Servers
And Site System Roles under the Site Configuration node.
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2.
3.

On the Home tab of the ribbon, click Create Site System Server.

On the General page of the Create Site System Server Wizard, specify the name of
the server that hosts WSUS, the site code, and the account used for deploying the site
system. Figure 5-23 shows the server CBR-WSUS tailspintoys.internal being configured

for this role.

% Create Site System Server Wizard

Select a server to use as a site system
Proxy
System Role Selection
Summary o Name (example: server1.com.contosa.com):
Progress ! (carasu pR— | [ Bowse. |
Completion
Ste code: [CBR - Canbers ~]

[[] Specify an FQDN for this site system for use on the Intemet

["] Require the site server to initiate connections to this site system

Installtion Account.

Site System Installation Accourt
) Use the site server's computer account to install this site system

®) Use another accourt for installing this site system

Mterthe installation of the site system roles, the site server intiates all connactions to the site system server by using the Ste System

tailspintoys\administrator

Cancel

FIGURE 5-23 Create Site System Server Wizard

On the Proxy Server page, you can specify the details of any proxy server required to
allow the computer that hosts the site server role the ability to connect to hosts on the

Internet.

On the System Role Selection page, select Software Update Point, as shown in Figure

5-24.
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? System Role Selection

General Specify roles for this server
Proxy

Software Update Point

Available roles:

Praxy and Account Settin Application Catalog web service point

Application Catalog website point
Asset Inteligence synchronization point
Certificate registration point

Distribution point

Endpoint Protection point

Enroliment point

Synchronization Source
Synchronization Schedul
Supersedence Rules

Classifications

RIOOOOO000O0O0L

Products Enrolment prozgy point
Fallback status point
gz Management point
Summary Out of band service point
Reporting services point
s Software update point
Completion [] State migration point

[] System Health Validator point

Description

Manager clients

A software update point integrates with Windows Server Update Services (WSLIS)to provide software updates to Corfiguration

o m

<Previous | [ Net> || summen || Cancel

FIGURE 5-24 Software update point

On the Software Update Point page, specify whether WSUS will use port 80 and 443,
or port 8530 and 8531. Ports 80 and 443 are the default for WSUS 3.0 SP2. Ports 8530
and 8531 are the default for WSUS on Windows Server 2012 and Windows Server 2012
R2. You can also specify whether connections will be limited to Internet, intranet, or
both intranet and Internet clients. Figure 5-25 shows this page of the wizard.
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gﬂ Software Update Point

Exnan Specify software update point settings
Proxy
System Role Selection
Software Update Point A software update point integrates with Windows Server Update Services (W5LIS) to provide software updates to Configuration
Manager clients
Proxy and Account Settin

Synchronization Source
v, For Configuration Manager to use a software update point that is not installed on the site server, you must first install the WSUS

Synchronization Schedul ~ administration console on the site server.
Supersedence Rules
Classifications WS5US Configuration
Products (O WSUS is configured to use ports 80 and 443 for client communications (default settings for WSUS 3.0 SP2)
Languages
SummE = WS5US is configured to use ports 8530 and 8531 for client communications (default settings for WSS on Windows
o ®
= Server 2012)
Progress
Completion [[] Require SSL communication to the VWSS server
Cliert Connection Type
@ Allow intranet-only cliert connections
) Allow Intemet-only client connections
© Alow Intemet and intranet client connections
=
< m >

3 Create Site System Server Wizard -

FIGURE 5-25 Software Update Point settings

On the Proxy And Account Settings page, specify the account that will be used to con-
nect from the Configuration Manager site server to the WSUS server.

On the Synchronization Source page, specify whether the WSUS server will synchronize
updates from Microsoft update, or from another WSUS server. You can also use this
page to specify whether WSUS will continue to generate reports. If you are using Con-
figuration Manager’s more sophisticated reporting functionality, you do not need to
enable WSUS reporting. Figure 5-26 shows the Synchronization Source set to Microsoft
Update.
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10.

11.

12.
13.
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T Create Site System Server Wizard -

gg Synchronization Source

Eavzm Specify synchronization source settings

Proxy

System Role Selection
Software Update Point Select the synchronization source for this software update point
Proxy and Account Settin

Synchronization Source

Synchronization Schedul

® Synchronize from Microsoft Update
When there is an upstream software update peint, this option is unavailable
Supersedence Rules

lessTeis () Synchronize from an upstream data source location (URL)

Products Example: http://WSUSServer:80 or https /W5 USServer:8531
Languages
Summary
Progress () Do not synchronize from Microsoft Update or upstream data source
Completion Select this option if you manually synchronize software updates on this software update point. Typically, you use manual
synchronizing when the software update peint is disconnected from Microsoft Update or the upstream software update point.
WSUS reporting events
You can configure the Windows Update Agent on client computers to create event messages for Windows Server Update Services
(WSS} reporting. Configuration Manager does not use these everts, you should not create them unless you require them for other
uses
® Do not create WSLUS reporting events
() Create only WSUS status reporting events
O Create all WSUS reporting events
s
< m >

FIGURE 5-26 Synchronization Source

On the Synchronization Schedule page, specify how often synchronization should oc-
cur. You can also perform synchronization manually.

On the Supersedence Behavior page, specify how to treat superseded updates. You
can configure superseded updates to expire immediately, or after a specific number of
months.

On the Classifications page, shown in Figure 5-27, specify which updates Configuration
Manager will use the WSUS server to obtain.

On the Products page, specify which product you wish to provide updates for.

On the Languages page, specify the product language versions that you want to sup-
port, and then complete the wizard.
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E| Create Site System Server Wizard -
gﬂ Classifications
T Select the software update classifications that you want to synchronize
Proxy
System Role Selection
Software Update Point Software update 1
Proxy and Account Settin --
Synchronization Source
Synchronization Schedul
Supersedence Rules
Products ; pdate Rollups
Languages ] Updates
Summary
Progress
Completion
e
< m >

FIGURE 5-27 Update classifications

Once you have configured the Software Update point, you can trigger a manual synchro-
nization by performing the following steps:

1. Inthe Software Library workspace of the Configuration Manager console, click All Soft-
ware Updates under Software Updates.

2. On the ribbon, click Synchronize Software Updates. You can view the status of the
synchronization by checking the SMS_WSUS_SYNC_MANAGER segment in the Compo-
nent Status node of the Monitoring workspace.

Software update groups

Software update groups allow you to collect together updates. You can add software updates
to software update groups manually, or automatically configure new software updates to be
added to a software update group through an automatic deployment rule. You can deploy
software update groups to Configuration Manager collections. Configuration Manager col-
lections are groups of configuration manager clients or users, though you can only deploy
software updates to client collections. You can deploy software update groups to collections
either manually, or automatically through an automatic deployment rule. When you deploy a
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software update group to a collection, any new updates that you add to the group are auto-
matically deployed to the collection.

To add software updates to a new software update group, perform the following steps:

1. In the Software Library workspace of the Configuration Manager console, click All Soft-
ware Updates under Software Updates.

2. Select the updates that you want to add to the new software update group, and then
click Create Software Update Group on the ribbon.

3. Provide a meaningful name for the update group, and then click Create. Figure 5-28
shows the Create Software Update Group dialog box.

Create Software Update Group -

Name Windows Server 2008 R2x64 Updates

Description ~

FIGURE 5-28 Update group

Once you have created the update group, you need to download the updates themselves,
so that you can deploy them to clients. To download the constituent files of an upgrade
group, select the update group, and then click Download. This will launch the Download Soft-
ware Updates Wizard. To complete this wizard, perform the following steps:

1. On the Deployment Package page of the Download Software Updates Wizard, shown
in Figure 5-29, choose either to use an existing deployment package, or to create a
new deployment package. If you choose an existing deployment package, any updates
that have been previously downloaded will not be downloaded again. If you choose to
deploy a new deployment package, you'll need to provide the following information:

m Name A unique name for the deployment package.

m Package Source A unique shared folder location to host the software update
source files. You need to create and specify this folder prior to clicking Next.
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? Deployment Package

Heplovment|Backaye Specify a deployment package
Distribution Points

Distribution Settings

Download Location The deployment package contains the software update files that will be available to clients as part of the
Language Selection deployment You can select an esdsting deployment package or create a new one.

Summary

Progress (O Select a deployment package:

®) Create a new deployment package:

Completion

Name:
|20|]3F{2Updates Package
D iption:

Package source (Example): \<server=\<folder path>
"“CER-ConfigMgrUpdate Share\ZK8R2

< Previous | | Nest > | | Summary | ‘ Cancel

FIGURE 5-29 Deployment Package

On the Distribution Point page, choose the Configuration Manager distribution points
that will host the software update files.

On the Distribution Settings page, shown in Figure 5-30, configure the following set-
tings:

m Distribution Priority This determines the priority when the package is sent to
distribution points at child sites. Priority is only used if there is a backlog of pack-
ages being sent to distribution points.
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m Distribute the content for this package to preferred distribution points If
you enable this option, content is automatically distributed to preferred distribution

points.

m Prestaged distribution point settings Use this option to specify whether you
want content to be automatically downloaded when a deployment package is as-
signed to a distribution point, whether to only download changed content to a dis-
tribution point, or whether you will manually copy content to a distribution point.

- Download Software Updates Wizard

gﬂ Distribution Settings

Eenbypenkbackane Specify the general distribution settings for this package

Distribution Points

Distribution Settings
Download Location Specify the distribution settings for this package.
Language Selection Use distribution priority to detemmine the order in which packages are sent to other sites and the distribution
Summary poirts in the same site. Packages that you configure to have a high priority are sent before packages that

have a medium priority or & low priorty. Packages that have the same priority are sent in the order in which

Progress they are created.
Completion Distribution priority: |Medium v

When a client requests the contert for this package and it is not available on any prefemed distrbution
pairts forthe client, specify whether you want to distibute the contert to the prefemed distribution points.

Prestaged distribution point settings

() Download only content changes to the distrbution pairt

[[] Distribute the content for this package to prefemed distribution points

Specify the behavior that you want to occur when a distibution peint is enabled for prestaged content.

) Automatically download contert when packages are assigned to distribution points

() Manually copy the contert in this package to the distibution point

< Previous | | Mext >

| [simmey ] |

Cancel

FIGURE 5-30 Distribution Settings

On the Download Location page, shown in Figure 5-31, choose how Configuration
Manager will obtain software update source files. Choose between having Configura-
tion Manager download software updates from the Internet, or from a location on the

local network.
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-

gg Download Location

Distribution Points
Distribution Settings
Language Selection
Surmmary
Progress

Completion

Pt aeiedag 3 Specify the source location for software updates that you will download

Download Software Updates Wizard -

I your site server does not have an Intemet connection, you can download the software updates from a
different computer and save them to a network location accessible by the site server.

® Download software updates from the Intemet

) Download software updates from a location on my network:

Example: “\<server>'<folder path>

When the deployment package contains all required software updates, select "Download software
updates from the Intemet™ The software updates files will be validated, but will net be downloaded again

< Previous | | Next » | ‘ Summary | ‘ Cancel

FIGURE 5-31 Download Location

5. Select which language the update files will be downloaded in. Most organizations will
only need to download updates for the language version of the software that they use

Deploy software updates

Once software updates have been obtained, you need to deploy them to Configuration

Manager clients. The clients

that you will deploy the updates to need to be part of a Configu-

ration Manager collection. You can configure maintenance windows on a per-collection basis.
Maintenance windows allow you to specify the time of day that operations such as update

installation occur.

To deploy a software update group package to a Configuration Manager collection, per-

form the following steps:

1. Inthe Software Library workspace of the Configuration Manager console, click Soft-

ware Update Groups

under Software Updates, and then select the software update

group that you want to deploy.
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2.
3.

On the ribbon, click Deploy. This will launch the Deploy Software Updates Wizard.

On the General page of the Deploy Software Updates Wizard, shown in Figure 5-32,
provide the following information:

=2 Deploy Software Updates Wizard -

gﬂ General

Specify general information for this deployment

Deployment Settings
Scheduling

User Experience D Name: |M\cmsoﬂ Software Updates - 2014-06-22 05:21:25 PM
Alerts Description

Download Settings

Deployment Package

Download Location s
Ty SassT The following software update or softwars update group is included in this deplaymert

::Dn;:::y i:f;;aereG%iia:te/Soﬁware |W\ndows Server 2008 R2x64 Updates

Completion Select 3 previously saved deployment template that defines configuration settings for this deployment. Before you complete this

wizard, you have the option to save the cument configurations as a new deployment template.

Select Deployment Template

Deploy this software update deployment to the following collection.

Collection: Windows Server 2008 R2 Servers ‘ | Browse..

ey

FIGURE 5-32 Deploy Software Updates

m Name The name of the deployment.

m Collection The collection to which you want to deploy the software update group

package.

m Deployment Template These templates allow you to save commonly used prop-

erties. Rather than configuring similar settings each time you use the wizard, you
can instead save those settings as a deployment template, and select that template
when you run the wizard.

m Software Update/Software Update Group This setting will be pre-populated

with the details of the software update group you are intending to deploy.
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On the Deployment Settings page, provide the following information:

m Type of deployment Here you select between Required and Available. When you
select Required, software updates install automatically on clients before the config-
ured installation deadline.

m Use Wake-on-LAN to wake clients for required deployments If you have
configured, and your clients support Wake-on-LAN, special packets will be sent to
client computers that are in a low power state to wake them for update installation.
This option is only available for the Required deployment type.

m Detail level This configures the level of detail for state messages reported back to
Configuration Manager by clients.

On the Scheduling page, configure the following information:

m Schedule Evaluation This setting determines whether the deadline time is calcu-
lated using UTC, or the computer’s local time.

m Software Available Time Use this setting to specify whether the updates will
become available at a particular time, or that the client will be aware of them when
it next polls the Configuration Manager server.

m Installation Deadline Allows you to specify a deadline for update installation.
You can also choose for updates to be installed as soon as possible.

On the User Experience page, specify the type of notification users will receive about
software update download and installation. You also configure what happens when the
deadline is reached, and what happens if the computer requires a restart to complete
installation.

On the Alerts page, specify how Configuration Manager and Operations Manager will
generate alerts related to this deployment. This option is only available if the deploy-
ment type is set to Required.

On the Download Settings page, shown in Figure 5-33, you configure whether the
clients will download the software locally and then install them if connected to a slow
network, whether to use BranchCache when obtaining content, and whether to use the
Microsoft Update servers to obtain updates if a distribution point is not available.
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=72 Deploy Software Updates Wizard -

gg Download Settings

General Specify download settings of this deployment
Deployment Settings

Scheduling

User Experience Select the deployment option to use when a client is within a slow or unreliable network boundary. or when the client uses a
fallback source location for content

Alerts

Download Settings

Deployment options
Deployment Package

K (®) Do not install software updates
Download Location

Language Selection (O Download software updates from distrbution point and instal
Summary
Progress
‘When software updates are not available on any prefemed distribution points, clients can download and install software updates
Completion from a fallback source location for content.

Deployment options:

) Do not install software updates

(@) Download and install software updates from the fallback content source location
Allow clients to share content with other clients on the same subnet

I software updates are not available on prefered distribution poirt or remote distribution peint, download content from
Microsoft Updates

0 Allow clients on 3 metered Intemet connection to download contert after the installation deadline, which might incur
additional costs

=

FIGURE 5-33 Download settings

9. On the Deployment Package page, shown in Figure 5-34, select the deployment pack-
age that contains the updates you want to deploy.

10. On the Download Location page, select whether updates will be downloaded from
the Internet or over the local network. Download only occurs for updates that are not
already present in the deployment package.

11. On the Language selection page, ensure that the product language used in your orga-
nization is selected.

12. On the Summary page, you get the chance to save this information as a template, so
you don't have to go through the process of configuring all of these deployment set-
tings in the future.
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=2 Deploy Software Updates Wizard -

gﬂ Deployment Package

General Specify the package to use
Deployment Settings

Scheduling

User Experience The deployment package contains the software update files that will be avaiable to clierts as part of the deployment. You can
Alerts select an existing deployment package or create a new one.

Download Settings

Deployment Package @ Select a deployment package:

Download Location

2008R2UpdatesPack:
Language Selection | poslesTaciage ‘ ‘ Browse
Summary () Create anew deployment package
Progress
Completion
~
v
Medium
< Previous ‘ | Next > | | Summary | | Cancel

FIGURE 5-34 Select deployment package

MORE INFO MANAGING SOFTWARE UPDATES WITH CONFIGURATION MANAGER

You can learn more about managing software updates with Configuration Manager at
http://technet.microsoft.com/en-us/library/gg712304.aspx.

Integrating WSUS with VMM

You can integrate WSUS with VMM as a way of centrally managing updates for your organi-
zation'’s virtualization servers and VMM infrastructure servers. Integrating WSUS with VMM
allows you to:

m Collect updates together in baselines
m Determine update compliance.
m Remediate update compliance.

m  Automatically evacuate VMs off of host cluster nodes that require a reboot to install
updates.
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Configuring WSUS with VMM

While it's possible to deploy the WSUS role on the computer that hosts VMM, Microsoft
recommends that WSUS be deployed on a separate computer. You should run the WSUS Con-
figuration Wizard to perform preliminary WSUS configuration, and perform a synchronization
prior to integrating with VMM. You can run the WSUS Configuration Wizard and perform a
synchronization using the default settings.

To integrate WSUS with VMM, perform the following steps:

1. Inthe Fabric workspace of the VMM console, click the Update Server Node under
Infrastructure, as shown in Figure 5-35.

Fabric

4 39 Servers
4 | | All Hosts
_| Example-Host-Group
4 B, Infrastructure
S Library Servers
[ PXE Servers
== Update Server
B vCenter Servers
3 VMM Server

FIGURE 5-35 Update Server

2. On the Ribbon, click Add Resources, and then click Update Server. This will launch the
Add Windows Server Update Services Server dialog box.

3. Inthe Add Windows Server Update Services Server dialog box, provide the following
information, as shown in Figure 5-36, and then click Add.

m Computer Name The FQDN of the WSUS server.

m TCP Port The WSUS server's TCP port. By default, this is port 8530 (or port 8531 if
using SSL) when you deploy WSUS on computers running Windows Server 2012 or
Windows Server 2012 R2.

m Credentials An account with local Administrator privileges on the WSUS server.
You can also use a Run As account for this task.
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Specify the Windows Server Update Services (WSUS) Server
Enter the fully qualified domain name, TCP/IP port, and administrative credentials for the WSUS server.

Computer name: syd-wsus.tailspintoys.internal
TCPAP port: 8530

() Use an existing Run As account:
(@) Enter a user name and password:

User name:  tailspintoys\administrator
Example: contoso\domainuser

Password: eesssess

[] Use Secure Sockets Layer (55L) to communicate with W5US server and clients

To use this option, you must configure the WSUS server and clients to use 55L

(i Initial synchronization of updates is a long running operation. To view the imported updates after
synchronization completes, in the Library workspace, expand the Update Servicing node and then
select Update Catalog.

Seript

FIGURE 5-36 Add Update Server

Once the installation completes, verify that the update server is listed when the Update
Server node is selected. The Agent Status is set to Responding, and Synchronization
Result is listed as Succeeded, as shown in Figure 5-37.

Fabric ® Update Servers (1)
“ M senvers il - - - : =
4 Al Hosts £ |Nome Agent Status ™ | Role. WSUS Version | Last! Result

7 Bxample-Heost-Group
+ B Infrastructure

o Library Servers
- PUE Servers oyd-wsus.tailgpintoys. intermnal -
5 Update Server
_i Center Servers - Status Last synchronization status Recent job
o VMs and Secvices Agent slatus: a Fespanding Last gyne: BTN B9 AM Managed computer jobs No recent job
|§|_‘ = Agent version status: Up-to-date :"""t Succesded ob st
Date modifed: G204 41713 o g
B Libvary AM MNew updatex 9162 Compliance
B ok :‘::::‘:: ;tl Compliance status:
: Cperatonal status:
[ Settings Last scan:

FIGURE 5-37 Update Server
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5. To check which updates are available, in the Library workspace, select Update Catalog
under Update Catalog And Baselines, and verify that updates are listed, as shown in
Figure 5-38.

m _kmn! Falder N . . " ‘ﬂ
| E 3 a? '_':"’ } P G @ rowestel -

5] Jobs

Crente Service Creste VM. Ceeate | Acd Library | Impaet  Import Physicnl | Expars Physical  Library View Safrware. Losct Al
Template  Template = Server Template  Resouree Aesource Settings | ETIPRG lieense  Lipdates
| Creste Add fruorl Eapart Setlings Window Update
Ubrary < Updntes (9,362)
§ Stored Virtunl Machines and Se gl '_:
Il orphaned Resouces 21s | MSAC number | Title. o FEeation, e LR Agicle | Fnbenon cale,

* Definition Update for Windows Defender - KBA15597 (Definition 1.175.

Definitian Uipdates 915597 67162014
Definition Update for Windows Defender - KB315597 (Definition 1.175.25... Definition Updates 915587  6/16/2014

# |3 Update Catalog and Daselines
i Update Baselines

+ {3 Updata Cotalog | .. Defmition Update for Windows Delender - KB220760 {Definibon 117532, Delnibon Updates 2267602 1672014
© Eticat Updates . Definition Update for Windaws Defender - KB2267602 (Diefinition 1.175.2., Definition Updates 2267602 6/16/2014
£ Definitian Updates M514-031 Security Update for Windaws &1 for v64-based Systems (KE2061858) wat—  Secunty Updates 2961858 6167014
2 Crrwine Lindates =] L Security Update for Internet Explorer Flash Playes for Windows 6.1 [KB296.. Security Updates 2966072 6/16/2014

M314-030 Security Update for Windows Server 2012 R2 (KBZ965155) without KB281..,  Secunty Updates  Z965155 067014
M514-036 Security Update for Windows 8.1 for x64-baced Sycteme (KE2965155) wit.. Security Updater 2965155 671672014

B VMs and Services

4. Fabric Security Update far Interret Eplarer Flach Playes for Windows Server 201, Security Updates 966072 &/16/2014
& sy MS18-031  Security Update for Windows B.1 (KB2961856) without KB2919355 Security Updates 2061058  6/16/2014

MS14-033  Sexunty Update for Windows Server 2012 R2 (KBZUGHE3T) withaut KEZWT. Secunty Updates 2966631 6/16/2014
El Jots MS14-036  Securty Update for Windows 8.1 [KB2965155) withsut KB2919355 Secunty Updates 2965155  B/16/2014
7] Settings MSI030  Secunly Update for Windows Server 2012 R2 (KBZU66034) withaut KEZW1.. Secunty Updates 2966034 61672014

FIGURE 5-38 Update Catalog

After the initial synchronization is performed to gather the current list of available updates,
VMM will not perform subsequent synchronizations automatically. This means that you need
to either perform them manually, or configure a scheduled task using the Start-SCUpdate-
ServerSynchronization Windows PowerShell cmdlet. To trigger a synchronization using the
VMM console, perform the following steps:

1. Inthe Fabric workspace of the VMM console, select Update Server under the Servers\
Infrastructure node.

2. Select the WSUS server that you want VMM to synchronize.
3. On the ribbon, click the Synchronize icon.

To trigger synchronization from the Virtual Machine Manager Command Shell, issue the
following command, where WSUSServerName is the name of the WSUS server.

SCUpdateServerSynchronization WSUSServerName

MORE INFO INTEGRATING WSUS WITH VMM

You can learn more about integrating WSUS with VMM at http://technet.microsoft.com/
en-us/library/gg675099.aspx.
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Update baselines

An update baseline is a collection of software updates. You can use update baselines as a way
of assessing computers and applications to determine whether or not they are up-to-date.

A computer that has all of the updates that are in an update baseline collection installed is
said to be compliant. A computer that does not have all of the updates that are in an update
baseline collection installed is said to be non-compliant.

ment Scope

MORE INFO UPDATE BASELINES

You can learn more about update baselines at http://technet.microsoft.com/en-us/library/
gg675110.aspx.

You assign baselines to computers performing the following VMM roles:

Host group
Individual hosts
Library servers
PXE servers
Update server

VMM Management server

Figure 5-39 shows the Assignment Scope page of the Update Baseline Wizard.

Genarsl Infrastructure servers to apply the baseline to
Updates
| Seledlinfrasbiuciure servers:
I Assigriment Scope | B Servers
Summary B Host Groups
B[] Al Hosts

Assighment Scope

B[] Example-Host-Group
[ hv-host-asilspintoys.internal
[ hw-host-baailspintoys.internal
O Infrastructure
Bl Library Servers
[0 VMM tailspintoys.intemal
PXE Servers
B Update Server
L] syd wsustailspintoys.internal
Fl WM Server
L] VMM tailspintoys.internal

[ prenoue |[ mex || conce

FIGURE 5-39 Assignment Scope
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Assigning an update baseline does the following:

= When you assign a baseline to a host group, the baseline will apply to all stand-alone
hosts and host clusters that are members of the group. The baseline also applies to any
stand-alone costs and host clusters that are members of child host groups.

m  When you move a host or host cluster between host groups, the host or host cluster
will use the update baseline associated with its new host group.

m [f you assign a baseline to a host or a host cluster directly, the host or host cluster will
use that update baseline when moved between host groups.

To create a new update baseline, perform the following steps:

1. Inthe Library workspace of the VMM console, click Update Baselines under Update
Catalog And Baselines.

2. On the ribbon, click Create, and then click Baseline. This will launch the Update Base-
line Wizard.

3. On the General page of the Update Baseline Wizard, provide a name and description
for the baseline.

4. On the Updates page of the Update Baseline Wizard, click Add. This will launch the
Add Updates To Baseline dialog box. You use this dialog box to add updates to the

baseline. Figure 5-40 shows a security update for Windows Server 2012 R2 selected for
addition to the baseline. Select all of the updates that you want to have in the baseline,

and click Add.
& Add Updates to Baseline -

\ 2]
Title MSRC number | Article ID | Classification | Description | Release date
Definition Update for Windows Defender - KB915597... 915597  Definition Updates Install this updat.. 6/16/2014 él
Definition Update for Windows Defender - KB915597... 915597  Definition Updates Install this updat.. 6/16/2014

Definition Update for Windows Defender - KB226760... 2267602 Definition Updates Install this updat... 6/16/2014

Definition Update for Windows Defender - KB226760... 2267602 Definition Updates Install this updat... 6/16/2014

Cumulative Security Update for Internet Explorer 11 f... M514-035 2963950 Security Updates A security issue...  6/16/2014
Security Update for Windows 8.1 (KB2966631) witho...  M514-033 2066631 Security Updates A security issue...  6/16/2014

Security Update for Windows Server 2012 R2 (KB296... M514-030 34 Security Updates A security issue...  6/16/2014
Curnulative Security Update for Internet Explorer 11 f... MS514-035 2063950  Security Updates A security issue..  6/16/2014
Security Update for Internet Explorer Flash Player for... 2086072  Security Updates A security issue..  6/16/2014

Cumulative Security Update for Internet Explorer 11 f... M514-035 2063950 Security Updates A security issue..  ©6/16/2014
Cumulative Security Update for Internet Explorer 11 f... M514-035 2063950 Security Updates A security issue..  6/16/2014
Security Update for Windows Server 2012 R2 (KB296... MS514-033 2066631 Security Updates A security issue..  6/16/2014
Security Update for Windows 8.1 (KB2961858) witho... MS14-031 2961858 Security Updates A security issue..  6/16/2014
Security Update for Windows Server 2012 R2 (KB296... MS514-036 2965161  Security Updates A security issue..  6/16/2014
Security Update for Internet Explorer Flash Player for... 2966072  Security Updates A security issue...  6/16/2014

FIGURE 5-40 Add Updates To Baseline
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5. On the Updates page of the Update Baseline Wizard, shown in Figure 5-41, review the
list of updates in the baseline, and then click Next.

Updates

General Updates to apply with this baseline

| Updates | Press the Add to browse updates available.
Assignment Scope [ Bl
Summary Titke: | MSRC nuriber | Auticle ID | Classification | Desuription

Security Update for Wind... MS14-030 2066034 Security Updates A security issue has be... *
Seccurity Updatc for Wind... MS14 005 2016026  Sccurity Updates A sceurity issuc has be...
Security Update for Wind... MS14-011 2909210 Security Updates A secunty issue has be...
SECI.IFI‘;Y Update for Wind... MS514-031 2057180 Security Updates A security ;s.:ue haz be._.
Securty Update tor Wind... M514-033 2939576 Secunty Updates A secunty issue has be...
Security Update for Wind... MS514-028 2033826  Security Updates A security issue has be...
Security Updane for Wind... M514-015 2930273 Security Updates A security issue has be...
Security Update for Wind... MS14-013 2020061 Security Updates A security issue has be...
Security Update for Wind... MS514-025 2928120 Security Updates A security issue has be...
Security Update for Wind... MS514-027 2926765 Security Updates A security issue has be...
Security Update for Wind... MS14-016 2023392  Security Updstes A security issue hac be...

-
Hemove

prevous || Nee || camcel |

FIGURE 5-41 Updates

6. On the Assignment Scope page, select the servers, host clusters, and host groups to
which you wish to assign the baseline. You don’t have to assign the baseline at this
time. You can do it after you have created the baseline.

7. Complete the wizard to create the update baseline.

To assign computers to a baseline, edit the properties of the baseline and select the host
groups, hosts, or infrastructure server to which you want the baseline to apply. Figure 5-42
shows the TailspinToys Baseline update baseline being assigned to the Example-Host-Group
host group.
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Infrastricture servers to apply the haseline to

Select i TUre servers:

B Semvers

Assi S

Assignment Scope B Host Groups
i ] All Hosts

= Eample-Host-Group

[¥ bt st-a.tailspintoy=.int

|l hv-host-b.tailspintoys.internal
F Infrastructure

B Lbrary Servers

[T VMM tailspintoys.internal

PHE Setvers
Bl Update Server

[ syd-wsustailspintoys.internal
= VMM Server

[ VMM tailspintoys.internal

evsern

FIGURE 5-42 Assign

Update compliance

After assigning an update baseline, you can perform a scan to determine the compliance sta-
tus of the computers subject to the baseline. A compliance scan checks whether each update

in the baseline is applicable to the computer and, if the update is applicable, whether that up-
date is installed. After a compliance scan, each update will have one of the following statuses:

m Compliant

= Non Compliant
m Error

m Pending Reboot
= Unknown

The unknown status often applies when hosts are moved between host groups, when
updates are added or removed from baselines, or when computers are added to the scope of
the baseline. Viewing compliance properties will provide additional information.

To scan a computer to determine whether or not it is compliant, perform the following
steps:

1. In the Fabric workspace of the VMM console, select the server on which you want to
perform the compliance check.
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On the Home tab of the ribbon, click Scan.

On the Home tab of the ribbon, click Compliance Properties to view the compliance
state of the computer. Figure 5-43 shows the compliance state of Hv-host-a.tailspin-

toys.internal against the TailspinToys Baseline.

View the detailed compliance properties
Create or delete update exemptions to control which updates are allowed to be installed on this computer.

Name

| State

|
|
u
|
|
|
|
|
|
|
|

E a hv-host-atailspintoys.internal
= TailspinToys Baseline

Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...

w

SO0OO000 00O ap

Non Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant

Create... || Delete |

FIGURE 5-43 Compliance Properties

You can use the Compliance Properties dialog box to exempt a particular computer from a
specific update. Figure 5-44 shows two updates exempted from a particular baseline for host
Hv-host-a.tailspintoys.internal.
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View the detailed compliance properties
Create or delete update exemptions to control which updates are allowed to be installed on this computer.

Name | State

=] “ hv-host-a.tailspintoys.internal
=] E TailspinToys Baseline

Security Update for Windows Server 2012 R2 (...

Security Update for Windows Server 2012 R2 (...

Security Update for Windows Server 2012 R2 (...

Security Update for Windows Server 2012 R2 (..

Security Update for Windows Server 2012 R2 (...

Security Update for Windows Server 2012 R2 (...
(-
(-
(-
[s
(-

Non Compliant
Nen Compliant
Non Compliant
Nen Compliant
Non Compliant
Non Compliant
Non Compliant
Non Compliant
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...
Security Update for Windows Server 2012 R2 (...

Nen Compliant
MNon Compliant
Non Compliant
Exempt
Exempt

PooCcOoOOOCERECO@

|
|
|
|
|
|
|
|
|
|
|

Create... || Delete |

FIGURE 5-44 Exemption

To create an exemption, select those updates you want to exempt from the baseline, and
click Create. This launches the Create Exemption dialog box. When using this dialog box,
provide notes that explain why the computer or computers in question have been exempted
from the updates being applied, as shown in Figure 5-45.

MORE INFO UPDATE COMPLIANCE

You can learn more about VMM update compliance at http://technet.microsoft.com/en-us/
library/gg675093.aspx.
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Create exemption
The notes field provides a place to enter a business
justification for the exemption.

Update: Multiple

Resource: hv-host-atailspintoys.internal

Motes: Cause problems with application

FIGURE 5-45 Create Exemption

Update remediation

Remediating a computer applies updates that are relevant but have yet to be applied to a
computer. To remediate a computer, select the update baseline under the computer Compli-
ance view in the Fabric workspace, as shown in Figure 5-46, and then click Remediate on the
ribbon.

c 4 B o e
Scan Remediate Cme quad:‘fr Reaszaciate m mero
Compliance Agent Windew

2]

perational Status ~ | LastSean | Host status | Role
62172004, OK Herst

|-l' Mll; . | Comphance Baseline information
B Compliance status: & Non Compliant  Updates: 20
" Assignments: 1 .
E cos Cwmern:
[Z] Settings Date created:  6/21/2014 1:46:57 AM
Date madified: £/21/2014 1:53:19 AM
i Description: -_I

FIGURE 5-46 Non Compliant
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360

On the Update Remediation dialog box, shown in Figure 5-47, select whether to restart
servers to complete update installation. If you are applying updates to Hyper-V cluster nodes,
you can also select whether virtual machines will be evacuated from the node, or placed into

a saved state.

'q Update Remediation

Specify how to perform the remediation
The selected baselines and updates will be applied to these resources.

Resource Name

| Remediation Method

=] f hv-host-a.tailspintoys.internal
=] H'_J TailspinToys Baseline

v| Security Update for Windows Server 2012 R2 (KB2916036)

ws Server 2012 R2 (KB2909210)

rver 2012 R2 (KB2893204)

ver 2012 R2 (KB29.

202
er 2012 R2 [KB296
203

Security Update fo

Security Update for W

Security Update fol

4

|

v

v| Security Update fo

v| Security Update fo s Server 2012 R2 (KB,

v| Security Update fo vs Server 2012 R2 (KB2

v| Security Update fo ws Server 2012 R2 (KBE291 )
v| Security Update for Windows Server 2012 R2 (KB2862152)

[[] Do not restart servers after remediation

Cluster options

Allow remediation of clusters with nodes already in maintenance mode

Windows Server Hyper-V cluster remediation method:

Liv

Save state

migration

Remediate | | Cancel

FIGURE 5-47 Update Remediation

MORE INFO UPDATE REMEDIATION

You can learn more about VMM update remediation at http://technet.microsoft.com/en-us/

library/gg675081.aspx.

Updating offline VMs

Prior to the release of System Center 2012 R2 Virtual Machine Manager, administrators used
the Virtual Machine Servicing Tool (VMST) to apply software updates to offline VMM virtual
machines. Since the release of System Center 2012 R2 Virtual Machine Manager, the recom-
mended method of updating offline virtual machines is to use a service management auto-
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mation runbook that is available on Microsoft's website. The service management automation
runbook performs the following tasks:

1. Locate all images stored in the VMM library.

2. Mount each virtual machine hard disk image on the VMM server.

3. Locate updates that are made available through WSUS.

4. Perform a check to determine if the update is applicable.

5. Perform a check to determine whether the update has been applied.
6. Apply updates to the mounted virtual hard disk image.

7. Commit the changes to the virtual hard disk and dismount.

MORE INFO UPDATE OFFLINE VMS

You can learn more about updating offline VMs at http://blogs.technet.com/b/privatecloud/
archive/2013/12/07/orchestrated-vm-patching.aspx.

EXAM TIP

Remember that while VMM manages updates for virtualization hosts and VMM servers, it
does not manage updates for virtual machines.

Thought experiment
WSUS at Fabrikam

You are in the process of deploying WSUS at a medium sized enterprise that will be
deploying Configuration Manager and VMM to manage software updates within
the next 12 months. You have created several computer groups and automatic
deployment rules to allow for automatic update approval. You want to ensure that
client computers at Fabrikam automatically contact the WSUS server rather than
the Microsoft Update servers. You also want to ensure that WSUS computer group
membership occurs through Group Policy.

1. Which Group Policy do you need to configure so that servers know the location
of the WSUS server?

2. Which Group Policy do you need to configure to assign computers to WSUS
computer groups?
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Objective summary

m  WSUS is a Windows Server server role that allows you to manage and centralize the
deployment of updates.

m You can configure automatic approval rules that allow updates to be automatically
approved based on update classification, product being updated, and the computers
being updated.

m You can integrate WSUS with Configuration Manager. When you do this, you create
software update groups that contain multiple updates and then deploy these updates
to Configuration Manager computer collections.

m You can perform compliance checks to determine whether updates have been de-
ployed on specific Configuration Manager clients.

m You can integrate WSUS with VMM. This allows you to manage the updates for your
virtualization hosts as well as your VMM infrastructure.

= With VMM, you collect updates into baselines. You can then assess hosts against the
baseline and remediate any hosts that are missing updates.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the "Answers” section at the end of this chapter.

1. You are using Configuration Manager with WSUS to manage software updates in your
environment. You have performed and updated synchronization and located five
updates that you want to deploy to a collection of computers running the Windows
Server 2012 R2 operating system. Which of the following steps should you take before
performing deployment?

A. Create a software update group.

B. Create an Update baseline.

C. Download the updates and create a deployment package.
D. Create an automatic approval rule.

2. You have integrated VMM with WSUS. You want to check whether several virtualization
hosts have several recently released updates installed. Which of the following steps
should you take to accomplish this goal?

A. Add the updates to an update baseline.
B. Add the updates to a Software Update Group.
C. Assign the update baseline to the virtualization hosts and assess compliance.

D. Assign the software update group to the virtualization hosts and assess compli-
ance.
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3. You have deployed System Center 2012 R2 Virtual Machine Manager. Which of the fol-
lowing tools can you use to automatically apply software updates to VM images stored
in the VMM library?

A. Virtual Machine Servicing Tool
B. Service management automation runbook
C. WSUS

D. Configuration Manager

Objective 5.3: Implement backup and recovery

Although it is likely that the fabric upon which you are running your private cloud is highly
redundant, with VMs hosted on failover clusters that use redundant storage and network
resources, it's still important to ensure that you regularly back up important workloads. This
is because while redundant resources minimize the chance that you'll lose important data to
hardware failure, it's still possible to lose data due to data corruption, malware, or an adminis-
trator making an unforced error.

This section covers the following topics:

m Understanding Data Protection Manager
m Deploying DPM agents

m Configuring DPM storage

m Creating DPM protection groups

m Performing recovery

m Integrating Microsoft Azure Online Backup

m Using DPM Orchestrator integration pack

Understanding Data Protection Manager

System Center 2012 R2 Data Protection Manager (DPM) is Microsoft's data protection and re-
covery solution. You can use DPM to backup and recover workloads including Exchange, SQL
Server, SharePoint, Windows server role services and features, and virtual machine running
under Hyper-V. DPM supports backup to disk, to take, and to Microsoft Azure.

When discussing DPM, it's important to understand the following terms:

m A recovery point objective (RPO) is the point in time to which you want to recover
data. For example, you might need to recover a database to a specific RPO that repre-
sents the state it was in 45 minutes ago.

m A recovery time objective (RTO) is the amount of time you have to recover to the RPO.
This is the amount of time it would take to recover the database to the state it was in
45 minutes ago.
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Deploying DPM agents

DPM requires that an agent be installed if it is going to be configured to protect a computer.
The agent identifies which data on the computer can be protected, tracks changes that oc-
cur to that data, and manages the process of forwarding protected data from the protected
computer to the DPM server. You need to configure any firewall on the DPM server to allow
inbound TCP port 135 traffic, as well as allowing traffic to the DPM service (msdpm.exe) and
the protection agent (dpmra.exe).

To deploy the DPM agents, perform the following steps:

1. Inthe Management workspace of the DPM console, click Install. This will launch the
Protection Agent Installation Wizard. On the Select Agent Deployment method, shown
in Figure 5-48, choose Install Agents, or Attach Agents. You select Attach Agents for
computers that already have the agent software installed, for example those that have
the DPM agent as part of their installation image, or for computers that might be on
the perimeter network.

Protection Agent Installation Wizard -

—AL). Select Agent Deployment Method
/ ’) Select agent deployment method

Steps: -
e (@ |nstall agents
@ Select agent deployment
method Recommended for computers that are not behind firewalls, or computers that have the required
exceptions created in the firewall. Selecting this option will install protection agent in the computers. Click
@ Select computers help for more information.
@ Enter credentials
@ Choose restart method .
() Attach agerts
@  Summary
Recommended for
@ Installation - computers behind firewall.

- computers on which agent is already installed
- computers on which agent will be installed extemally.

Selecting this option will add the protected computers to the DPM server. f you have not already
installed the agent, then you must manually install it on the protected computer by executing the
DPMAgentinstaller. Click help for more information.

< Back Next > | | Cancel | ‘ Help

FIGURE 5-48 Install DPM agent
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On the Select Computers page, either select computers that are in the same domain

as the DPM server, which are presented in a list, as shown in Figure 5-49, or enter the
FQDN of the computer.

k=l Protection Agent Installation Wizard -
gy Select Computers
\j;) Select the computers on which to install the protection agents
Steps: The computers listed are in the same domain as the DPM server. To add a computer from a different
- domain, type the fully qualified domain name. For £ jomain.contoso.com
@ Select agent deployment . .
method Computer name: Selected computers:
o Eom - OPSMGH tailspintoys intemal Computer Domain
i — — 3 HV-HOST-A talspirtoys
@ Enter credentials mputer omain 3 Hv-HOST-B talspirtoys ...
3 OPSMGR tailspintoys .. d SISPIToyS.
@ Choose restart methad 3 ORCHESTRATOR  tailspintoysi...
@ Summary 5 SERVICEMANAG... tailspintoysi...
) = SHAREFOINT tailspintoys i
@ Installation 5 sYD-DC tailspintoys ... Add >
= VMM tailspintoysi... Remove
Click Advanced to install an earlier version of the protection agent Advanced...
<Back || Net> |[ canesl |[  Hep

FIGURE 5-49 Select Computers

On the Credentials page, specify the credentials of an account that has local adminis-
trator access on the computers on which you want to deploy the DPM agent.

On the Choose Restart Method page, select whether restart will occur automatically or

manually. Restart is only required on computers running the Windows Server 2003 or
Windows Server 2003 R2 operating systems.

5. To complete the wizard, click Install. This will deploy the agent.
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Figure 5-50 shows the DPM agent installed on HV-HOST-A and HV-HOST-B.

5] System Center 2012 R2 DPM Administrator Console I

Fll.e Action  View Help

= 5] = (&d >}

B & | @D Q

Install | Check Opbons | Aboul  Help
updates DPM

Agents Ophons Help

3 Agens : [Bearch st betow £ ~| [ Search in details also (Slow)
Protected: o | Computer Name  Clustes Name Dormain AgentSt.  AgentUpda.. Thiolling
Unprotected: 2 = 1 with agont: (2C
Upgrade available: 0 d HV-HOSTA tilapintaya.internal oK

g Hv-HOSTB - tailspanbays intermal 0K

s Digks L
MHumbser of disks. 0
Total cepacity,.  OKB

Quling
Fegisirahon status: Unknowr
rure backup ngentversion: -
Usad space:
B Libades -
g Manitoring
.“}‘- Protection
(¥ Recovery

;.] Reporting

Z:," Management

FIGURE 5-50 Agents

MORE INFO DPM AGENT DEPLOYMENT

You can learn more about deploying the DPM agent at http://technet.microsoft.com/en-us/
library/hh758075.aspx.

Configuring DPM storage

DPM uses disk as the primary short-term storage location, whilst allowing long-term storage
using tape. A DPM storage pool is a collection of disks that DPM uses to store replicas and

recovery points for protected data. DPM requires at least one disk in the storage pool before
it can begin protecting data. Additional disks can be added to the storage pool as necessary.

To add a disk to the DPM storage pool, perform the following steps:

1. Inthe Management workspace of the DPM console, click Disks.
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2.

On the ribbon, click Add. This will launch the Add Disks To Storage Pool dialog box.
The disks must be online and initialized before you can add them to the DPM storage
pool. Figure 5-51 shows two disks being added to the storage pool.

Select disks to add to storage pool
DPM will use the available free space in the disks and will not delete any data that is present
Ayailable disks: Selected disks:
Disk Name Capacity Free Space Diishc Name Capacity Free Space
Digk 1 Vitual HD ATA .. 199.99GB  193.33GB
Digk 2 Microsoft Vitual ... 799.99GB  799.99GB
ok || cancel |[ Heb

FIGURE 5-51 Adding disks to storage pool

Click OK to add the disks to the storage pool. DPM will convert any disk you add to
dynamic, and convert any volumes to simple volumes. Best practice is to allocate new,
unformatted, empty disks to the storage pool, and allow DPM to manage and prepare
them. Figure 5-52 shows two disks added to the DPM storage pool.

File Action View Help

<
| |[Beerch list below

£ v| [ gearch in details aiso (Slow)

% Unallocated |

ge Pool Disks (Total: )

i

s Disks
Nurnber of disks, 2
Tolal copaciy.  1,000.0068

' I_ummo.nma
Llunallocated space: 9595 39 GB

@ Diak 1 (Vinual HD ATA Device)
@ sk 7 (Micrasst Virtual Disk)

. Detaile:

oy

DPM Storage Pool Disks

DPM Storage Pool A set of disks that
Dizks.

FIGURE 5-52 Storage pool disks
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MORE INFO DPM STORAGE

You can learn more about configuring DPM storage at http://technet.microsoft.com/en-us/
library/hh758039.aspx.

Creating DPM protection groups

Protection groups are collections of data sources (also known as workloads) that have a com-
mon protection configuration. Members of a protection group share the following:

Backup targets (disk, tape, or Microsoft Azure)
Protection schedule
Recovery point schedule

Performance options (compression and consistency checks)

To create a protection group, perform the following steps:

1.
2.

368

In the Protection workspace of the DPM console, click New.

On the Select Protection Group Type page of the Create New Protection Group
Wizard, shown in Figure 5-53, select Servers. You can also configure DPM to protect
clients.

Create New Protection Group -

Select Protection Group Type
Select what kind of computers you would like to setup protection for.

Steps:
‘You can create two kinds of protection groups. Select one of them below

@ Welcome

@ Select protection group type ® Servers

@ Select group members Select this option for backing up file servers and application servers. Before selecting this option, ensure that the DPM
protection agent is already installed on the target server. These computers must be online at the time of configuring

@ Specify protection nules protection. You will need to select the specific resources you want to backup

@ Select data protection N

method () Clients

@ Select shorttem goals Select this option for backing up data from laptops and desktops. You can install the DPM protection agent after completing
the corfiguration on the DPM server.

. DC;"?OD:: consistency check 'ii:' To configure secondary protection for laptops and desktops. select the Servers option.

@ Summary

@ Status

<Back |[ Nea> |[ Cancel |[ Hep

FIGURE 5-53 Servers protection group
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3.

On the Select Group Members page, specify which data you want to protect. For
example, Figure 5-54 shows the selection of an online Hyper-V virtual machine named
Live-Hyper-V-VM. When configuring protection group members, you specify what
you will protect, from individual files and folders, through to VMs, databases, and even

entire servers.

Steps:

@ Welcome

@ Select protection group type
@ Select group members

@ Select data protection
method

@ Select short4erm goals

@ Choose consistency check
options

@ Summary

@ Status

Select Group Members.
Select the data that you want to protect

Create New Protection Group -

To choose the data to protect. select the check boxes in the Available members section. To exclude a folder, expand the
directory structure, and clear the check box of the folder.

If you do not see the data source you want to protect in the tree below., click the following link for a list of unsupported
configurations

Unsupported configurations

]

D..@] Host Component
#-[Jog Offine’\5YD-OC
v [ Jog Offine\SYD-DPM
v [ Jg Offine"SYD-OPSMGR
D..@] Offline*5YD-Orchestrator
D..@] Offline™5YD-Service Manager
v [ Jog Offine’\5YD-SharePoint2010
v [ g Offine’\SYD-VMM
#- [ g Offine\TEST-DEPLOY-1
:
= D.,@] System Protection

D..@] Bare Metal Recovery

D..@] System State

]

]

]

]

]

]

]

]

+- § HV-HOST-B

Available members Selected members
= § HV-HOST-A ~ Selected Members Computer
+ {Jag Al Shares Y Online\Live-Hyper-V-.. HV-HOST-A tailspintoy ..
[+ aﬁ' All Volumes
=-C i HyperV

Clear cache

Clicking Clear Cache will only empty the cache. To
refresh the data, expand the resource group.

Clear cache

Excluded folders: 0 View
Excluded file types: 0 Exclude Files ...
<Back Net> |[ cCancel | [ Hep

FIGURE 5-54 Select Group Members

On the Select Data Protection Method page, provide a protection group name, and
then specify the protection methods. You can choose to have short-term protection
using Disk, online protection using Microsoft Azure, and long-term protection using
tape. The Azure and Tape options are only available if they have previously been con-
figured. Figure 5-55 shows the selection of short-term protection using Disk.
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Select Data Protection Method
E DPM can help provide disk, online and tape based data protection.

Steps:

‘Welcome

Select protection group type
Select group members

Select data protection
method

@ Selsct short4em goals

@ Choose consistency check
options

-

Summary

Status

Protection group name:  |VM Protection Group

Protection method
Select your protection method

S [wl I want short4em protection using: | Disk

@ ] I'want gnline protection

Corfigure online protection from the Management page to enable this option.

m [] I want long+em protection using tape
Protection using tape options are disabled as no tape libraries were detected.

<Back ||

Next >

FIGURE 5-55 Select Data Protection Method

Manage configuration and protection

On the Specify Short Term Goals page, select the Retention Range and how often an
Express Full Backup is taken. Figure 5-56 shows recovery points created every half an
hour with a Retention Range of 3 days.

From the Library of Ida Schander



Specify Short-Term Goals
E DPM will create a protection plan using your short4em recovery goals.

Steps: ‘g Specify your shorttem recovery goals for disk-based protection.
@ Welcome
Retenti 2 =] d
@ Select protection group type - Lo ke
@ Select group members Application recovery points
For applications the recovery point is as per synchronization frequency when they support incremental, othenwise the
[ S:&dddaﬁ protection recovery poirt is as per express full backup.
methos
Recovery points: Based on express full echedule (12:00 AM, 12:30 AM, 1:00 AM, 1:30 AM, 2:00 AM, 2:30
@ Select shorttem goals AM. 3:00 AM. 3:30 AM. 4:00 AM. 4:30 AM. 5:00 AM. 5:30 AM, 6:00 AM. 6:30 AM. 7:0...
# Review disk allocation Express Full Backup: 12:00 AM, 12:30 AM, 1:00 AM, 1:30] ~
@ Choose replica creation AM. 2:00 AM. 230 AM. 300 AM. Modify ...
method
@ Choose consistency check
options
@ Summary
@ Status

FIGURE 5-56 Select short-term goals
The Review Disk Allocation page allows you to view the allocation of storage in the

storage pool. You also have the option to grow volumes as required. Figure 5-57 shows
the Review Disk Allocation page.
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Create New Protection Group -

Review Disk Allocation
ﬁ Review the storage pool disk space allocated for this protection group.

Steps: Review the disk space allocated for new members of this protection group
s Welcome Disk space allocation for new members
@ Select protection group type EE G RIEEE 925GB
Disk space allocated in DPM 16.85GB #
# Select group members e
' I_Sn:i:;ddata protection [] Co-locate data in DPM Storage Pool
Coocating data enables DPM to protect more number of data sources per replica volume. Only certain type of data can
# Select shorttem goals be codocated. Click Help to leam more
» Review disk allocation Automatically grow the volumes
@ Choose replica creation Automatically grow the allocated volumes when more disk space is required to continue protecting the items in the
method P protection group for the specified retention range. This option is not applicable for custom volumes.

@ Choose consistency checl Storage pool details

options Details of all disk space curently allocated and free disk space that remains in the DPM storage pool
@ Summary
@ Status r \ . Total disk space allocated: 6.06 MB

d l:‘ Disk space remaining: 999.99 GB

<Back || Nea> |[ cancd |[ Hep

FIGURE 5-57 Review Disk Allocation
7. On the Choose Replica Creation Method page, select how the first replica should be

created. Options include creating the replica immediately, creating the replica at a
scheduled point in the future, or creating a replica manually using removable media.
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8. On the Consistency Check Options page, shown in Figure 5-58, configure how often a
consistency check is run to verify the integrity of the protected data.

Create New Protection Group -

Consistency check options
ﬁ Select how you want to run consistency check on inconsistert replicas.

Steps:

Wel Running a consistency check on a replica that has become inconsistent allows DPM to continue protecting the data source.
elcoms You can start 3 consistency check manually or allow DPM to run it automatically. Use the methods below to customize how
Select protection group type DPM can un a consistency check.

Select group members
Bun & consistency check if a replica becomes inconsistent

Select data protection
methad " Select this method f you want DPM to automatically run a consistency check when it finds a replica in an inconsistent

state. This method may require DPM to use additional CPU and disk resources

Select shot4erm goals

@ Review disk allocation ["] Run a daily consistency check according to the fallowing schedule
@ Choose replica creation Select this method if you want DPM to check for inconsistent replicas at a specified time every day and then un a

method consistency check if it finds one. This method may require additional CPU and disk resources during the specified hours.
& Choose consistency check

options Start time: 12:00 AM
* 5 0=

umme Maimum duration: 420 5| hours
@ Status
Cannot exceed 480 hours (20 days).
<Back || MNet> |[ Camcel | [ Heb
FIGURE 5-58 Consistency check options
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9. Complete the wizard to finish creating the new protection group. Figure 5-59 shows
the protection group that protects the online VM with an OK protection state.

File Action View Help

kel System Center 2012 R2 DPM Administrator Console ILIE-

b Bt by = 8 ¥g a4 £ .7

New Modify Add online Delete Optimize | Consistency Disk Online Tape Self service Disk Tape catalog |~
protection check recovery  allocation retention
Protection group Data sourc... Resume backups Manage
4 Data Source Health Groupby @ Protection group ) Computer
€ Critical (0} |Sear:h list below 2 v| [[] Search in details also (Slow)
o OK (3) | Protection Group Member Tvpe Protection Status |

A WWarning (0)

4 All Protection Groups

= EO Protection Group: VM Protection Group (Total members: 3)
= 8 Computer: HV-HOST-A tailspintoys.internal

% VM Protection Group C@)\Host Component Microsoft Hyp.. @) OK
&\Online\Live-Hyper-v-VM  Microsoft Hyp ok
g Computer\System Protec.. System State ok

Details: VM Protection Group
~
Status: There are no alerts which are associated with this protection
. rou|
g Manitoring B aroue o
Protection Short-term using disk
\ - =
7::" Protection Short-term 3 days | Synchronization just before creating a recovery point.
recovery:
l'_:b? Recovery Disk space 42 29 GB | Grow automatically
= allocated:
a Reporting Performance On-wire compression: Disabled | Consistency check: Automatic
Fy optimization: when replica becomes inconsistent. | Express Full Backup-12:00
L8] Management AM, 12:30 AM, 1:00 AM, 1:30 AM, 2:00 AM, 2:30 AM, 3:00 AM, v

FIGURE 5-59 Protection workspace

MORE INFO DPM PROTECTION GROUPS

You can learn more about configuring DPM protection groups at http://technet.microsoft.

com/en-us/library/jj628070.aspx.

Performing recovery

You can use DPM to recover data from any available recovery point. A recovery point, also
termed a backup snapshot, is a consistent point-in-time copy of a DPM-protected item, be
that a file, folder, database, virtual machine, or an entire computer. The type of data be-

ing protected determines your options when it comes to performing recovery. For example,
you can recover a SQL Server database to another SQL Server as long as the destination SQL
Server has the DPM agent installed. Similarly, you can recover Exchange mailbox databases
or Hyper-V virtual machines if they are properly protected to a separate host, as long as the
destination host is running the same version of Exchange, SQL, or Hyper-V, and has the DPM
agent installed. You also have the option of performing recovery to an alternate location. For
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example, you might want to only recover a specific file from a protected VM. Rather than re-
store the entire VM, you can restore the protected file to an accessible file share or local disk.

To recover the contents of protected VM, perform the following steps:

1. Inthe Recovery workspace of the DPM console, select the item and the recovery point
that you wish to restore. Figure 5-60 shows the selection of the 7.00 AM recovery point
of the Live-Hyper-V-VM virtual machine. When you have located the recovery point
that you wish to restore, click Recover on the ribbon.

System Center 2012 R2 DPM Administrator Console == -
File Action View Help

= — | a
€d® 5 DD

Recover | End-user Check Options Abgut Help

(- |

recovery updates DPM
Recovery | Configure Options Help
Enmm= e Recovery points for: Online\Live-Hyper-V-VM
|F\\ter:en‘er: o Available recovery points are indicated in bold on the calendar.
4 3 HV-HOST-A ~ Select the date from the calendar and the time from the drop down list for the recovery
| - - points that you want. Click recover in the Actions pane to open the Recovery Wizard.
{lig] &1l DPR Protected Data
A :Eé_r&” Protected Hypery Data -~ June . 014 . Recovery date:  June 22 2074
% Host Component B Recoverytime: | 7.00AM
A Onlinellive-Hyper-v-\id
e June 2014

Recover from:  Disk Sg0
Sun Mon Tue Wed Thu Fri  Sat
Search
1 2 3 4 5 & 7
8 ¢ 1w 1 12 13 4

4 Search Recovery Paints

=] Files and folders 15 16 17 18 19 20 21

&% Exchange mailboxes 23 24 25 2 271 28

Sﬁ SharePaint 0 B
g Monitoring Path: All Protected HyperV Data ? Up

2~ Protection |Search list below v Search in details also (Slow)

— | Recoverable ltem Last Modified Size |
[ J Recovery 3 F\Live-Hyper-V-VMitemp =
I;;I Reporting
":} Management

FIGURE 5-60 Recovery workspace

2. On the Select Recovery Type page of the Select Recovery Wizard, select Copy To A
Network Folder. If the DPM server has the Hyper-V role installed, you could perform a
recovery directly to another server running Hyper-V.

3. On the Specify Destination page, specify the location of a shared folder that will host
the recovered files. The destination location must have the DPM agent installed.

4. On the Specify Recovery Options page, select whether you want to apply the security
settings of the destination computer or the security settings of the recovery point. You
can also configure bandwidth throttling, SAN recovery, and email notification. Figure
5-61 shows the Specify Recovery Options page.
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Recovery Wizard -

:ﬂ

. Specify Recovery Options
I {}’“ Specify the options to apply to the recovery.
Steps: Restore security

(®) Apply security settings of the destination computer
O Apply the security settings of the recovery point version

# Review recovery selection

» Select recovery type

» Specify destination Network bandwidth usage throttling
. Status: Disabled Modify...
@ Summary SAN Recovery

@ Recovery status
Click on Help to leam about the prerequisite steps

Notification
Recipients:

~ | Separate e-mail addresses with comma.
~ | Example: Kim@Contoso .com, Temy@Adventure-works.com

<Back || Ned> |[ Cancel |[ Hep

FIGURE 5-61 Specify Recovery Options

Complete the wizard by clicking Recover.

MORE INFO RECOVERY OPTIONS

You can learn more about DPM recovery options at http://technet.microsoft.com/en-us/
library/jj628056.aspx.

Integrating Microsoft Azure Online Backup

Microsoft Azure Online Backup is Microsoft’s cloud-based subscription backup service.
Microsoft Azure Online Backup can be integrated with DPM, providing a secure off-site data
storage and recovery location. Microsoft Azure can store data from DPM for 120 days if you
synchronize data every 24 hours, and 60 days if you synchronize data every 12 hours. Your
Azure subscription will be charged based on the amount of data stored in the backup vault,
but you will not be charged for the bandwidth consumed transferring the data.

Manage configuration and protection
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To configure DPM to work with Microsoft Azure Online Backup, you need to have per-
formed the following steps:

m Have created a Microsoft Azure account.
m Have created a backup vault within the Microsoft Azure account. Backup vaults allow

you to store backup data. Figure 5-62 shows the creation of a backup vault named
ExampleVault.

NAME

m SITE RECOVERY VAULT

% | BACKUP VAULT

wd West US

Examplevault

REGION

&

SUBSCRIPTION

MSIIN Flatforms

CREATE VAULT

FIGURE 5-62 Create backup vault

m Upload a specially-created certificate that will identify the server to the backup vault,
and secure the backup process. You can create this certificate with the makecert.exe
utility, generate it using an internal certificate authority, or obtain it from a trusted
third party CA.

m Download and install the Microsoft Azure Backup agent to the DPM server. This agent
works for both Microsoft Azure Backup, a stand-alone server-based backup solution,
and when installed on a System Center 2012 R2 DPM server, integrates with DPM, al-
lowing protected data to be stored in the cloud.

To create a self-signed certificate, download the makecert.exe utility from Microsoft's web-
site and run the following command.

.\makecert.exe -r -pe -n CN=SYD-DPM -ss my -sr Tocalmachine -eku 1.3.6.1.5.5.7.3.2 -len
2048 -e 01/01/2018 SYD-DPM.cer

You replace SYD-DPM with the name of the computer for which you are creating the cer-
tificate, and where 01/01/2018 is an appropriate certificate expiry date. Once you've created
the certificate, upload it to Microsoft Azure, as shown in Figure 5-63.
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windowsarure.com ac I 58 Recovery Services - Windo..

Manage Certificate

{.cer) that contains a public key for the

vault. The certificate 15 used to reguster senvers with the vault.

CERTIFFCATE FILE
M| SYD-DPM.cer

€

FIGURE 5-63 Manage Certificate

Once the certificate is uploaded, you download the agent and install it on
as shown in Figure 5-64.

the DPM server,

Windows Azure Backup Agent Setup Wizard

"
o
Eﬁ‘ Installation Settings

Installation Stages Installation Folder

Windows Azure Backup Agent will be installed in the following folder. To choose a different installation

@ Prerequisites Check
folder, click Browse. The location specified must have atleast 1 GB of free space.

@ Installation Settings
@ Microsoft Update Opt-In

‘ Browse ‘

@ Instalation C:\Program Files\Windows Azure Backup Agent |

Cache Location

Click Browse to select the cache location. Windows Azure Backup Agent can use this to keep
track of files being backed up from your computer. The location specified must have free space of
atleast 10% of the backup data.

| Browse

C:\Program Files\Windows Azure Backup Agent’\Scratch

<Back || MNea> || cancel

FIGURE 5-64 Windows Azure Backup Agent Setup
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Once the agent is installed, you'll need to register the DPM server with Microsoft Azure. To
register the DPM server with Microsoft Azure, perform the following steps:
1. Inthe Management node of the DPM console, click Online. In the ribbon, click Register.
This will launch the Register Server Wizard.
2. On the Backup Vault page of the Register Server Wizard, select the management cer-
tificate that you uploaded to Microsoft Azure, and then select the name of the backup
vault, as shown in Figure 5-65.

Register Server Wizard -
Backup Vault
c__J Select Backup Vault
Steps: The Backup Vaults for your organization are created using the Windows Azure Recovery Services portal. The public key
cettificate for the Backup Vault must be uploaded to the portal before the server can be registered. Only certificates presert in
@ Backup Vault the local certificate store are available for selection
@ Proxy Configuration
Certificate: SYD-DPM
@ Throttling Setting - IEHIEEI
@ Rocover Folder Slings B2ckup Yl
@ Encryption Setting Region: west us
@ Register server for azure

backup

< Back Nea> |[ Cancel |[ Heb

FIGURE 5-65 Backup vault

3. On the Proxy Configuration page, configure any proxy server settings that are required
for the DPM server to make a connection to Microsoft Azure.

4. On the Throttling Setting page, shown in Figure 5-66, specify any bandwidth throt-
tling settings that should apply when protected data is being transferred to Microsoft
Azure. You can configure throttling settings for work hours and non-work hours.
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kel Register Server Wizard -

Throttling Setting
Configure Throttling Settings

Steps:
o Enable intemet bandwidth usage throttling for backup operstions
9 Backup Vault
s Proxy Corfiguration Work hours 2560 2] [Kops v
» Throttling Setting Non-work hours: [1023.0 1%
@ Recovery Folder Settings
@ Encryption Setting Work hours: |5' AM v| |5 M v|
@ Register server for azure Work days:  [_] Sunday Monday Tuesday Wednesday Thursday Friday

backup O
Saturday

<Back || Nea> |[ cancd |[ Hep

FIGURE 5-66 Throttling Setting

5. On the Recovery Folder Settings page, specify a location that the DPM server can use
as temporary storage space before being transferred to the final recovery location.
This location needs to have enough storage space to store this temporary data.

6. On the Encryption Settings page, provide a 16 character long passphrase. This pass-
phrase will be used to encrypt backed up data. You need this passphrase to recover
data from Microsoft Azure when recovering using a difference instance of DPM. The
Encryption Setting page of the wizard is shown in Figure 5-67.
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- Encryption Setting
&9 Encryption Setting
Steps: Erter a passphrase to encrypt all backups from this server. Note that your existing backups will stil be accessible after this
change.

@ Backup Vaut

o Passphrase must be 16 characters lang.
@ Proxy Corfiguration s Use strong password quideines

o Do ot use recognizable words or phrases.

@ Throttling Setting
@ Recovery Folder Setings  grier —
# Encryption Setting [ | [ Generate passphrase |
@ Regster server for azure Corfim
backup ; ‘

Copy to dlipboard

A Please make sureto kesp a copy of your passphrase in a safe location. ff the passphrase is lost or forgotten, customer
support wil not be able to ssist you in recovening access to your backed up daa.

<Back || Begser |[ Cancel |[ Hep |

FIGURE 5-67 Encryption Setting

Once you have registered the DPM server with Microsoft Azure, you will be able to select
the online protection option when creating or modifying a protection group, as shown in
Figure 5-68.

Select Data Protection Method
E DPM can helfp provide disk, online and tape based data protection

Steps:
teps: Protection roup name: VM Protection Group

@ Select group members Protection method
@ Select data protection Select your protection method

method
@ Select shorttem goals - [¥] | want shorttem protection using: | Disk v
@ Choose consistency check

options .

é [#] I wart oniine protection

@ Summary
@ Status

BB O | want longem protection using tape
Protection using tape options are disabled as no tape libraries were detected.

FIGURE 5-68 Select data protection method
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Once you select the online protection option, you'll be able to configure which protection
group data you want to protect. You can protect only a subset of the data protected by the
protection group, rather than having to replicate all of the protected data to Microsoft Azure.

Figure 5-69 shows the Online Protection Goals page of the wizard.

Specify Online Protection Goals
tl Specify your online protection objectives, which DPM will use to generate your protection plan.

Steps:

Py Specify your online protection objectives
@ Select group members

@ Select data protection Retertion range in days:  |120 3
methed Synchronization frequency:

@ Select short4em goals sy
@ Choose consistency check Synchronization Schedule
options

Synchronize every |1 G| wesk(s)on
Specify online protection data

Sunday Monday Tugsday Wednesday
° Spa‘ufy oniine protection Thursday Friday Saturday
goals
&t the following times: {maximum 2 times per day}
@ Summary
Available time: Scheduled time:
@ Status

Add >

< Bemove

(i) DPM will create an online recovery point using the latest DPM replica on disk. No new data will be transfemed
from the protected computers. f you would like DPM to help protect the latest computer data online, please
create a new recovery point on disk before creating an online recovery point

Cancel | [ Hep

<Back |[ Nex>

&) Modify Group - VM Protection Group -

FIGURE 5-69 Online protection goals

You can force the creation of an online protection recovery point from the Protection

workspace, as shown in Figure 5-70.

Create recovery point -
Selected: “Host Component
Member type: Microsoft Hyper-V/
Create recovery point for: |On|ine protection W

Recovery point creation options

DPM will create an online recoveny point using the latest DPM replica on disk.
Mo new data will be transferred from the protected computers. K you would like
DPMto help protect the latest computer data online, please create a new
recovery point on disk before creating an online recovery point.

Ok || cCancel || Hebp

FIGURE 5-70 Create Recovery Point
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To recover from Microsoft Azure backup, specify an online recovery point, as shown in
Figure 5-71, and perform recovery normally.

] “System Center 2012 R2 DPM Administrator Console. [=[==T
File Action ¥iew Help
O a & (2 2
D | 4 & 5| B D
Recover End-user ~ Check Optiona About Help
recovery | updales DFM
Recovery | Configure Opbons Help
Hrowse Recovery points for Host Component
|Filter serers 2o Available recovery pointa are indicated in bold on the calendar.

= — | Selact the dale from the calendr and the time from the deop down st for the racovery points that you
s Baociarabi s | want Click recover in the Actions pane to cpen the Recovery Wizard
4 33 tailspantoys intermal
Recovery date:  June 22 2014

4 3§ HV-HOST-A L] s - 2014 .
4 i3 All Pratected HyperV Data Recovery time, | EIEAIR ~
I Host Component
T June 2014 Recoverfrom:  Online

Sun Mon Tue Wed Thu Fri  Sat

Search

= 1 2 3 4 5 6 7
SR T & 9 W N 12 13 4

1] Files and folders 15 1% 17 1% 1B 20

&3 Exchange mailboxes W]z oW B B T OB

2

3 sharePoint 2 %

;. Muritoring Path: All Protected Hypedd Data T ue
A Protection |Sca':h:-:nt::!ow How Search in details alao (Slow)
=i

| Recoverable ltem _ Last Modified _ Sizs.

1 Recovery 3 Host Component

:J Reporting

B Managameant

FIGURE 5-71 Online recovery

MORE INFO AZURE BACKUP

You can learn more about configuring Microsoft Azure Online Backup at http://technet.
microsoft.com/en-us/library/jj728752.aspx.

Using DPM Orchestrator integration pack

You can use the DPM integration pack for Orchestrator, shown in Figure 5-72, to create DPM
specific runbook automation. These activities allow you to automate the following tasks when
creating an Orchestrator runbook:

SC 2012 Data Protection Manager

-é. Create Recovery Point
‘:ﬂ Get Data Source
f@. Get Recovery Point
t:'ﬂ, Get DPM Server Capacity
%ﬂ Protect Data Source
#8 Recover Sharepoint
4 Recover 50L
i:@ Recover WM
# Run DPM PowerShell Script

FIGURE 5-72 Orchestrator activities
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m Create Recovery Point Use this activity to create a recovery point for a specific data
source.

m Get Data Source Use this activity to determine information about available data
sources.

m Get Recovery Point Use this activity to determine which recovery points exist for a
specific protected data source.

m Get DPM Server Capacity Use this activity to determine a DPM server's capacity.

= Protect Data Source Use this activity to put a data source into protection. Use the
Get Data Source activity to determine the identity of eligible data sources.

m Recover Sharepoint Use this activity to recover Sharepoint data.
m Recover SQL Use this activity to recover SQL data.
m Recover VM Use this activity to recover a protected virtual machine.

= Run DPM PowerShell Script Use this activity to run a DPM PowerShell script. You
can use the information returned from this script in the Orchestrator runbook.

MORE INFO DPM INTEGRATION PACK

You can learn more about the DPM integration pack at http://technet.microsoft.com/en-us/
library/hh830694.aspx.

Q EXAM TIP

Remember what steps you need to take to configure a DPM server so that it can write
protected data to Microsoft Azure.

Thought experiment
Data protection at Contoso

You are in the process of planning data protection infrastructure for Contoso’s
private cloud deployment. You are researching how you will deploy and configure
System Center 2012 R2 Data Protection Manager. As part of your planning, you
want to know what steps you should take after deploying the DPM server before
you can create protection groups. You're also interested in moving data to the
cloud or another offsite location.

1. What steps do you need to take before adding virtualization hosts to DPM pro-
tection groups?

2. What steps could you take to ensure protected data is stored offsite?
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Objective summary

DPM requires agents to be deployed to servers that host data requiring protection.
You need to add disks to a DPM storage pool before you can configure a protection
group.

DPM protection groups determine what is backed up, to where it is backed up, how
often it is backed up, and how long it will remain backed up.

You can integrate DPM with Microsoft Azure, allowing you to store protected data off
site in the Microsoft Cloud.

You can use the DPM integration pack for Orchestrator to create runbooks with DPM
activities.

Objective review

Answer the following questions to test your knowledge of the information in this objective.
You can find the answers to these questions and explanations of why each answer choice is
correct or incorrect in the “"Answers” section at the end of this chapter.

1.

Which DPM integration pack activity would you use with an Orchestrator runbook to
generate a list of recovery points?

A. Create Recovery Point
B. Get Data Source

Get Recovery Point
D. Protect Data Source

You are planning on synchronizing data from a DPM protection group to a Microsoft
Azure backup vault. You want to perform one synchronization per day. What is the
maximum data retention period available given these conditions?

A. 60 days
B. 90 days
C. 120 days
D. 150 days

You have been using DPM to protect several Hyper-V virtualization hosts, as well as
the VMs that they host. You want to recover a protected VM to a different Hyper-V
virtualization host than the one it was originally hosted on. Which of the following
conditions must the destination Hyper-V host meet?

A. The host must have the DPM agent installed.
B. The host must be running the same version of Hyper-V.
C. The host must have the Operations Manager agent installed.

D. The host must have the Configuration Manager agent installed.
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Answers

This section contains the solutions to the thought experiments and answers to the lesson
review questions in this chapter.

Objective 5.1: Thought experiment

1. You should deploy a System Center Advisor gateway server to collect traffic from serv-
ers on the internal network and forward it to the System Center Advisor servers in the
cloud.

2. You need to connect via web browser to the System Center Advisor console hosted in
the cloud.

Objective 5.1: Review
1. Correct answers: A, B, and C
A. Correct: You can add configuration items to compliance baselines.
B. Correct: You can add existing compliance baselines to new compliance baselines.
C. Correct: You can add software updates to configuration baselines.

D. Incorrect: Update baselines are used with VMM and not with Configuration Man-
ager baselines.

2. Correct answers: A, B, and C

A. Correct: The System Center Process Pack for IT GRC requires an existing deploy-
ment of Configuration Manager, Operations Manager, and Service Manager.

B. Correct: The System Center Process Pack for IT GRC requires an existing deploy-
ment of Configuration Manager, Operations Manager, and Service Manager.

C. Correct: The System Center Process Pack for IT GRC requires an existing deploy-
ment of Configuration Manager, Operations Manager, and Service Manager.

D. Incorrect: The System Center Process Pack for IT GRC requires an existing deploy-
ment of Configuration Manager, Operations Manager, and Service Manager.

3. Correct answers: A, C, and D

A. Correct: The System Center Process Pack for IT GRC requires that Service Manager
be configured with the Active Directory, Operations Manager, and Configuration
Manager connectors.

B. Incorrect: The System Center Process Pack for IT GRC requires that Service Man-
ager be configured with the Active Directory, Operations Manager, and Configura-
tion Manager connectors.

C. Correct: The System Center Process Pack for IT GRC requires that Service Manager
be configured with the Active Directory, Operations Manager, and Configuration
Manager connectors.
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D. Correct: The System Center Process Pack for IT GRC requires that Service Manager
be configured with the Active Directory, Operations Manager, and Configuration
Manager connectors.

Objective 5.2: Thought experiment

1. You configure the Specify intranet Microsoft update service location policy to config-
ure a computer with the address of the WSUS server.

2. You assign computers to WSUS computer groups using the Enable client-side targeting
policy.

Objective 5.2: Review
1. Correct answers: A and C
A. Correct: You need to create a software update group.

B. Incorrect: You create update baselines when using software updates with VMM,
not with Configuration Manager.

C. Correct: You need to download the updates and create a deployment package
prior to deploying the updates.

D. Incorrect: You don't need to create an automatic approval rule prior to deploying
the updates.

2. Correct answers: A and C
A. Correct: You add software updates to update baselines in VMM.

B. Incorrect: You use Software Update Groups with Configuration Manager, not with
VMM.

C. Correct: You can assess compliance by assigning update baselines to virtualization
hosts.

D. Incorrect: You don't assign software update groups in VMM, you deploy them in
Configuration Manager.

3. Correct answers: B and C

A. Incorrect: The VMST is not supported for System Center 2012 R2 Virtual Machine
Manger. Instead, you use a service management automation runbook to update
offline VM images in the VMM library.

B. Correct: You use a service management automation runbook to update offline VM
images in the VMM library.

C. Correct: The service management automation runbook interacts with WSUS to
obtain updates that can be applied to offline VM images in the VMM library.

D. Incorrect: You don't use Configuration Manager to perform offline updates of
virtual machine images in the VMM library.
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Objective 5.3: Thought experiment

1. You need to deploy protection agents to the virtualization hosts. You also need to cre-
ate a storage pool.

2. You could connect the DPM instance to Microsoft Azure, which allows you to store a
copy of protected data in an offsite location. Although not discussed in the text, you
can also create a DPM replica in another site.

Objective 5.3: Review
1. Correct answer: C

A. Incorrect: The Create Recovery Point activity allows you to create a new recovery
point.

B. Incorrect: The Get Data Source activity provides information about available data
source.

C. Correct: The Get Recovery Point activity allows you to generate a list of recovery
points.

D. Incorrect: The Protect Data Source activity allows you to protect a specific data
source.

2. Correct answer: C

A. Incorrect: With one synchronization per day, Microsoft Azure, when integrated
with DPM, supports a maximum data retention period of 120 days.

B. Incorrect: With one synchronization per day, Microsoft Azure, when integrated
with DPM, supports a maximum data retention period of 120 days.

C. Correct: With one synchronization per day, Microsoft Azure, when integrated with
DPM, supports a maximum data retention period of 120 days.

D. Incorrect: With one synchronization per day, Microsoft Azure, when integrated
with DPM, supports a maximum data retention period of 120 days.

3. Correct answers: A and B

A. Correct: You can only restore a VM in its entirety to a Hyper-V host that has the
DPM agent installed.

B. Correct: You can't restore a VM to a host if it is running an earlier version of
Hyper-V.

C. Incorrect: Only the DPM agent is required.

D. Incorrect: Only the DPM agent is required.
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AcceptEndUserLicenseAgreement=1 option 85
account credentials 71, 77-80
Account Type page of Create UNIX/Linux Run As
Account Wizard 76
ACS (Audit Collection Services) 220-225
ACS collectors 222
ACS database 223
ACS forwarders 220-222
ACTIONSDOMAIN=DomainName option 84
ACTIONSPASSWORD=Password option 84
ACTIONS_USE_COMPUTER_ACCOUNT={0|1} option 84
ACTIONSUSER=UserName option 84
Active Alerts node 180-182
activities, creating runbooks with 4
Activities tab of New Incident dialog box 8
activity management workflows, configuring 19, 25-27
Add Alert Resolution State dialog box 186
Add Alert Routing Rule dialog box 10
Add A Run As Account dialog box 191
Add Class dialog box 158
Add Computer Group dialog box 328
Add Configuration dialog box 54
Add Configuration Items dialog box 318
Add Disks To Storage Pool dialog box 367
Add Groups Or Objects dialog box 167
Add Monitoring Wizard
Application Performance Monitoring 134-138
OLE DB data source template 120-122
web application availability 125-128
Add Object dialog box 158
Add Operations Manager Wizard 230
addresses for notification subscribers 196-198
Add Rule dialog box 333
AD DS (Active Directory Domain Services)
automatic agent assignment 85-89
deploying Operations Manager agents 69-71
manual agent installation 81-84

Add Service Levels dialog box 154
Add SMTP Server dialog box 193
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Add Windows Server Update Services Server
dialog box 350
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console 248-250
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Management Wizard 70
Advanced Delivery dialog box 275
Advanced Settings page of Add Monitoring Wizard 136
Advisor web service 322
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Agent Failover page of Agent Assignment And Failover
Wizard 90
Agentless vs. Agent management 71
Agent Managed node of Operations Manager
console 74
Agent Management Task Status dialog box 73
Agent Properties dialog box 217
agents, DPM (Data Protection Manager),
deploying 364-366
agents, Operations Manager
authorizing 91
deploying 68-89
including in deployment image 69, 85
location of files 82
management packs and 102
synthetic transactions and 118-127
alert connectors for Service Manager 9-13
Alert Logging Latency reports 156
Alert Properties dialog box 182-184
Alert Resolution States dialog box 186-188
alert routing rules 10-13
alerts
Application Advisor 236-239
automatic resolution of 187
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Alerts reports

390

closing 184-187
configuring notifications 189-202
email notification channels 193-195
generated by System Center Advisor 321
Health Explorer 213, 218
heartbeat alerts 214-218
Java applications 238
managing 180-189
.NET applications 235-238
notification action accounts 189-191
notification subscribers 195-198
notification subscriptions 199-203
resolution states for 185-187
rules vs. monitors 181
subscribing to notifications 203
suppression of 181
Alerts reports 156
Alert widget 165
APM (Application Performance Monitoring) 133-138
App Controller, self-service with VMM and 48-52
Application Advisor 236-239
application configuration items 313
Application Diagnostics console 235
application health, monitoring 235-239
Application Performance Monitoring (APM) 133-138
application profiles, creating 295-297
application SLOs (service level objectives) 146-149
Apply Pending Service Update activity 56
Apply Template dialog box 269
Apply Template page of Configure Workflows For

Objects Of Class Change Request dialog box 24

approval rules, automatic 333-335

"approvals only” WSUS server, configuring 328
Approve Updates dialog box 332

approving WSUS updates 331-334

ASPNET applications, monitoring with APM (Application

Performance Monitoring) 133
Assets And Compliance workspace of Configuration
Manager 314
Assignment Scope page of Update Baseline
Wizard 353-356
Audit Collection Services (ACS) 220-225
Audit Collection Services Collector Setup Wizard 223
authorizing Operations Manager agents 91
Auto-Approve New Manually Installed Agents option
automatic alert resolution 187
automatic approval rules 333-335
Automatic Approvals dialog box 333

92

automatic assignment of Operations Manager

agent 69, 85-89
authorizing agents 91

automating incident remediation 6-18

automating runbooks 2-7, 46-48

Auto Or Advanced page of Computer And Device
Management Wizard 70

Auto-Resolve Alert parameter 181

Availability - Operations Manager - Report
dialog box 157

Availability reports 156-161

Availability Tracker hyperlink 160

Azure Online Backup, integrating with DPM 376-383

backup snapshots 374

Backup Vault page of the Register Server Wizard 379
backup vaults 377

bandwidth throttling settings, specifying 379
baselines, configuration 313, 317-319

baselines, update 353-357

browsing registry tree 315

C

calendar items in Service Manager, creating 249

catalog item groups 41-43

certificates, creating with makecert.exe utility 377-379

change management workflows, configuring 19, 22-24

Change Request Template form 20

change request templates, creating 19-22

Choose Watcher Nodes page of Add Monitoring
Wizard 119

choosing languages for downloading updates 326

choosing products for updating 326

choosing update classifications to synchronize 327

Cl (configuration item) connector for Service
Manager 9-13

classification of updates to synchronize, choosing 327

Classifications page of the Create Site System Server
Wizard 340

Client-Side Configuration page of Add Monitoring
Wizard 137

client-side monitoring using APM (Application
Performance Monitoring) 133

cloud-based service, System Center Advisor 321-323

Cloud Capability Profiles, using with hardware
profiles 288
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Cloud Health dashboard 227
cloud resources, managing 287-306
Collection Rule SLOs (service level objectives) 148
collections, Configuration Manager 341-345
Column Layout template for dashboards 164
Completion Time predefined metric 250
compliance programs, exception types for 312
Compliance Properties dialog box 357
compliance rules, editing 315-317
compliance settings, understanding 313-322
compliance status of computers 356-358
Compliant status of updates 356
compliant vs. non-compliant computers 353
component groups and distributed
applications 139-143
Computer And Device Management
Wizard 69-73, 80, 93-97
Computer Detailed Status report 335
computer groups, creating, in WSUS 328
Computer Status Summary report 335
Computer Tabular Status For Approved
Updates report 335
Computer Tabular Status report 335
configuration baselines 313, 317-319
Configuration Changes reports 156
configuration item (Cl) connector for
Service Manager 9-13
configuration items 313-317
remediation of 320
Configuration Manager
Assets And Compliance workspace 314
collections 341-345
integrating WSUS with 336-348
site server, used by System Center Process Pack
for IT GRC 312
software update groups, deploying to 341-345
software update points, deploying 336-341
software updates, deploying to clients 345-348
Configure Hardware page for virtual machines 300
Configure Operating System page for virtual
machines 301
Configure Prompts page of Create Request Offering
Wizard 37
Configure Service Deployment activity 56
Configure Workflows dialog box 23, 26
Configure Workflows For Objects Of Class Change
Request dialog box 23
Connection configuration dialog box 14

Creating Software Update Group dialog box

connection health of device, monitoring 99

Connection page of Orchestrator Connector Wizard 44

Connection page of Virtual Machine Manager
Connector Wizard 53

Connections tab of SC 2012 Operations Manager
dialog box 13

Connection String page of Add Monitoring Wizard 121

connector between Service Manager and Orchestrator,
configuring 43

Consistency Check Options page of the Create New
Protection Group Wizard 373

control activities 312

control activity scope exceptions 313

control objectives 312

Create A Distributed Application dialog box 141

Create Alert, Operations Manager activity 15

Create A Queue Wizard 254

Create Catalog Items Group Wizard 41-43

Create Change With Template, Service Manager
activity 17

Create Checkpoint activity 56

Create Configuration Baseline dialog box 317

Create Configuration Item Wizard 314-317

Create/Edit Calendar dialog box 249

Create/Edit Metric dialog box 251-254

Create E-Mail Notification Subscription Wizard 259-261

Create Exemption dialog box 358

Create Group Wizard 150-152

Create Incident With Template, Service Manager
activity 18

Create Network Adapter activity 56

Create New Component Group dialog box 142

Create New Disk activity 56

Create New Disk From VHD activity 56

Create New Protection Group Wizard 368-372

Create Object, Service Manager activity 17

Create Recovery Point activity 384

Create Recovery Point dialog box 382

Create Related Object, Service Manager activity 18

Create Relationship, Service Manager activity 18

Create Request Offering Wizard 35-39

Create Run As Account Wizard 189

Create Service Level Objective Wizard 256-258

Create Service Offering Wizard 39

Create Service Template item 303

Create Setting dialog box 315

Create Site System Server Wizard 337-342

Create Software Update Group dialog box 342
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Create Template dialog box

392

Create Template dialog box 20, 46, 278

Create UNIX/Linux Run As Account Wizard 76-78

Create User Role activity 56

Create User Role Wizard 49-52

Create VM From Template activity 56

Create VM From VHD activity 56

Create VM From VM activity 56

Create VM Template Wizard 299-302

Create Workflow Wizard 31

credentials, account 71, 77-80

integrating Operations Manager and VMM (Virtual

Machine Manager) 230

Criteria page of New Dashboard and Widget Wizard 171

Custom Configuration reports 156
Custom Event reports 156
custom workflows, creating 30-32

D

dashboards 164-171
for Global Service Monitor 132
for monitoring network devices 101, 204
for monitoring virtualization layer 226-228, 231
widgets for 165-169
datacenter process automation, configuring 1-66
Data Protection Manager (DPM) 363-382
agents, deploying 364-367
Microsoft Azure Online Backup, integrating
with 376-383
Orchestrator runbooks, creating 383
protection groups 368-374, 381-383
recovering data 374
storage pools 366
data recovery, using DPM (Data Protection
Manager) 374
Default Incident Template 7
Delete Relationship, Service Manager activity 18
Delivery Settings page of Subscribe To A Report
Wizard 161
dependencies of management packs 103, 108
Deploy Configuration Baselines dialog box 319
Deployment Package page of the Deploy Software
Updates Wizard 348
Deployment Package page of the Download Software
Updates Wizard 342
Deployment Settings page of the Deploy Software
Updates Wizard 347
Deploy Service activity 56

Deploy Software Updates Wizard 346-349
Desired Configuration Management. See compliance
settings
Desired State Configuration (DSC) 321
Detailed Dashboard for Global Service Monitor 132
Detailed Information page of Create Service Offering
Wizard 40
Details widget 165
Devices page of Computer And Device Management
Wizard 96
diagram view of virtualization fabric 233
discovering network devices 93-99
Discovery Criteria dialog box 80
Discovery Methods page of Computer And Device
Management Wizard 95
Discovery Results page of Computer And Device
Management Wizard 71
Discovery Type page of Computer And Device
Management Wizard 93
Discovery Wizard 68
creating network discovery rules 93
deploying UNIX/Linux agents using 75-80
deploying Windows agents using 69-74
Distributed Application Designer 139-144
distributed application models, creating 138-143
Distribution Settings page of the Download Software
Updates Wizard 343
Domain page of Agent Assignment And Failover
Wizard 88
domain/workgroup settings for guest OS profiles,
specifying 294
Download Location page of the Download Software
Updates Wizard 344
Download Management Packs dialog box 106

Download Settings page of the Deploy Software Updates

Wizard 347
Download Software Updates Wizard 342-345
DPM (Data Protection Manager) 363-382
agents, deploying 364-367
Microsoft Azure Online Backup, integrating
with 376-383
Orchestrator runbooks, creating 383
protection groups 368-374, 381-383
recovering data 374
storage pools 366
dpmra.exe (protection agent) 364
DSC (Desired State Configuration) 321
Dynamic Access Control and Audit Collection
Services (ACS) 224
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Dynamic Members page of Create Catalog Items Group
Wizard 42

E

elevating account privileges 75-77
email incidents, configuring 274-277
email incident templates 278
email notification channels 193-195
E-Mail Notification Channel Wizard 193-195
Enable Audit Collection task 220-222
Enable Client-Side Monitoring page of Add Monitoring
Wizard 138
Enable client-Side Targeting policy 330
Encryption Setting page of the Register Server
Wizard 380
End Date, choosing, when creating metrics 250-252
end-to-end monitoring
configuring 110-144
creating reports and dashboards 145-169
deploying 67-105
Enter URLs To Be Monitored page of Add Monitoring
Wizard 126
Error status of updates 356
Escalate Or Transfer dialog box 273
escalating SLO incidents 262
Event Analysis reports 156
event log information, using Audit Collection Services
(ACS) with 220-225
exception types for compliance programs 312
Exchange Server and email incidents 274-277
Excluded Members page of Create Catalog Items Group
Wizard 42
Exclusion Criteria page of Agent Assignment And
Failover Wizard 89
exempting computers from updates 357
Explicit Discovery method 95
exporting management packs 118
Export-SCOMManagementPack Windows PowerShell
cmdlet 118

F

Fabric Health Dashboard 231
Fabric Monitoring Diagram view 233
Fabric workspace of VMM console 350, 352, 356
Failed To Connect To Computer alert 214
favorite reports, creating scheduled reports

from 161-163

gray agents

firmware setting for virtual machine
hardware profiles 291

G

General page of Create Catalog Items Group Wizard 41

General Properties page of Computer And Device
Management Wizard 94

Generation 1 virtual machines, creating hardware
profiles for 287-290

Generic Incident Request Catalog Items Group 41

Generic Incident Request Template 7

Generic Report Library 155

Get Activity, Service Manager activity 18

Get Alert, Operations Manager activity 15

Get Checkpoint activity 56

Get Cloud activity 56

Get Data Source activity 384

Get DPM Server Capacity activity 384

Get Monitor, Operations Manager activity 15

Get Network Adapter activity 56

Get Object, Service Manager activity 18

Get Recovery Point activity 384

Get Relationship, Service Manager activity 18

Get-SCOMManagementGroup Windows PowerShell
cmdlet 86

Get Service activity 56

Get Service Configuration activity 56

Get Service Template activity 56

Get Tier activity 57

Get User Role activity 57

Get User Role Quota activity 57

Get VM activity 57

Get VM Host activity 57

Get VM Network activity 57

Get VM Subnet activity 57

Global Agent Settings dialog box 215

Global Management Group Settings - Alerts
dialog box 188

Global Management Server Settings - Heartbeat
dialog box 216

Global Management Server Settings - Security
dialog box 92

Global Operators Group 41

Global Service Monitor 131-133

governance, risk management, and
compliance (GRC) 312

gray agents 209-211
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governance, risk management, and compliance (GRC)

394

GRC (governance, risk management, and
compliance) 312

green (healthy) health state 180

Grid Layout template for dashboards 164

Group Policy settings, configuring
computers using 329-331

group SLOs (service level objectives) 150-152

guest operating system profiles, creating 291-295

H

Hardware Issue Incident Template 7
hardware profiles for virtual machines, creating 287-291
Health Explorer 218

checking, before closing alerts 185
Health Explorer for Global Service Monitor 133
Health reports 156
Health Service Heartbeat Failure alert 214-217
health state of monitored items 180

gray agents 209-211

Java applications 238

.NET applications 235-238

virtualization layer 227-233
heartbeat alerts 214-218
High Priority Incident Template 7
History tab of New Incident dialog box 9
host groups, assigning update baselines to 354-357
HSRP group health of device, monitoring 99
Hyper-V cluster nodes, applying updates to 360

importing management packs 104-106
Import Management Packs dialog box 106
incident and service request lifecycle 248
Incident form, configuring settings for 270
Incident KPI Trend report 262
Incident Management node of Work Items
workspace 257
Incident Resolution report 263
incidents
automating remediation of 6-18
configuring resolution time of 267
creating, using email requests 274-277
email incident templates, creating 278
linking to problems 281-283
manually creating 269-274
metrics for, creating 251

prefix, modifying 268
priority calculation of 266
resolving 282
sending notification of 258-261
templates for 7-9
using with Self-Service Portal 33
Incident Settings dialog box 266-269, 276
Incident Template form 278
Included Members page of Create Catalog Items Group
Wizard 41
Inclusion Criteria page of Agent Assignment And Failover
Wizard 88
Instance Details widget 165
integration packs
Operations Manager 13-15
Orchestrator 2-5
Service Manager 17
VMM 54-58
IT Compliance Management Libraries 312
IT GRC policy exceptions 313
IT GRC Process Pack, implementing through System
Center suite 312
IT GRC program exceptions 313

J

Java Application Performance Monitoring (APM) 238

K

Knowledge Article dialog box 284

knowledge articles, creating 283

Knowledge Articles page of Create Request Offering
Wizard 37

L

languages, choosing, for downloading updates 326

Layout page of New Dashboard and Widget Wizard 166

library management packs 103, 108

lifecycle of incidents and service requests 248

lifecycle of management packs 111-113

Line of Business Web Application template 140

linking incidents to problems 281-283

Linux or UNIX computers, deploying agents to, using
Discovery Wizard 75-80

Linux or UNIX log file synthetic transactions 124

Linux or UNIX Process synthetic transactions 125
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M

Maintenance Mode Settings dialog box 212
maintenance mode, using 211-213
maintenance windows, configuring 345
makecert.exe utility 377
Manage Checkpoint activity 57
management certificates, uploading to
Microsoft Azure 377-379
Management Group Configuration page 82
MANAGEMENT_GROUP=MGname option 84
management packs, Operations Manager 102-104
dependencies of 103, 108
elements of 102
exporting 118
for Java APM (Application Performance
Monitoring) 239
importing 104-106
lifecycle of 111-113
monitoring health and performance of
virtualization layer 229-231
overrides
configuring for monitors 114-116
configuring for rules 112-114
removing 107
sealed vs. unsealed 103
synthetic transactions, configuring 118-131
templates for 118-130
tuning 111, 116
MANAGEMENT_SERVER_AD_NAME =MSname
option 84
MANAGEMENT_SERVER_DNS=MSname option 84
Management Server Properties dialog box 87
manual deployment of Operations Manager
agents 69, 81-84
authorizing agents 91
on UNIX/Linux computers 75
manually approving WSUS updates 331
manually creating incidents 269-274
manually synchronizing software update points 341
Map Prompts page of Create Request Offering
Wizard 37
Members page of Create User Role Wizard 49
memory setting for virtual machine
hardware profiles 289
memory utilization of device, monitoring 100
Messaging distributed application template 140
metrics in Service Manager, creating 250-253

Networking page of Create User Role Wizard

Microsoft Azure Online Backup, integrating
with DPM 376-383

Microsoft Monitoring Agent Setup 83

Microsoft System Center APM Web IIS 8
management pack 133

Microsoft System Center Marketplace 105

Microsoft Update, WSUS server synchronizing with 325

Microsoft.Windows.Client.NetworkDiscovery
management pack 100

Microsoft Windows Server 2012 1IS 8
management pack 133

Microsoft.Windows.Server.NetworkDiscovery
management pack 100

MOF (Managed Object Format) files, created by DSC
(Desired State Configuration) 321

MOMADADMIN.exe command 86

MOMAgent.msi Setup Wizard 82-84

Monitor Alert, Operations Manager activity 15

Monitoring Run As Account 75

Monitoring Type page of Add Monitoring
Wizard 120, 125, 134

Monitor Object, Service Manager activity 18

Monitors node of Authoring workspace of Operations
Manager console 114

Monitor State, Operations Manager activity 15

Monitor State SLOs (service level objectives) 148, 152

Most Common Alerts reports 156

Most Common Events reports 156

Move VM activity 57

msdpm.exe (DPM service) 364

Msiexec.exe command 84

N

.NET 3-Tier Application template 140
.NET Application Performance Monitoring
Template 133-138
.NET applications, monitoring 235-238
network adapter setting for virtual machine hardware
profiles 290
network devices
analyzing 204-206
discovering 93-99
monitoring 99-101, 179-202
Networking Issue Incident Template 7
Networking page of Create User Role Wizard 51
Network Interface Dashboard 101
Network Interface Dashboard view 205
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Network Monitoring node

396

Network Monitoring node 100, 204
Network Node Dashboard 101

Network Node Dashboard view 205
Network Summary Dashboard 101

Network Summary Dashboard view 205
Network Vicinity Dashboard 101

Network Vicinity Dashboard view 206

New Application Profile dialog box 295-297
New Dashboard and Widget Wizard 164-169
New Guest OS Profile dialog box 292-295
New Hardware Profile dialog box 287-291
New Incident dialog box 8

New Service Template dialog box 303

New SQL Server Profile dialog box 297

Non Compliant status of updates 356, 359
non-compliant vs. compliant computers 353
Notification Account Run As Profile 189-192
notification action accounts 189-191
notification of incidents, sending 258-261
notification subscribers 195-198
Notification Subscriber Wizard 195-198
notification subscriptions 199-203
Notification Subscription Wizard 201-205
not monitored status 209-211

o)

Objects By Performance widget 165

Object Search dialog box, configuring APM (Application
Performance Monitoring) 135

Object Selection dialog box 150

Object To Track page of Service Level Tracking
Wizard 146

offline VMM virtual machines, updating 360

OLAs (operating level agreements), monitoring
performance of 146-151

OLE DB Data Source Wizard 120-122

online protection options 381-383

operating level agreements (OLAs), monitoring
performance of 146-151

operating system compatibility for application profiles,
selecting 296

operating system configuration items 313

operating system for guest OS profiles, specifying 292

Operations Manager

agents
authorizing 91
deploying 67-88
including in deployment image 69, 85

location of files 82
management packs and 102
synthetic transactions and 118-127
alert connector for Service Manager 9-13
alerts
Application Advisor 236-239
automatic resolution of 187
closing 184-187
configuring notifications 189-202
email notification channels 193-195
Health Explorer 185, 218
heartbeat alerts 214-218
Java applications 238
managing 180-189
.NET applications 235-238
notification action accounts 189-191
notification subscribers 195-198
notification subscriptions 199-203
resolution states for 185-187
rules vs. monitors 181
subscribing to notifications 203
suppression of 181
and APM (Application Performance
Monitoring) 133-138
Audit Collection Services (ACS) 220-225
dashboards 164-171
for monitoring network devices 101
widgets for 165-169
discovering network devices 93-99
distributed application models 138-143
integrating Orchestrator with 13-15
integrating with VMM (Virtual Machine
Manager) 227-231
maintenance mode, using 211-213
management packs 102-104
dependencies of 103, 108
elements of 102
exporting 118
importing 104-106
lifecycle of 111-113

overrides, configuring for monitors 114-116

overrides, configuring for rules 112-114
removing 107
sealed vs. unsealed 103

synthetic transactions, configuring 118-131

templates for 118-130
tuning 111, 116
monitoring network devices 99-101
reports 155-163
resource pools 80, 94, 100
service level tracking 146-153

System Center Process Pack for IT GRC and 312
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Operations Manager Administrators - User Role
Properties dialog box 85
Operations Manager Alert Connector Wizard 11
Operations Manager APM Web IIS 7 management
pack 133
Orchestrator 2-4
connecting Service Manager to 43-46
connecting to Service Manager 16-19
Operations Manager, integrating with 13-15
runbooks 3-7
automatic incident remediation 18
creating DPM automation 383
performing tasks in VMM 52-58
synchronized 44-46
using with Operations Manager 13-15
using with Service Master 46-48
self-service with VMM, Service Manager, and 52-58
vs. Windows PowerShell 2
Orchestrator Connector Wizard 43-45
Orchestrator Deployment Manager 2-4
outside-in monitoring
Global Service Monitor 131-133
synthetic transactions and 118-131
Override Properties dialog box 113-115
Overrides reports 156
Override Task Parameters dialog box 221
overriding monitors in management packs 114-116
overriding rules in management packs 112-114
overriding the Auto-Resolve Alert parameter 181

P

Parameters page of Subscribe To A Report Wizard 163
passphrase for encrypting backed up data 380
Pending Reboot status of updates 356
Performance Data page of Add Monitoring Wizard 123
Performance Detail reports 157
Performance reports 156
Performance Top Instances reports 157
Performance Top Objects reports 157
performance view of virtualization layer 228
Performance widget 165
Permissions page of Create User Role Wizard 52
Port/Interface of device, monitoring 100
PowerShell, Windows

triggering scripts 57

vs. Orchestrator 2
prefix settings for incidents 268
Printing Issue Incident Template 7

remediation

priority calculation of incidents 266
privileges, elevating 75-77
Problem form 280
problem records, creating 280
problems and incidents in Service
Manager 265, 279-283
process monitoring synthetic transactions 122
processor utilization of device, monitoring 100
products, choosing, for updates 326
Profile page of Create User Role Wizard 49
prompt types for request offerings 36
Properties section of Add Configuration dialog box 54
Protect Data Source activity 384
Protection Agent Installation Wizard 364-366
protection groups, DPM (Data Protection
Manager) 368-374, 381-383
Publish page of Create Request Offering Wizard 38

Q

Query Performance page of Add Monitoring Wizard 121
queues in Service Manager, creating 254-256, 256
Quotas page of Create User Role Wizard 50

R

recovering data with DPM (Data Protection
Manager) 374
recovering from Microsoft Azure backup 383
Recover Sharepoint activity 384
Recover SQL activity 384
Recover VM activity 384
recovery point objective (RPO) 363
recovery time objective (RTO) 363
Recovery workspace of DPM console 375
Recursive Discovery method 95, 98
red (critical) health state 180
Register Server Wizard 379-382
registry tree, browsing 315
Reject New Manual Agent Installations option 91
Related Items tab of New Incident dialog box 8
Related Services page of Create Service Offering
Wizard 40
relating incidents to problems 281-283
remediation
applying updates to computers 359
of configuration items 320
of incidents, automating 6-18

397

From the Library of Ida Schander



Remove User Role activity

398

Remove User Role activity 57
Remove VM activity 57
Repair VM activity 57
Repeat Count column in Active Alerts view 182
replica WSUS servers, configuring 325
Reporting workspace of Service Manager console 262
reports for analyzing SLA performance 262
reports, Operations Manager 155-163
reports provided by WSUS server 335
Request Offering page of Create Service Offering
Wizard 40
request offerings 35-39
resolution states for alerts 185-187
Resolution tab of New Incident dialog box 8
resolution time of incidents, configuring 267
Resolution Time predefined metric 250
Resolve dialog box 272
resolving problems and related incidents 282
resource blocks, Windows PowerShell 321
resource pools 80, 94, 100
Resources page of Create User Role Wizard 51
Resume VM activity 57
Review Disk Allocation page of the Create New
Protection Group Wizard 371
Review New Manual Agent Installations In Pending
Management View option 92
roles and role services for guest OS profiles, specifying
293
routing rules for alerts 10-13
RPO (recovery point objective) 363
RTO (recovery time objective) 363
rules, network discovery 93-96
Rules node in Authoring workspace of Operations
Manager console 112
Run As Account
configuring alert notifications 189-191
deploying agents to UNIX/Linux computers 75-78
discovering network devices 93-96
Run As Account Properties dialog box 190
Run As Accounts page of Run As Profile Wizard 79
Run As Profile Wizard 79, 191
Runbook Activity Template 47
runbook automation, implementing 2-7, 46-48
Runbook Designer 2-7
integrating Orchestrator with Operations and Service
Managers 13-16
runbooks, Orchestrator 3-7
automatic incident remediation 18

creating DPM automation 383

creating schedules for 4-6

performing tasks in VMM 53-59

synchronized 44-46

using with Operations Manager 13-15

using with Service Manager 46-48
Run DPM PowerShell Script activity 384
Run VMM PowerShell Script activity 57

S

Save To Favorites dialog box 161
SC 2012 Operations Manager 13-15
SC 2012 Service Manager dialog box 16
SC 2012 Virtual Machine Manager 54
Scale Tier In activity 57
Scale Tier Out activity 57
Schedule Discovery page of Computer And Device
Management Wizard 98
Schedule page of Operations Manager Alert Connector
Wizard 12
Schedule page of Subscribe To A Report Wizard 162
schedules, creating for Orchestrator runbooks 4-6
scheduling reports 161-164
Scope page of Create User Role Wizard 50
script blocks, Windows PowerShell 321
sealed management packs
importing 106
overriding rules in 112-116
vs. unsealed 103
SECURE_PORT=PortNumber option 84
security event log information, using Audit Collection
Services (ACS) with 220-225
Select A Class dialog box 25, 251, 252
Select A Dashboard Layout Or Widget template 170
Select Agent Deployment Method 364
Select A Group Or Object dialog box 170
Select An Object dialog box 147
Select A Target Class dialog box 147, 151
Select Computers page of Protection Agent Installation
Wizard 365
Select Data Protection Method page of the Create New
Protection Group Wizard 369
Select Data Protection Method page of the Register
Server Wizard 381
Select Group Members page of the Create New
Protection Group Wizard 369
Select Management Packs from Catalog dialog box 105
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Software Library workspace of the Configuration Manager console

Select Objects dialog box 272, 281
Select Related Recipient dialog box 261
Select VM Template Source dialog box 299
self-service deployment, configuring 58
self-service functionality, implementing 30-63
Self-Service Portal, Service Manager 29-31, 32-34
self-service VMM provisioning 48-59
self-signed certificates, creating with makecert.exe
utility 377
Server Details page of Operations Manager Alert
Connector Wizard 9
servers
heartbeat alerts 214-218
maintenance mode, using 211-213
monitoring 209-223
not monitored and gray agents 209-211
Server-Side Configuration page of Add Monitoring
Wizard 135
server-side monitoring using APM (Application
Performance Monitoring) 133-138
Service Catalog node of Service Manager console 34
Service KPI Trend report 263
service level agreements (SLAs)
reports for analyzing 262
viewing incidents 257
service level agreements (SLAs), monitoring
performance of 146-151
Service Level Criteria page 257
Service Level Dashboard template 164
service level management, implementing 247-262
Service Level Objective (Collection Rule) dialog box 149
Service Level Objective (Monitor State)
dialog box 148, 152
service level objectives (SLOs) 146-153
creating 255-258
escalating incidents 262
Service Level tab of New Incident dialog box 9
service level tracking 146-153
service level tracking reports 153-155
Service Level Tracking Summary Report dialog box 154
Service Level Tracking Wizard 146-148
service management automation runbook, updating
offline VMs with 360
Service Manager
calendar items, creating 249
catalog item groups 41-43
connecting Orchestrator to 16-19
connecting to Orchestrator 43-46

implementing service level management 247-262
incidents

automatically creating 9-13

manually creating 7-10
knowledge articles, creating 283
linking incidents to problems 281-283
metrics, creating 250-253
notifications, sending 258-261
Orchestrator runbooks and 46-48
problems and incidents 265, 279-283
queues, creating 254-256, 256
reports for analyzing SLA performance 262
request offerings 35-39
resolving problems and related incidents 282
Self-Service Portal and 29-31, 32-34
self-service with VMM, Orchestrator, and 52-58
service catalog 34
service offerings 38-41

SLOs (service level objectives)
creating 255-258
escalating incidents 262

System Center Process Pack for IT GRC and 312
Service Manager Authoring Tool 30-32
Service Manager data warehouse, used by System Center
Process Pack for IT GRC 312
service offerings 38-41
service requests, creating metrics for 252
service templates, creating 303
Set Pending Service Update activity 57
SharePoint 2010 vs. SharePoint 2013 32-34
SharePoint, displaying dashboards in 164, 173
Show Gray Agent Connectivity Data task 210
Shut Down VM activity 57
SLAs (service level agreements)
reports for analyzing 262
viewing incidents 257
SLAs (service level agreements), monitoring
performance of 146-151
SLOs (service level objectives) 146-153
creating 255-258
escalating incidents 262
SMS_WSUS_SYNC_MANAGER component 341
SMTP server feature, installing 274-277
SNMP (Simple Network Management Protocol) and
discovering network devices 93-98
Software Issue Incident Template 7
Software Library workspace of the Configuration
Manager console 342
software update groups, deploying to Configuration
Manager 341-345
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Software Update Point page of the Create Site System

400

Software Update Point page of the Create Site System
Server Wizard 338

software update points, deploying 336-341

software updates configuration items 314

software updates, deploying to Configuration Manager
clients 345-348

Specify Criteria page of Configure Workflows For Objects
Of Class Change Request dialog box 23

Specify Intranet Microsoft Update Service Location
policy 330

Specify Online Protection Goals page of the Register
Server Wizard 382

Specify Recovery Options page of the Recovery
Wizard 375

Specify Short Term Goals page of the Create New
Protection Group Wizard 370

SQL Server and Audit Collection Services (ACS) 220-225

SQL Server Core Library management pack 108

SQL Server profiles, configuring 297

SQL Server Reporting Services 155, 161

SQL Server, System Center Management
Pack for 68, 102

Start Date, choosing, when creating metrics 250-252

Start-DscConfiguration cmdlet 321

Start Maintenance Mode, Operations Manager
activity 15

Start-SCUpdateServerSynchronization Windows
PowerShell cmdlet 352

Start VM activity 57

State widget 165

Stop Maintenance Mode, Operations Manager
activity 15

Stop Service activity 57

Stop VM activity 57

storage pools, DPM (Data Protection Manager) 366

Subgroups page of Create Catalog Items Group
Wizard 42

Subscriber Address Wizard 196

Subscribe To A Report Wizard 161-163

subscribing to alert notifications 203

Summary Dashboard for Global Service Monitor 132

Summary Dashboard template 164

Summary page of Computer And Device Management
Wizard 72

Summary page of Create Request Offering Wizard 38

Supported Platforms page of Create Configuration Item
Wizard 315

suppressing alerts 181

Suspend VM activity 57
su/sudo commands 75
Synchronization Results report 335
Synchronization Source page of the Create Site System
Server Wizard 339
synchronization using VMM, triggering 352
synchronized runbooks 44-46
synchronizing WSUS server with Microsoft Update 325
synthetic transactions 118-131
OLE DB data source 120-122
process monitoring 122
TCP Port-based 123
UNIX or Linux log file 124
UNIX or Linux Process 125
web application availability 125-128
web application transaction monitor 128-130
Windows Service 130
System Center 2012 R2 Orchestrator. See Orchestrator
System Center 2012 - Service Manager Authoring
Tool 30
System Center Advisor 321-323
System Center App Controller 48-52
System Center Global Service Monitor 131-133
System Center Management Pack for SQL Server 68, 102
System Center Marketplace 105
System Center Process Pack for IT GRC, implementing
312
System Center Virtual Machine Manager 33, 54
System Role Selection page of the Create Site System
Server Wizard 337

T

Target and Port page of Add Monitoring Wizard 124
TCP Port-based synthetic transactions 123
templates

change request 19-22

email incident templates 278

for APM (Application Performance Monitoring) 133

for common incident profiles 269

for dashboards 164, 170

for distributed application models 140-143

for email notifications 260

for incidents 7-9

for management packs 118-130

for virtual machines 299-302

service templates 303
Test Visualization Dashboard for Global Service
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Monitor 133
Throttling Setting page of the Register Server

Wizard 379
time metrics in Service Manager, creating 250-253
Trigger Condition page of Create Workflow Wizard 31
trouble tickets 7
tuning management packs 111, 116

U

UNIX or Linux computers, deploying agents to, using
Discovery Wizard 75-80

UNIX or Linux log file synthetic transactions 124

UNIX or Linux Process synthetic transactions 125

Unknown status of updates 356

Update Activity, Service Manager activity 18

Update Alert, Operations Manager activity 15

update baselines 353-357

Update Baseline Wizard 353-355

Update Catalog Node in Library workspace of VMM
console 352

update compliance of computers 356-358

update deployment, verifying 334-336

Update Detailed Status report 335

Update Disk activity 57

Update Network Adapter activity 58

Update Object, Service Manager activity 18

Update Remediation dialog box 360

Update Server Node in Fabric workspace of VMM
console 350

Update Services node of WSUS console 332

Updates page of the Update Baseline Wizard 355

Update Status Summary report 335

Update Tabular Status For Approved Updates report 335

Update Tabular Status report 335

Update User Role Property activity 58

Update User Role Quota activity 58

Update VM activity 58

updating offline VMM virtual machines 360

Upload Attachment, Service Manager activity 18

USE_MANUALLY_SPECIFIED_SETTINGS={0|1} option 84

User Prompts page of Create Request Offering
Wizard 36

USE_SETTINGS_FROM_AD={0|1} option 84

monitoring the virtualization layer

Vv

vaults, backup 377, 379
verifying update deployment 334-336
video adapter setting for virtual machine hardware
profiles 289
View And Validate Tests page of Add Monitoring
Wizard 127
virtualization layer, monitoring 226-233
virtual machine hardware profiles, creating 287-291
Virtual Machine Health dashboard 228
Virtual Machine Manager 2012 SP1 and App
Controller 48, 59
Virtual Machine Manager Connector Wizard 53
Virtual Machine Manager Service Template
Designer 303
Virtual Machine Manager (VMM) 48-59
compliance status of computers, checking 356-358
configuring WSUS (Windows Server Update Services)
with 350-352
connecting to Orchestrator 54
integrating with Operations Manager 227-231
integrating WSUS (Windows Server Update Services)
with 349-359
monitoring the virtualization layer 226-233
offline virtual machines, updating 360
self-service with Service, Orchestrator, and 52-58
triggering synchronization with 352
update baselines 353-357
update remediation 359
Virtual Machine Performance view 229
Virtual Machine Servicing Tool (VMST) 360
virtual machine templates, configuring 299-302
visudo command 76
VLAN health of device, monitoring 99
VMM (Virtual Machine Manager) 48-59
application profiles, creating 295-297
cloud resources, managing 287-306
compliance status of computers, checking 356-358
configuring WSUS (Windows Server Update Services)
with 350-352
connecting to Orchestrator 54
guest operating system profiles, creating 291-295
hardware profiles, creating 287-291
integrating with Operations Manager 227-231
integrating WSUS (Windows Server Update Services)
with 349-359
monitoring the virtualization layer 226-233
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VMST (Virtual Machine Servicing Tool)

402

offline virtual machines, updating 360
self-service with Service, Orchestrator, and 52-58
SQL Server profiles, configuring 297
triggering synchronization with 352
update baselines 353-357
update remediation 359
virtual machine templates, configuring 299-302
VMST (Virtual Machine Servicing Tool) 360
VM Template Identity page 299

)}

warning state notifications 258
watcher nodes, performing synthetic transactions
118-131
WCF (Windows Communication Foundation)
applications, monitoring with APM 133
web application availability synthetic
transactions 125-128
Web Application Editor - Browsing Session
dialog box 129
web application transaction synthetic monitor 128-130
Web Console URL page of Orchestrator Connector
Wizard 44
What To Monitor page of Add Monitoring Wizard 135
Where To Monitor From page of Add Monitoring
Wizard 127
widgets, adding to dashboards 165-169
Windows Azure Backup Agent Setup Wizard 378
Windows Azure Pack for Windows Server, self-service
with 59
Windows Communication Foundation (WCF)
applications, monitoring with APM 133
Windows computers, deploying agents to, using
Discovery Wizard 69-74
Windows Computers node 211-213
Windows PowerShell
triggering scripts 57
vs. Orchestrator 2
Windows PowerShell 4.0 and Desired State Configuration
(DSC) 321
Windows Server 2008 1IS 7.0 management pack 133
Windows Server Update Services (WSUS)
"approvals only" WSUS server, configuring 328
approving updates 331-334
computer groups, creating 328
configuring with VMM (Virtual Machine
Manager) 350-352
Group Policy settings 329-331

integrating with Configuration Manager 336-348
integrating with VMM (Virtual Machine
Manager) 349-359
languages, choosing, for downloading updates 326
managing updates with 324-335
products, choosing, for updates 326
replica servers, configuring 325
reports provided by 335
software update points, deploying with Configuration
Manager 336-341
synchronizing with Microsoft Update 325
update classifications to synchronize, choosing 327
updating offline VMM virtual machines 360
verifying update deployment 334-336
Windows Service synthetic transactions 130
workflows
activity management, configuring 19, 25-27
change management, configuring 19, 22-24
custom, creating 30-32
implementing 1-27
Work Items workspace of Service Manager
console 257, 271
WSUS Configuration Wizard 350
WSUS Server Configuration Wizard 325-328
WSUS (Windows Server Update Services)
"approvals only” WSUS server, configuring 328
approving updates 331-334
computer groups, creating 328
configuring with VMM (Virtual Machine
Manager) 350-352
Group Policy settings 329-331
integrating with Configuration Manager 336-348
integrating with VMM (Virtual Machine Manager)
349-359
languages, choosing, for downloading updates 326
managing updates with 324-335
products, choosing, for updates 326
replica servers, configuring 325
reports provided by 335
software update points, deploying with Configuration
Manager 336-341
synchronizing with Microsoft Update 325
update classifications to synchronize, choosing 327
updating offline VMM virtual machines 360
verifying update deployment 334-336
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yellow (warning) health state 180
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Was there room for improvement?
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